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259 = function batchTransfer(address[] _receivers, uint256 _value) public whenNotPaused returns (bool) {
260 uint cnt = _receivers.length;

261 | uint256 amount = uint256(cnt) * _walue; |4——— sk 925 1
262 require(cnt > B && cnt <= 280); AL
263 require(_value > & &2% balances[msg.sender] »>= amount);

264

265 balances[msg.sender] = balances[msg.sender].sub(amount);

266 = for (uint i = 8; 1 < cnt; i++) {

267 balances[_receivers[i]] = balances| receivers[i]].add{_value};

268 Transfer(msg.sender, _receivers[i], _walue);

269 T

276 return true;

271 }
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TRANSFER 258.056564760381731334 EtherFrom c2 To =+ 03
TRANSFER 258.058564760381731334 Ether-From £2: . To=0%3(
TRANSFER 258.056564760381731334 EtherFrom c2 To =+ 03
TRANSFER 258.058564760381731334 Ether-From £2: . To=0%3(
TRANSFER 258.056564760381731334 EtherFrom c2 To =+ 03
TRANSFER 258.056564760381731334 Ether-From c2 . To= 0330
TRANSFER 258.056564760381731334 EtherFrom c2 To =+ 03
TRANSFER 258.056564760381731334 Ether-From c2 . To= 0330
TRANSFER 258.0568564760381731334 EtherFrom c2 To = 03
TRANSFER 258.056564760381731334 Ether-From 24 . To= 073043
TRANSFER 258.0568564760381731334 EtherFrom c2 To = 03

TOAAECED AR6 NRARAATANI01721334 Sthar Eam en T R —

(V) v,

W Il paritytraceL T Wl H G T
U @ action I action Ne A
n v A r — - ]
o Wi W @ action
Action [1]
CallType: call
From: | 0xf35e2cc8e6523d683ed44870f5b7cc785051a77d *'/ wEEKA
Gas: 4691116 Gwei
To: ‘@ Oxf835a0247b0063c04ef22006ebe57chf11977ccd ‘4.—_ i er =]
Value: 102.49342390251346 Ether
BlockHash: 0%5965c954a9f9c60ade7bd81d1dc39e695f2be26239169315d7411240c364baaa
BlockNumber: 1720245
GaslJsed: 3292665
Subtraces: 2
TraceAddress: 1]
TransactionHash: 0x2348da60799bff3cali4b3ed9ci8edebead4c5728a97164bac3e21056d4216e3
TransactionPosition: 0
Type: call
[oxersesard Jem— EEALIBEOZNEL
Input:

@ actionT~ Dp SR R R Dp

>

Hy P b P T
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o

[t A/ l n
o B , o o ]
n action[3] p n
Action [3]
CallType: call
From: - |2] 0xf835a0247b0063c04ef22006ebeb7chf11977ccd
Gas: 4653424 Gwei
To: @ Oxbb9bc244d798123fde783fcc1c72d3bb8c189413 (TheDAO Token)
Value: 0 Ether
BlockHash 0x5965c95428f9c60ade7bd81d1dc39e695f2be26239169315d7 4f1240c364baaa
Gaslsed 3279881
Subtraces: 4
TraceAddress: [1]
f6e3 TransactionHash: 0xa348da50799bff3ca804b3e49c86edebeaddcs5T 28a97164bec3e21056d42
TransactionPosition 0
(RS Type cal splitDAOEH!
m— (oo
3b Bx82661dc4 2020000 0808000 e lsle e ] Ll
] GOGBGBGBGBBBPBBE}%G56b2a9c3b2416437a811e9?466ca?12f5a5b55
®
Input: EEEMN it
c:: T Yy #* action[3]T TheDAO Token
. T 2 A & P input F 4@ _ 4@

P methodID ~ y [ © T methodID4 0x82661dc4

i 0x82661dc4 1 [ P w splitDA0OP -~ 7
€
ID ) _TJeyf Sianafure Butes Sinnatura
(= - ————y ____§ - -~ —— - - ]
0x82661dca 561 splitDAO(uint256,address)
C . T [ splitbAoP Ny ~ I '
QEE function splitDAO(
946 [uint _proposallD, |4 BERS
947 address _newCurator
948 - ) noEther onlyTokenholders r‘eturﬁ;%ﬁol _success) {
G949
58 Proposal p = proposals[_proposallD];
951
952 A/ Sanity check
P @ action p
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Action [4]
CallType: call
From: & Oxbb9bc244d798123fde783fcc1c72d3bb8c 189413 (TheDAO Token)
Gas: 4618520 Gwei
= It e 1 I Dcu ek o . ERN =
Value: 258 056564760381731334 Ether
Ic364baaa BlockHash: 0x5965cH54a9fdc60adeTbds 1d 1dc39e695f2be26239169315d74f124C
BlockNumber: 1720245
GasUsed: 23775
Subtraces: 1
TraceAddress: [1,0]
6d42fBed TransactionHash 0xa348dab0799bff3ca804b3e49c96edebeaddc5728a9764bec3e2108
TransactionPosition 0
Type: call
20086ebe57c5F11977ccd @xbaac5380p Bf835a0247b8063cBdef2
Input:
t
createTokenProxy #  methodID
- T SR KT = = i
3C5300 630 createTokenProxy(address) axba.
action[4]T~ ThelL DAO Token, 1 s TheDarkDAO,,

createTokenProxy® A & 0 w°

299 - function| createTokenProxy(address _tokenHolder) returns (bool success) {
(o) (o)

380 if (r pTims && msg.value > 8

301~ &% (privateCreation == @ || privateCreation == msg.sender)) {

382

383 uint token = (msg.value * 28) / divisor();

304 [ extraBalance.call.value(msg.value - token)();

385 balances|_tokenHolder] += token;]

386 totalSupply += token;

3e7 welGiven[_tokenHolder] += msg.value;

3e8 CreatedToken(_tokenHolder, token);

300 - if (totalSupply »>= minTokensToCreate && !isFueled) {

318 isFueled = true;

311 FuelingToDate(totalSupply);

312

313 return true;

314

315 throw:

createTokenProxy ® T~ TheDarkDAO, 1 3 extraBalance,,

~ _ o o ]
A @ action[5]T N
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a2
Action [5]
CallType: call
B | I e | I .
Gas 4582938 Gwei
OextraBalance) To: & (DarkDA
Value: 0 Ether
'4f1240c364baaa BlockHash: 0x5965c854a9f9cB60ade7bd81d1dc39e695f2be26239169315d7
BlockNumber: 1720245

e49c96edebeaddch728a97i64bec3e21056d42f6e3

~—— oo

Subtraces:

TraceAddress:

TransactionHash:

TransactionPosition:

Type:

6,7 @ action T~ TheDAO Token,,

accumulatedinput® A I

Action [6]
CallType:
From:

Gas:

To

Value:
BlockHash:
BlockNumber:
GasUsed:
Subtraces:

TraceAddress:

-Transactinnbash:

call

[2 0xbbObc244d798123fde783fcc1c72d3bb8c189413 (TheDAO Token)

4569940 Gwei

B 0xd2e16a20dd7b1ae54fb0312209734478d069c7b0 (DaoManagedAcct)

0 Ether

0xa348da60799bff3ca804b3

3 DaoManagedAcct,,

0x5965c954a9f3c60ade7bd81d1dc39e695(2be26239169315d74f1240c364baaa

1720245
275

]

[1,1]

TransacticnPosition:

Type:

45
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A Rl S

Oz : - A/ 1 n
Action [7]
CallType: call
From- B 0xbb9bc244d798123ide783fce1c72d3bb8c 189413 (TheDAO Token)
To: E] (DacManagedAcct)
Value: 0 Ether
Rlarktash: o ae cvee L T ROREAOBAROIARNadA Thd 0 41422 0B 0R0 ka8 2010360 T 4£1 34038 dbarr,
Tr20245 BiS¢RNumbEr:
275... GasUseéd::
i Sublaces:
[1,2] TraceAddress:
Oxa348dabi7 99bfficalldbleddcdbedebeaddchi28a07fG4becIeZ H056d42T63 TransactionHash
n: 0 TransactionPositic
call Type:
Oxd2cc718f
Init-
t
accumulatedinput®  methodID Y
ID Text Signature Bytes Signature
104670 accumulatedinput() oxd2cc718f
8@ action T~ TheDAO Token, 3, DaoManagedAcct,,
Y t
payout # %
Action [8]
CallType: call
From: B OxbbIbc244d798123fde783fcc1c72d3bb8c 189413 (TheDAO Token)
Gas: 4bB68069 Gwel
To: [2) Oxd2e16a20dd7b1ae54fb0312209784478d069c7b0 (DaoManagedAcct)
Walue: 0 Ether
BlockHash: 0x5965c954a9f9c60ade 7bd81d1dc39e695{2be26239169315d7 4f1240c364baaa

BlockNumber:
GasUsed:
Subtraces:
TraceAddress:

TransactionHash:

TransactionPosition:

Type:

Input:

1720245

3183878

1

[1.3]
0xa348da60799bif3ca804b3e49cH6edebeaddch728a07B4bec3e21056d42f6e3

]
&l payoutEHH EEAEL
w ¥
9x8221838a§ :.835&82£7b0053c@49f22886ebe57c5f11977cc£ﬁ99@@99

Juwuuumrf‘ﬂ @852e8bfaze

k211
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53 ,m?- R W § n
payout ®  methodID '
ID Text Signature Bytes Signature
5073 navOutfaddrace Lint2BR) ,, ........ —_— — P AN == —
payout® 9 4
193 ~ function payOut(address _recipient, uint _amount) returns (bool) {
199 if (msg.sender != owner || msg.value > @ || (payOwnerOnly && recipient != owner))
288 throw;
201~ if [ _recipient.call.value({ amount)()) {|
292 _ ;! s
283 return true;
204 ~ } else {
285 return false;
2086 H
0 Ne Y _recipient )
_amount 0T T 9 , 0 _amounta
etherA 4 action[9]T p A
action[9]T ~ DaoManagedAcct,, i N
[ ether ~ w U fallback® =~ ~ W A
Action [9]
CallType: call
From: [2 0xd2e16a20dd7b1ae54f0312209784478d069c7b0 (DacManagedAcct)
Gas: 4535855 Gwei
To B 0xf335a0247b0063c04ef22006ebeb 7511977 cc
Value: 0.000000022255761966 Ether
BlockHash: 0x5965c954a919c60ade7bdd1d 1dc39e695i2be262391693156d7411240c364baaa
BlockNumber 1720245
Gaslsed: 3175103
Subtraces: 2
TraceAddress: [1,3,0]
TransactionHash: 0xa348da60799bff3caB04b3ed9cOB6edebeaddc5728a0764bec3de21056d42{6e3
TransactionPosition: 0
Type: call
ex
W 3 3 N Ne p . 9
o W splitDAO P N T WK

splitbAo® T " 9 A
m [
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945 function splitDAO(
946 uint _proposallD, e o P
947 address _newCurator |4_-""‘— RESHNTES
948 ~ ) nokEther onlyTokenholders returns (bool _success) {
949
958 Proposal p = proposals[_proposalID];
951
splitbAOP TP ™ a ~ _proposalID
_hewCuratorA
985 // Move ether and assign new Tokens
986 uint fundsToBeMoved =
987 (balances[msg.sender] * p.splitData[8].splitBalance) /
928 p.splitData[®].totalSupply;
989 if qp.splltData[B].newDﬁO.createTokenProxy.Value(FundsToBeMoved)(msg.sender}|== false)
o096 thow;
991 . ] z:k‘“ v e N
092 8 B theDark D_—\O|:|éﬂE"]crEa:eToken?roX}'@lﬂ, H % 5 fundsToBeMoved "ether
theDark DAO, ~ T T T newDAO theDark DAO,, A
1812 Transfer(ﬁsg.sender, 8, balances[msg.sender]);
1813 withdrawRewardFor{msg.sender); ,H'—bﬁnj_c_e‘.\ﬂa' get his rewards
16814 TotalsSupply -= balances|msg.sender|; - B o o wRew oy [F &
1815 balances[msg.sender] = 8; 1 w1 thdrawRewar dFor B}
1816 paidOut[msg.sender] = @; M N .
1617 retormtrues ki ek e
t:: 9 T ) Neq) WL ether P
H A

vhe
RN

W | withdrawRewardFor® o

S R splitDAO® T 3, withdrawRewardFor® ~ I

1862 - function withdrawRewardFor(address _account) noEther internal returns (bool _success) {
1663 if ((balance0f(_account) * rewarddcount.accumulatedInput()) / totalSupply < paidOut[_account])
1664 throw;
1665
1866 uint reward =
1667 (balanceOf (_account) * rewardAccount.accumulatedInput()) / totalSupply - paidOut[_account];
1868 if (]rewardAccount.payOut(_account, reward})|
1869 throw;
1878 paidOut[_account] += reward;
1671 return true;
1672 1
withdrawRewardFor® T 1 u rewardAccount,, payout
S No rewardAccount DaoManagedAcct
~ t
_account reward Apayout® 9 7

48



“(RFis

) =

i ~

198 = function payOut(address _recipient, uint _amount) returns (bool) {

199 if (msg.sender != owner || msg.value > @ || (payOwnerOnly &% _recipient != owner))
288 throw;
201~ if {_recipient.call.value(_amount}(])} |
282 Payout(_:ﬁg?plent, —_amount); k\
%gi- }elggtimﬂt ’ RIS EE A _anountether
2085 return false;
206 !
tn T vy [~ payoutP T~ call _recipient 0
_amount@ etherA w  call T a -.gas(Q gasv™ Y
wo gasAc:r Ne Thb " _recipient,
- [ ethef ~ Y w ° 0 fallbackP ~
C ~ W A
Ne ~ 1 W D D A D Qi LT
fal Iback @ i} [ ether = ~
01 fallback® ~ fallbackP w'P theDAO Token,, splitDAO
P A splitbAOP T~ i TheDark DAO,, createTokenProxy #
0 etherA withdrawRewardFor # ~ withdrawRewardFor
P 1 ManagedAccount,, payout® payout® T~ a call
£ . . 0 ether w P 0
fallback® = fallback® P splitDAOP ¢ "W
b A Y ‘
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| =H=I I= H:I E = 1|;| splitD OiJﬁjHJtheDark DAO %1 createTokenProxy e HI II IH I
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=I ' == =i| i AR calliHl, ik S 549 amount -ether
W O(N NN
I
[ ]

ﬁﬁiﬁi_zf!!_

) L

o
se=lln
L [ [
T
I-J

4.2.4 |
T T Y W Ty
@ a transfer ~ transfer® 0
2300gas’ ~ gas b va, P s Wa, Y o
- o A
i T3 vk Ne I I T
0 ether b 4ag0 gas Y . P’ S
G R o ¥ w 3v u D o b
A
Ty . T e v o T vwe T
G T , Y - A
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4.3 parity ~ L Ne

4.3.1 n HPD

parity = W Y ~A2018 7 19 ~ parity
) 15" Y ~ 30000 H” A

4.3.2

4.3.3 Ne

e
€l
¢
e

1° fallback?®

fallback P solidity TWa g Wa,,
token ~ w - fallback® A Wa, eP " P

Y [ ef 3y - fallback® A

2" delegatecall P

delegatecall P W ) . Ya
delegatecall ¢ . Tw n - T

f T msg.sender msg.value vbi A3
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solidity T
externala publicA
private
internal
external °

public

2. parity wallet

parity =~ Wa
walletLibrary

1 " h 3 F

delegatecal l walletLibrary,,

l.']
W Ty
I.']

>

Gas

parity wallet,,

b

VR

Awallet,

walletLibrary,,

[ walletLibrary
wallet

b-

¢

" Ne# w privateainternala

>

>

w h wallet

. 3k
© wallet,,

~

w A A '
T 7 Y

a b Y
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BRE. HENE. HERER, B&KFLE
TETEE T gas 2, HUEE—R, OF

wallet 58I HF

L}

HA delegatecall I8

AP wallet5 ]

walletLibrary 5]

V ‘ T Dp [ internal TxnslL !

[~ =~ = A
Oxeef10fc51701669b.. % 894 days 14 hrs ago Oxbec591de75b869... - Multisig Exploit Hacker
% Hhash
0x97f7662322d56e1 "-’13’473) ~894 days 14 hrs ago / 0x50126e8fch9be29. T & I P Hdlk = _—sMultisig Exploit Hacker
/ =PEBHE
0x0e0d16475d2ac6 .~ 4041179 895 days 4 hrs ago ik \G] 0x91efffo9cted3abt - Multisig Exploit Hacker

0x97f7662322d56e1 37¢ 894 days 16 hrs ago PR Multisig Exploit Hacker IN [3 0x50126e8fcb9be29

DARITAOEESTA0 v on o fM2TOL OOz A8 g

e Ty [T "0 He T We’ G

53

it Lo s _— F\!P.,ZNA’\’B.'nfrunu‘.-ml, e

2,189 Ether
i 45— 44,005 Ether

6,793 Ether
HGae Y ?P

- I7l t
0 Ether 0.001227093

LT e




A Fl S
i R

e

O owner

Dp

[
°

U owner

@ Ne

https://etherscan. io/tx/0x2e

Y

6527412bcc729alfe6c2b44138b1da3642fca

19d6419054a13ed8fa3933c2d

(2) Transaction Hash: 0x2e65274f2bcc729a1febe2b:

4043784 5145291 Block Co

(3 Block:

() Timestamp:

0Oxb3764761e297d6f121e79c3:

44138b1dad642fcal9d6419054a13ed8ia3933c2d (U1

niirmatiens

@ 894 days 16 hrs ago (Jul-19-2017 12:13:36 PM +UTC)

2a65829cd1ddb4d32 (Multisig Exploit Hacker) (1

Comlra}:t 0x50126e8fcb9be29f83c6bbd913cc85b40eaf86fc & M L\

(%) From:
@ To:
= [ONERT]
() Transaction Fee
(3) Gas Limit:
Ao T, )
(2 Gas Price:
@ Nonce  Po
yEE PR B
aquired, uint256 _daylimit) *+*
30000000000000000060
30000000000000000000
395439f11e9b39fco000
10000000000000000001 AR AL

3c32a65829cd1ddbad32 /

parity trace I Raw tr

— S AL

Dy

{1 Etrer
(50.18)

0.001403619 Ether

82,703

0.000000021 Ether (21 Gwei)

3 ur

sition
walletLibrar

Function: initWallet(fddress[] _owners, uint256 _r«

MethodID: @xedédcfeb
[e]:

|BBBBBBGGQQGGGQBB@QQBB@BBM764761e297d6f12 1e7!

acesl-~ y A"

1
B { e—— actionl
v 'R
2 "call” a v
5 oxb3764 7612207061216 79C32265820Ca1000AGIT ") +—  BUara UK [t
6
7 "exed6dcf
8 0x56126e8f cbabe29f83c6bbdo13cc85b40RTBEFC ", | o
9 oxe — IR Evallet & LML
10 Ity
11 "blockHash™ xf5a832b3c625a eea! e9fe57791c9a46144 795f54d32f4b972fc35d",
12 “blockNumber™: 4843784,
13- “result”: {
14 "
15
16 5
17 “subtraces”: 1,
18 “traceaddress”: [1,
. femmes i e SR A st IR ORI R0 AN e e R
] 17
et "call”
A “action”
g callType” ["delegatecall”.
“from™: "@x58126e8fcbobe29t83c6bbda13cc85b4BeafBofC”

exddge”,|

1800BAE8PEBE0EE

“subtraces”: @,

“traceAddress":
[
1

“transactionHash”
“transactionPosit

“tvna”: mw 1"

@x2e65274f2bcc72%a1fe6c2b44138b1da3642fcalsd6419054al3eddfa3933c2d”,
": 117,
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https://etherscan.io/tx/0x2e65274f2bcc729a1fe6c2b44138b1da3642fca19d6419054a13ed8fa3933c2d
https://etherscan.io/tx/0x2e65274f2bcc729a1fe6c2b44138b1da3642fca19d6419054a13ed8fa3933c2d

s Ty [T "7 2@ action W @ actionT h
Do © wallet ° bu ~a
i Ha@ actionT ’ wallet, a delegatecall
walletLibrary inithallet® A
n t o9 T W L wallet,
walletLibrary, A
Dp @ 2 wallet, inithallet® ~ p wallet, T
inithallet® ~ vy 2 wallet, fallback ® Afallback
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- - -
e v i n
function imitMultiewned(address[] _owners, uint _required) {
m_numOwners = _owners.length + 1;
m_owners[1l] = uint(msg.sender);
m_ownerIndex[uint(msg.sender)] = 1;
for (uint i = @; i < _owners.length; ++i)
{
m_owners[2 + i] = uint{_owners[i]);
m_ownerIndex[uint(_owners[i])] = 2 + i;
¥
m_required = _required;
¥
tcn Ty [ 2 h w A " ownerA B 3
" public™ ~ K v Ty A vy I
initMultiowned @ L~ owner A
Ne ~ 1 Wi D owner @ D
wallet, 0 P - wallet, inithallet
bud HWD~ Apr wallet, inithallet 2 ~ ¢
i fallback® ~ delegatecall walletLibrary,,
inithallet® ~ G initWallet® ) T Kv., Y v
initWallet w7 owner w o Dp A
Y 1| W ‘
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el

I & E Awallet 5 £
BlinitWalletERIET

| Efi,kﬁﬁwallet’fﬁﬁﬁﬂfallhackﬁlﬁ_ l .

fallback@ %1 Fdelegatecal i FwalletLibrary & initWalletERErF0

S =
I .
! |
-
e
S
L
JE—
[ S I . I:_:..u_.._..m.uu,zmm- s we

e

| e

5. D 0 ~ ether

- - t

W Ne D © ‘ W
https://etherscan.io/tx/0x97f7662322d56elc54bd1bab39bccf98hc736fc

b9c7e61640e6Ff1f633637d38
oo
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https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fcb9c7e61640e6ff1f633637d38
https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fcb9c7e61640e6ff1f633637d38

(%) Transaction Hash:

0x97f7662322d56e1c54bd1bab39becfIBbe736fchoc7e61640e6ff17633637d38 [

(@) Block: 4043791 5145810 Block Confirmations
@) Timestamp © 894 days 18 hrs ago (Jul-19-2017 12:14:18 PM +UTC)
@) From: \ 0xb3764761e297d6121e79c32a65829cd1ddb4d32 (Multisig Exploit Hacker) @ ‘1'—'_ T M Pt
@ To: @.Cﬂntra& 0x50126e8fcb9be29f83c6bbd913cc85b40eafB6ic o‘ s
A |2
TRANSFER 44,055 Ether From 0x50126e8icb9be2983c... To = 0xb3764761e297d6f121e... %ﬁM%EEmkF ok
@) Value: 0 Ether  ($0.00)
() Transaction Fee: 0.001227093 Ether (30.16)
= [ paiel
- " . O ]
|
as Use ransaction: X
(%) Gas Pricer 0.000000021 Ether (21 Gweil
Paosition 4z - (2 Nonce
B HIEE
- ZETi = -
Function: execute(address _to, uint256 _value, bytes _data) ***
(5]
MethodID: @xb61d27f6 o
[e]: 3764761e297d6F121e79¢32a65829cd1ddbdd32
[1]: 95439f11e9b39fc0008
[21: ‘\\
31 200006 20000 200000
AT e L& . POBOON 20060 000000
el
e ~ - ‘D — 9
s Y o execute P W @ P P
- o o o A
Weo _tow Ha O A Dp Dp
4 - 4 ~
a _to W7 Ha O W 44055A
- t
Y
;: {m— actionl
4 call”, .
5 P OB TG e T AT e T TR AT Y g R WP
g “input mf;eh‘zh’" A761e297d6F121e79¢ 20cd1ddbay 39f11e0b39fci
L3 "+ ]"HYKPH -Ahhri " k-—, - - P—

39f11e0b39Fc

Hlue™ 2 B wel i

ZodAfe3fos .

i
“"blockHash": "@xd6128dcadeel 6746des

"blockNumber”: 4@487Tl,

“result”:
"gasUsed": "@x8769",
"output”: "@x"

b

“subtraces”

“traceAddress”: [1,
“transactionHash”: "@x97f7662322d56e1c5abd1bab3obecfosbc736FchocTes1640e6fF1f633637d38",
“transactionPosition”: 12,

“type”: "call”

delegatecallid Al

EEBvalletHEI AL

20cd1ddba

T Bwal letLibrary B E HIE

1
“blockHash": "@xd61284cadeel679865¢ c6746de8cdbabaeafaSodaedd8864f26d4fe3f55",
"blocknNumber”: 4843791,

“result": executeEIH

“subtraces”
“traceAddress”:
@

1.

"transactionHash": "@x97f7662322d56e1c54bd1bab39bccfo8bc736FcbOc7e6164Re6fF1F633637d38",
“transactionPosition”: 12,

“type": "call”

}s
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47~ +— action3

: “call”,
@)(5232?&8!’:b9be29f83(5bbd91BEESSbABeaFSEfc — i Avallet S &) it

© e,
["@xb37647612207d61121e79¢32365820¢d1ddbad32" —

“to A
53 "valle™: — HEE NP
B
11448¢ deB8cdbabaeafas@daed88864f26d4fe3fss”,

55 “blockHash": "@xd61204cades167986562

56 “blocklumber”: 4843791, o

57+ "result”: { T

58 "gasUsed

s “output”

&0 L

&1 "subtraces”: @,

62~ “traceAddress”: [
8,

~axe",
oy

i Ty [ "7 %2 e action We actionT~

-

Dp wallet,, execute P wallet,, execute P

" fallback® =~ Y e actionT a  delegatecall
walletLibrary,, execute ® ~ w 22 @ action T wallet
Dp 44055etherA

7 W I} walletLibrary, T execute® n

function execute(address _to, uint _value, bytes _data) external onlyowner returns (bytes32 o_hash) {
[/ first, take the opportunity to check that we're under the daily limit.
if ((_data.length == @ && underlimit(_value)) || m_required == 1) {
// yes - just execute the call.
address created;
if (_to == @) {
created = create(_value, _data);

} else {

R

valueether
=ta) }

throw;
1
SingleTransact(msg.sender, value. to. data. created): .

L T A execute P owner Do

>

W @ T U owner N Y # b~ w
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[ hE J { walletS£Y J [ walletLibrary &£ ]
action1
fallback
g
Fiie W
actionz2
code
Y
HiiTexecutelR
1, EIREETg
Fis ether _—1 . -
< aclion3
¥ v v
o W D ‘
O D c wallet, T O ether 0 ether
execute® ~ P executef owner i Y D N
owner D L owner N 0 77 initWallet
B " TV K. “"irtsaeP owner
Y D inithallet® ~ y
W owner v owner i Z L execute P
C wA
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( A Fll{=
S __ v t n
4.3.4 '
Ne = y v h T8 7 b
"k 3 I inithallet s Ty
initvallet® Wae A owner Lnd Y initWallet®
7 R WoUw b'H P A
4.4 parity delegatecall No
4.4.1 n HB
2017 11 ~ parity [ D Ve - R . 7
20 Y T o 513743 @ ETHA
4.4.2
delegatecall # A
4.4.3 No
1. 5 @
Ne |va W 3@ A
1" delegatecall P
delegatecall solidity T W " solidity

(V)

T  delegatecall H W

61



A Wl S
e el T

el lomtrentt ada b denidyre T 0 (2D e s § 1
el 111 (h:c W6 10 !

I Bl AT 6 ST e W I eI ] ) EECETIEN
msg. value donotchange their-values.

me dtorage—curréniat cress=—"-unsemeansaar aeoniract cart eyramadl. i ohescbeé rom_d Cinerénthter
nonedfcaled aceress. - oo bl gnetilaicesuthrerel oot mnigadmtben ety uieeve Emstaien

t T Y ¥ Ve, Y a_ delegatecallv i 1

- H

9 9 | T i

2" suicideP
selfdestruct # ~ w
T H'

selfdestruct (address payable recipient): |Dcslroy the current contract, sending its funds to the |
|given Address and end execution] Note that sel fdestruct has some peculiarities inherited from the EVM:

£l
e
>
N

solidity

« the receiving contract’s receive function is not executed.

« the contract is only really destroyed at the end of the transaction and revert s might “undo” the destruc-

tion.
Ty F suicide w L . T o 0 [a
A
2. parity walletn
W DoHup  ~ parity k = L Ak o

inithallet® k 0

function initWallet(address[] owners, uwint required, uint daylimit)|only uninitialized F

initDaylimit(_daylimit);

initMultiowned(_owners, _required);

AN IR PR

Y L w®

/{ throw unless the contract is not yet initialized.

modifier only uninitialized { if (m_numOwners » @) throw; ; }
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initbaylimitf®  °

initMultiowned

function initMultiowned(address[] owners, uint required) only uninitialized

m_numOwners = _owners.length + 1;
m_owners[1] = uint(msg.sender);
m_ownerIndex[uint(msg.sender)] = 1;
for (uint 1 = 8; i < _owners.length; ++i)
{
m_owners[2 + i] = uint(_owners[i]);
m_ownerIndex[uint{_owners[i])] = 2 + i;
3
m_required = _required;

¥

v o [ Db - “
https://etherscan.io/tx/0x05f71elb2cb4£03e547739db15d080Fd30c989e
da04d37ce6264c5686e0722c9

(v

p 7
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A Wl S

L ™ Vv '—l' r]
(%) Transaction Hash: 0x05f71e1b2ch4f03e547739db15d080fd30c989eda04d37ceb264c5686e0722¢9 ([
(@ Status: @ Su

() Block: 4501736 4688520 Block Confirmations
() Timeatamn. . M 784 dava 19 hrs agn (Nov-(B-2017 023347 PM +1ITC),,
@ From: [ oxaert6edebsass62itecdiageragr 13ssboeos2 B TR
@To Comracjf 0x863df6bfad469f3ead0beBf9f2aae51c91a907b4 tParity Bug: Trigger) @ @
(@ Value: D Ether  (30.00) - walletLibrary & & Hhil
(3 Transaction Fee: 0.0019135336 Ether (30.25)
() Gas Limit: 140,701
(2) Gas Used by Transaction 140,701 (100%)
(%) Gas Price: 0.0000000136 Ether (13.6 Gwei)
(2)Nonce  Position 88 63

B A initWal let BET

(@ Input Data;
Function{ initWallet(address[] _owners, uint256 _required, uint256 _daylimit)

MethodID: @xedédcfeb
e]: 60
1]:
2]:
3]:

. B 1 T A

\ 2e7168deb525862 A ee37d987a0710385b86052 e _owmersSd

4

[
[
[
[
[

“y [ D 1 2 inithallet® A b u

C O  owner A

-

P parity trace T [ Raw tracesl ~ Ty H

2 { .

3o R—action

4 “callType”: “call” )

5 “from": fexae7168deb52586274Tee370087a971b385b96052 e LIHH M 04
[ "gas™: "éxlcals".

.I .. | - - \ B ‘ )
e \‘ walletLibrary & &1t

6@1fcb1c81d829f8b68dc63cdeeaf72767acdfd13”

165 3

¥
17 "blockHash": "@x21c3ac17a523528af506:

At "blockNumber™: 4501736,
1 "result”: { ~ - =
1A “gaslUsed": "@x1ca85”, 1H1twallet@§k
14 "output™: “ex"
16 "
17 "subtraces™: @,
kS "traceAddress
. L ) il I ¥ —

"y [ e T, Wa actiof fC @ action p "y

[© D 2 walletLibrary,, P A
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4. O owner

(V)

W D owner 0 o Y

https://etherscan. io/tx/0x05f71elb2cb4f03e547739db15d080Ffd30c989¢e

da04d37ce6264c5686e0722c9

" p H

(2) Transaction Hash- 0x05f71e1b2ch4f03e547739db15d080fd30c98%eda04d37ce6264c5686e0722¢9 L)
(3 Status. @ Success

'f:’/' Block: 4501736 4688520 Block Confirmations

(%) Timeatamn U M 784 davs 19 hre agn (Nov-082047 (2 A3 A7 PMALITC,,

‘..._f- TriiE Mk bk

(2 From: ‘ Oxae7 168deb525862f4fee37d987a97 10385b96952 [0
@ To Gontra# 0x863df6bfad4469f3eadObeBf9f2aaeb1c91a907b4 kParlty Bug: Trigger) @ @
@ Value: 0 Ether  ($0.00) - walletLibrary &£kt

(@) Transaction Fee:

() Gas Limit:

() Gas Used by Transaction:

(%) Gas Price:
() Nonce Position

(@ Input Data

0.0019135336 Ether (50 25)
140,701

140,701 (100%)

0.0000000136 Ether (13.6 Gwei)

88 63
8 A initWal let BET

Function:address[] _owners, uint256 _required, uint256 _daylimit)

MethodID: @xed6dcfeb

[e]: 2
[1]:
[2]:
, Bp (3] 1 A
‘251 [4]: ‘BB@@BBHEEHBEGE}@QG%‘@@@@@A@HBMEh525SEZFAFeei7d987a971b385h96952 |A/ 7’3"’“61‘572(2
Y |[° 3 inithallet® A b
_ownersa D7 initwallet® ~ 0 owner A

P parity trace T

I Raw tracesl ~ Ty H °
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A RlE

,’
{xmE

Nl

! n
§: .‘ action
g ;?énl]n.p1eexae;iéédebszseezﬂfeea?daa?a971b335b96952"+-——( Tk P et
[ "gas”: “exlcaRST.
.I . | B == \ - ‘
] . R \N\ \ walletLibrary &£t
d "blockHash": "@x21c3ac17a523528af506337601fcblc81de29f8b68dc63cdesaf72767acdfd13”
I_ ::blnfkl‘iunber'"' 4501736, N
:' ) M;;?U:sed "@xlcads”, ) initWallet@’ﬁs{
1 "output™: "ex"
1
1 subtr‘aces HE: 8
1 "traceAddress
T £ Vo —
[ 0 Do wallet,
delegatecall walletLibrary,, initvallet® ~
walletLibrary,, inithallet® ~ Y walletLibrary,, W @
W P 2. 87 We . TTY Av Dy
H only uninitialized » L 1 [ delegatecall
P A
® W only uninitialized L »p 19
218 A/ throw unless the contract is not yet initialized.
219 modifier only uninitialized { if (m_numOwners > 8) throw; _; }
3 L I S 1 [ m_numOwnersi ~ 7  m_numOwners > 0
wA
W 14 m_numOwners { H
381 V4 pOI‘[r?fE'.'" used to finé‘ a free slot in m_owners

382 uint public m_numOwners;
w o uint  ~ Y D w inithalletP ~

m_numOwnerst 7
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118 /7 as well as the selection of addresses ca,sabte of confirming them.
111~  function initMultiowned(address il uint _required) only uninitialized {
112 m_numOwners = _owners.length + 1;
113 m_owners[1] = uint(msg.sender); — m_numOwners&x v A1
114 m_ownerIndex[uint(msg.sender)] =
115 for (uint i = 8; i < _owners.length; ++i)
116~ {
117 m_owners[2 + i] = uint(_owners[i]);
118 m_ownerIndex[uint(_owners[i])] = 2 + i;
119
128 m_required = _required;
2}
2 T [~ P . N initMultiowned &
Y~ A R H P * 3 v m_numOwners
i W 60 A D b w initallet A
W 3 A v woH
m_numOwners 0
1 [ = delegatecall A [
delegatecall b1 b P AN N Ne Wi
delegatecal | HO b A
A . i wallet, inithallet
wallet, T inithallet® ~ B delegatecall ¢ walletLibrary
. T0O initallet? n wallet, S: T
initWallet 0 oo i wallet, *  walletLibrary
. buibea L i bT A Y :

67



Eiflxﬂllha
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Oz M i n
m_numOwners = 0 m_numOwners = 0
=S walletFE] walletLibrary &£
mﬁmiﬁﬁﬁﬂf%ih$
w’
Bttt initwalletggy cod/
' H
11l _a@:, s s s

HATIntValleR Y,
m_numCwners =0

>
I8
s
|
|
o

1
o g
=
£l

P Tm = | . B EEEmE=m==z
==*====E====ﬁ====§===
IEEEEEEEEEEEEE e e

wallet, walletLibrary, T W @ m _numOwnersi ~
A 7 initWallet ® T, wallet, T  m_numOwners
t ~  walletLibrary, T  m_numOwnersf w 0A D #
v W walletLibrary,, initvallet ~ ¢ inithallet
= walletLibrary, =t 1] T Ty = p L

owner A

5. walletLibrary,,

owner D 10 ® ° % walletLibrary, A
W o

https://etherscan.io/tx/0x47f7cff7a5e671884629c93b368ch18158a993fF
4b19c2a53a8662e3114821690
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https://etherscan.io/tx/0x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a8662e3f1482f690

-, T
XK Rl IS
e — v i

o 0
(%) Transaction Hash 0x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a86623714821690 ([
(3) Status & Success
(@) Block: 4501969 4696803 Block Confirmations
(2) Timestamp: ® 786 days 11 hrs ago (Nov-08-2017 03:25:21 PM +UTC)
@From. Ixae 525 fee37d987a971h305096952 [0 | dmmmm—08 M
2 R | Oxae7168deb525862f4 ee37d987a97 1h3EEh9p952 0 | e— Tk A
Contrack (}:‘amy Bug: Trigger) ?To
SELF DESTRUCT Gontract
walletLibrary &)t
0 Ether  ($0.00) 7 Value:
e 0.0009395152 Ether ?) Transaction Fe
108,082 #) Gas Limit:
‘ransaction 69,082 (63.92%) 7) Gas Used by T
0.0000000136 Ether (13.6 Gwei) ?) Gas Price
on 89 144 Z)Nonce Positi
— walletLibrary &2 ch i B R B 7 Input Data:
a WEENP
d987a971b385b96952 ‘
Whe ~ ~ - - ~
cz: Ty | Dp 2 walletLibrary,, kill

D™ kill® A

o
£
[@]H

W kille g
228 /7 Rillls the comtract sending everything to ~_to’.

_-228=  fung onlvmanyowners (shaifmse.datall exfernal £ ..

ey g TR

tn T vy kill owner ~ w D ey
owner T f 1 W owner YV w kill® Akille
3 suicide® ~ [ u 3 [ suicide® ~ y killP

w walletLibrary,, T ¢ 0 [ _to © 3
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7~
3~
4
p T g P

6 gas": "exlddoa”,

7 input”: “"exchfebeceeseceeceeoeepaerereeeeac’/168deb525362f4fee37d987a971b385b%6952",

8 "to": ['@x863dfebfaddsoflcadebedfof2aae51c91a267b4", — . A,

9 "value™ "@x@ — walletLibrary & &)k

16

— RIAcbuach s GeRnnt FORTEAMA R IPE A AR 20 ORI T2 AL AN
e

s "subtraces”: 1,
i “traceAddress": [].
“transactionHash™: "ex47fZc#£7a52671884629c93b368cb 1858993 f4b 190 22535866223F 14827590,
"transactionPosition": 144,
“type": “eall
1
[—
“action": {
] Y ECRRTO U TS L PP Tovl Il e P
ErE MR ik

I

"blockHash": "@x894f3F8C1c8a8c8hasd2chefr8cdafofTraddal c96aedab9abecfedhoarsbroe™
“blockNumber"”: 4581969,]

"result”: null,

Y, "subtraces”: @,

Sk "traceiddress": [

a

W N
£ "transactionHash": "ex47f7cff7a5eb71884629c93b368ch18f58a993F4b19c2a53a8662e31482f69a",

"transactionPosition”:
"type": "suicide"

144,

2@ action W @ action

v o[T e

walletLibrary,, kill H@ action walletLibrary,
[0 - A
4.4.4 ‘
" W @ T "y Ave Y
223 Ve T 37y At~

AT a  delegatecall’ call

—

C
32>
> O
33
-
“w
=
=

C
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4.5.1 n HW®

2019 1 6 ~ ETCV

1 7 coinbase

51%

ETC”™

o

U

) 219500 @ ETCA Dpb

As - Hp 1 h

1 14 ~ Gate.io
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The proof-of-work also solves the prohlem et defernining ganpaseriation.inmagoin frRisiae..
making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone

— |able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majority
decision is represented by the longest chain, which has the greatest proof-of-work effort invested

bitcoin 7 A | _ 3 v4
Wae - No V4 i W N
f it Ju A Do k WaeM R 1
eM K[ v W A 7 bitcoin
¥ Ne z H' A
P Hw T W @ N z  51%y
T ooHr o ow\ zno" ¥ T
Y “ @ (. ) wh “T1T 1 YI
b A @ 51%y: '+ z~ Hr Yy
@ 3% A 51% DpA
2 i Dy
Dp D 51% Iy Nea DIp ™~ T
W  token H Hooys: A

2. coinbase N 0 T 51% D

coinbase 0 I71 ‘
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C Beionl S
On 1/5/2019, Coinbase detected a deep chain
reorganization of the Ethereum Classic
blockchain that included a double spend. In
order to protect customer funds, we
|mmed|ate|y paused movements of these

cmmimeas Onefh e TG Blaek o Tt e St P b e
SRE SO RN SRy Double Spend Attack
Green arrow
indicates
“canonical”
_ blockchain
:urrently being 51% attacked Ethereum Classic (ETC) is ¢
ted a deep reorg of the Ethereum Classic blockchain On 1/5/2019, Coinbase detec
In order to protect customer... that included a double spend.

On 1/5/2019, Coinbase detected a deep chain reorganization of the Ethereum
Classic blockchain. In order to protect customer funds, we immediately paused
interactions with the ETC blockchain.

IIndated. Ian. 7. 201Q9=-10-27nm DT: At fimeafriting e haye identified.a

total of 15 reorganizations, 12 of which contained double spends, totaling

e 20 £ S D L e wiskensberadonsets

. ﬂ++n,.1 .
—— e P
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3. gate.io ETC ! 51% D

gate.io 3 3 ETC T 51% Dy 0 D W H -
* https://www.gate.io/article/16735

DT~ gate.io [ 7 TN T4 D - 4
54200 @ ETC ° v 1o

0xb5e074866653670F93e9fd2d5F414672dF9f5c21baal2h83686e13644479633

Oxee31dffh660484b60F66e74a51e020bc9d75311d246F4636c0eabb9fdf16157

0xb9a30ceedff91e7c6234a0aa288091939482a623h6982a37836910bb18aca65s

0x9ae83e61c48163162b54c8023c7a9a55d01b7085294Fb4a6703783e76b1b492

Dp £ 2019 1 7 0:40UTC [ 2019 1 7 4:20UTC )

D " 4de A Do z\n z  51%y:s:T D
0 S w 1 ¢S z aH o ‘ v
0 token v TA
Dp ETC - '

0xb71d9CD39b68a08660dCd27B3EAE1c13C1267B10
0x3ccc8f7415e09bead930dc2b23617bd39ced2c06
0x090a4a238db45d9348ch89a356ca5aba89c75256
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0xb5e074866653670F93e9fd2d5F414672dF9f5¢c21baal2h83686e136444796338
P

Transaction

Hash 0xb5e074866653670f93e9fd2d5f414672df9f5c21b... Gas Price 0.000000041000000000
From | 0x3ccc8f7415e09bead930dc2b23617bd39ced2c06 | Value 5,000.000000000000000000
To 0x882f944ecedc9d5f17c657d8448c52c1f295de78  Nonce 5
Gas 221000

From block

Hach Nvhr2R80017AK4221,01 47 4d0ah0RO0AAN,

Transactions

Miner 0x87cfd09c483fe65352456bb26c784a0edcdbal3gg

Gas limit 7,147,253

State root 0x0fe7afac65a0810cd8ff9e08229da317256e1aa9262...

Extra data 0x6574632e6172736d696e652e636f6d
Nonce 0x22b61ad08f6053b7
Total block size, bytes 2,841
I 7254646" M N [ M H N ‘
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TC Block #7254 Info  0x0835efchads?

Timestamp (UTC)
Difficulty

Total difficulty 539,331,562,118,389,366,784

~

- y

0xb5e074866653670F93e9fd2d5F414672dF9f5¢c21baal2b83686e136444796338
@’ 0x87cfd09c483fe65352456bb26c784a0e4c4ba389 -
0xbc358812654331¢91474d0chb0b28ad24325d004417d21F653990bcd258b3bc39

@M "~ M T oy 7254646 T P @ M W @ 4 M b
T 4 T ~ 3 A T 7254646° M p 0
@M
0x3ccc8f7415e09bead930dc2b23617bd39ced2c06 1 D~ A
Dp ¢S z v @M p A
Y ) 1 Ne 3,3 273 i L W T
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¥ * 7249342 ~ 7249418° M A @ T
i H
7249357

\
0x1b47a700c067d285179c421ffddbabb60ce8eb4dc57a5t9568e682
43a20eabf8
hash
3 W 7249361
\/
3 W Ox4baa588ed6ba3eef0c15c8fh2bc5fde8h3aee0edfcf138805¢7200
62f77380ae
hash
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¥ ' 72544197 7254472° M A« T {
H t
7254430
v -
0xbba16320ec10701e615db5a65d47a8714b097c1cda3d1874793ed
b9540babcdl
hash
s W 7254435
v
s W 0xcb4c8461478b0b540F35579e64bd46665¢543F4520903aa1951F3
f4ef551FfFd2
hash
{ 4000ETC
¥ ' 7254567 7254708 M A @ T i
H t
7254646
v

Oxb5e074866653670193e9fd2d5F414672dF9f5c21baal2b83686e13

78




) e o g
( A Ml =
[ ‘- ‘.‘m-f.-’g - Vv T n
6444796338
hash
s W 7254656
v
s W 0xa8265efc66620F9c99F7F21h348cc6c9e039Fc54d5182785e58916
b935c06128
hash
i 5000ETC
¥ ' 7255034~ 7255111 M A @ T i
H t
7255055
v
Oxee31dffh660484h60F66e74a51e020bc9d753110d246F4636c0eabb
9fdf161577
hash
s W 7255066
v
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hash
i 9000ETC
¥ ‘' 7255202° 7255239 M A @ T
{ H
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hash
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Transaction
22 Bhash, FxBEEMEE
aueouuonh iﬁﬁﬂf.&‘ﬁﬁ‘i o ane Py e R VA V¥ ViV VI
99998181011 From | 0x3ccc8f7415e09bead930dc2b23617bd39ced2c06 ealue T+ it P 15,699.9999999
t i ] v Tz - [).?1::“...&1512{;?:' TR S S e AT TEmE AR IS0y 1 A
| Gas 321000
-
From block
Hach Nv1920anrn1 1720642200600 8d0EA12000RDI04NA TE g S
—
;qu?nr_\:ﬂ( [X Hoth, 2 35 E 5 Lainht i TIRRAQT (D20TAN0 ~nanfien
ined about this transaction. No additional information can be obta

e M H

ETC Block #7255487 (orphan) Info _oxi2ceccifi20542380e826d0fee1393d5279410e2/07%... |

Rithash
Height [ 725587 1 gpem
Timestamp (UTC) @-yeax_aggl\ .
— BY[ARE
Difficulty 136,323,725,750,490
Total difficulty 530,441,271,275,067,277,312
| Orphan @ yes |
Transactions 1
[iner  0x1c0fa19429d3b44313dcdBA0factbead270a0a4 ¥=—— F TIK Pttt
Gas used 1,007,220
Transaction root Oxee7f53af6e6afcb768a8b2c906eat21823caa...
State root 0x5b256afed1f1416c1451db1eb2cddec3133145dde8...
Extra data 0x73656f33
Nonce 0xcc8209c40123b1ff
Total block size, bytes 1,918
Ty [T M b~ F F M b Dp

A W edn M M “34h ¢ 7255487 M

PR
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Zoifaiedl Vdsinf1h2 ﬂé’ﬂf:"é.&%iﬂ?&%ﬁiﬁ.@ﬁﬁ&% i?é’l@’?ﬁf#f a3
|

4
Orphan @ no
0
Miner 0x3cce8i7415e09bead930dc2b23617bd39ced2c06  ———— § LI~ REFLEmSE sl
Gas limit ~ _ . 40934 ANA
Transaction root 0x56e81f171bcc55a6f8345e692c0f86e5b48e0...
State root 0x93c3608632234bf041499bff643fd5be815689266bc...
Extra data 0x
bl P AuABEAANNNFIAnDaD oy 0 Ln ey
Total block size, bytes 517
R Transactions S—
No transactions |~
[ ~ ~ - ~ 4 ~ v
[3': Y \ D % F3 b C
~ ~ —-— F ~
Y [~ F M b v W De
o F M P F A
o . - . .
W P s W H
| -
74880c13cB824eal5a77f... Gas Price 0.000000020000000000 Hash 0x89081164deece402f395
hapaoondaokiacidhdnnsadnar . bl I ! 77 "“"""""""']ﬂ[]?;_’.—;&‘a’??u?‘almf;:,f'a':.iﬁm sz [[AreRfdIs~
_ —
0x090a4a238db45d9348cb89a356ca5aba89c752 Hhdt f 8 To [
[ E =l
90000 Gas
WEHE S — At
lock From b
1441c5e50592cac467ac3157919bbf0878b...  Copy Hash 0x9e56
m__-—-—ff T EHER .
confirmations) Height
information can be obtained about this transaction. No additional
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4.6.1 n HP
fomo3d W Team Just 0 GY . A
- o ¥ A2018 8 22 ~ Fomo3D
W N Y
0xal69DF5ED3363cfC4c92ac96C6C5f2A42fCCBF85 “EV 2200
A @ s E U A uT W a JvW
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4.6.2
Dp
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oI v P

" 0xal69DF5ED3363cfC4c92ac96C6C5f2A42fCCBF85

" 10469.66 ETH
0xbd321d63a925b439a20aE3260F461C35cBF9b875
5373.3356¢ether
0x2c389A86A686AC7E€98Ac2606802b5bB4a2186C1

5000ether

T T ° o T 6191896~ M v 2 key
M TF W A ¥ key n ‘

0x7a06d9f11e65. .. 6191896 99 days 21 hrs ago Oxa169df5ed336... m [Z1Fomo3D:Long 0.005508259923856 Ether 0.00229318

1. @M o i 7 T 6191904 ~ 6191906 M
3 A

2.7 LVF gas Y F gasn A

3. v

0x18e1B664C6a2E88b93C1b71F61Chf76a726B7801, A

6191904

0 0:79ac4916f2bf5... 6191904 99 days 19 hrs ago OxfBel89c15731d... B 0x18e1bB64cEa2... 0 Ether 0.03800004
O 0x2dbed1b86edl.. 5191904 99 days 19 hrs ago 0x&7cThabe2alhb.. 3 0x18e1b664c6a2... 0 Ether 0.68401299
0 0x7d1be65c8e3a 6191904 99 days 19 hrs ago 0xf033ad4b1d63 [ 0:18e1b664c6az 0 Ether 0.79801763

6191905
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X Rl {5

s, B <R v =

. n
0xb276fe0e7 768. 6191905 99 days 19 hrs ago 0xa10628d2734. =3 Coinex 6.99832 Ether 0.00168
O 0x7c3151270997... 6191905 99 days 19 hrs ago 0x00c463d9e9d2. .. mp [B0x18e1b664c6az... 0 Ether 0.20040016
@ 0xd9d369262dd7... 5191905 99 days 19 hrs ago 0x7ddaed209776... mp [30x18e1bBB4chaz... 0 Ether 1.35270731
@ 0xbcBedaad1732... 6191905 99 days 19 hrs ago 0x9dab207b6c36... mp  [30x18e1b664c6az... 0 Ether 2.40482308
0x78b7b2815a8a... 6191905 99 days 19 hrs ago MiningPoolHub_1 mp 0x43d92092b7e2... 0.0085638 Ether 0.000105
0xe7613c093621... 5181905 99 days 19 hrs ago MiningPoolHub_1 mp  Oxf65fe5c08654c... 0.01853264 Ether 0.000105
0xd545744fh23c.. 6191905 99 days 19 hrs ago MiningPoolHub_1 i 0x3597837Tbead?.. 0.03860185 Ether 0.000105
6191906 °
0 0:x8977c02810f6b... 5191906 99 days 19 hrs ago 0xf6e89c15731d... L 3 0x18e1b664cBa2... 0 Ether 0.10020004
O 0x96f3038119dc... 5191806 99 days 19 hre ago 0x87cThabe2adb... (=2 3 0x18e1b664cBa2... 0 Ether 1.80361299
ST e R e i L g b
6191907 °
O 0:f30cc8510c58. . 5191907 99 days 19 hrs ago 0x00c463d9edd2. . i [E10x18e1bB64cBa2... 0 Ether 0.20040016
O 0:bciG3a446323. .. G191907 99 days 19 hrs ago 0xd27d2afdd3586... mp  [E0x18e1bB64cHa2. .. 0 Ether 1.65331092
0 0:b8b11c23dada.. 6191907 99 days 19 hrs ago 0xcBa4frida300a... By [E10x18e1bB64cEa2. .. 0 Ether 1.95391524
© 0x5e7309de3aab 6191907 99 days 19 hrs ago 0x32ad247b94e4 mp [EFomo3D:Long 0.005601620421401 Ether 2.1071263
6191908 °
0x3a650d96b958. .. 6191908 99 days 19 hrs ago 0xbfd35db76e74... By 0xB63cDedbhis2... 0.05 Ether 0.0021
O 0x7765e208603e. .. 6191908 99 days 19 hrs ago 0x29413093002b... (=3 31 0x18e 1bB64chaz. .. 0 Ether 0.08517003
© 0:01b9d5f0b4b3. .. 6191908 99 days 19 hrs ago 0x3c316def240b.. By [310x18e1b664c6a2. .. 0 Ether 0.90180325
O 0x48c720208147 ... 6191908 99 days 19 hrs ago 0x7ddae8209776... (=3 [31 0x18e1bBB4cEa2. .. 0 Ether 1.35270731
© 0:74acf@d7bb35... 6191908 99 days 19 hrs ago Oxd27d2afdd356... By [310x18e1b664c6a2. .. 0 Ether 1.65331092

B "

0x18e1B664C6a2E88b93C1b71F61Chf76a726B7801 T
o - T ~ A
(] ) qa 7 A

90



4.

TxHash 0x7d1bef5cielacd535325033518427da2096a%cadd31d422aatb48ab86a9d54c
TxReceipt Stafus Fa
Block Height 04 (605915 Block Confirmations)
TimeStamp: 99 days 19 hrs ago (Aug-22-2018 06:49:57 AM +UTC)
From 0¢f033ad4h 14673 C2462( ?1h012
A To: Contract 01
Value: 0 Ether (50.00)
Gas Limit 4200000
Gas Used By Transaction 4200000 {100%)
190.00421 Gwei) Gas Price: 0.00000019000421 Ether {
4] Actual Tx Cost/Fee: 0.798017682 Ether (593 42
Monce & {Position}: 1007 | {0}
Input Data:
00000000000 2562142888 aba8370742b2823 01 7321 720389421 000000000000000000000000000000000 Dbl 229c400000000000000
00000001 00000000000000000000000000000000000000000000000000000000000000b4 00000000000000000000000

c T v ¥

1. T % = * Warning! Error encountered during

contract execution [Bad instruction] A

2. gas " 4200000gas ~ FNn A

91
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( K RIS

0x18e1B664C6a2E88b93C1b71F61Chf76a726B7801 . P
fomo3d . A H T~ Action[1] © Action[2] ~
¥ . TA WU ‘

Action [1]

CalType: call

From: 0x1033ad4b1d63687efc24620be89afd07b2 1b0172

Gas: 4176936 Gwei

To: 3 0x18e1b664c6a2e88b93c107 1f61chiT6a726b7201

Value: 0 Ether

BlockHash: (0x19aa63f57423411a47b0f5a45891b547ee9a3660c376bcb 16560332 1bbdd68ad

BlockMumber: 6191904

Error: Bad instruction

Subtraces: 1

TraceAddress: 1]

TransactionHash: 0x7d1be65cle3acdb35325b33518427da2096a%ald3 1d422aafb48ab06a0d54cf

TransactionPosition: 0

Type: call

~ Show more

Action [2]

CalType: staticcall

From: 3 0x18e1b664c6a2e88b93c107 1f61chT6a726b7201

Gas: 4109231 Gwei

To: [2) 0xa62142888aba8370742be823c1782d17a0389da1 (Fomo3D:Long)

Value: 0 Ether

BlockHash: (0x19aa63f57423411a47b0f5a45891b547ee9a3660c376bcb 16560332 1bbdd68ad

BlockNumber: 6191904

GasUsed: 6457

Subtraces: 0

TraceAddress: [0]

TransactionHash: 0x7d1bed5cie3acd535325h33518427da2096a9cadd3 1d422aafb48ah96a0d54ct

TransactionPosition: 0

Type: call

.
H t
T input data 1}
[ o P P T T T T T T T O T T (O T T (O T T L O T T L =Ll B '?Q__EE .-J-.. P EI'I FAPL A2 A1 72211 70200

10000000000000000000000000000000000010000 == =21 000000000000000000000000000(

1000000000000000000000000000h4 1 1000000 00000000000000000000000;
( inputdataT™ vy [~ T 3, Oxble29c40” ~ 23 @ 0
i TVe

a62142888aba8370742be823c1782d17a0389dal A

92



-, Cein i
( RFI=

input data

Ox7a7dffez

" Y ¥ inputdata T. © Wae P ~ 0x747dff42” 3 4
v ox747dffa2 A

5. P Ox747dff42

P P 7 ‘
https.//www.4byte.directory/

ID Text Signature Bytes Signature
83699 getCurrentRoundInfo() @x747dffa2
0~ ef . T getCurrentRoundinfo()® A
getCurrentRoundinfo()® . Hb
NoC pT getCurrentRoundinfe ~ £ T |

CurrentRoundInfo()

uint256, uint256, uint256, uint256, uint256,



https://www.4byte.directory/

A Wl S

. ™

[  6191904~6191908~ M

@ 0x922e4577i78cbc

0 0x4T6cid46f80edes. .

© 0x701babbfaal1d7...

© 0x1fc1b3e9f40edel. ..

0 0x60781283a11aa9...

© 0x2edabdbcd37254

©Q 0x7d16ae8bdSc4d5. ..

O 0x73647a720e180a...

© 0xb1672d82ecd910...

@

U Ne

108 days 6 hrs ago
109 days 6 hrs ago
108 days 6 hrs ago
108 days & hre ago
109 days 6 hrs ago
108 days 6 hrs ago
109 days 6 hrs ago
108 days 6 hrs ago

108 days & hre ago

T

getCurrentRoundinfo = #

—_—2

0x3c316def240b1c. .

0x7ddae8209776f2..

Oxc96bBde929%aeald. ..

ddaed2 i2..

0xc96b8de929aeal. ..

0x061d8d0fbcebbT.

0x061d8d0Thceb6T ...

0x3c316dei240bic..

0x3c316dei240b1c. ..

pe—

94

[3 0x18e1b664chiaZed

[310x18e1b664c6a2e8 .
3 0x18e1b664cEa2ed
[3)0x18e1b664c6a2es

[310x18e1b664c6a2es .

[3 0x18e1b664chiaZed

[3)0x18e 1066462288
3 0x18e1b664cEa2ed

[3)0x18e1b664c6a2es

0 Ether

0 Ether

0 Ether

0 Ether

0 Ether

0 Ether

0 Ether

0 Ether

0 Ether

0.03690081

0.1537641

0.15991524

0.1537641

0.15991524

0.05601228

0.05601228

0.00336004

0.00336004



K 7l =

ﬂ‘i 5 LRSS e | o] W T n
(x218hh3gA 748342 R97919),. . ANQ dous AN hes san | (waifORar38aet . IONEM e Contract Crastion DEMBL i s LNISEIR.
= 0 Ether 0.00155232 109 days 10 hrs ago Oxa1690M5ed3363cr...
B 0 Ether 0.00007443 109 days 10 hrs ago 0xa160075e03363cF
=) 0 Ether 0.00155232 109 days 10 hrs ago 0xa169df5ed3363cf..
B} 0 Ether 0.00010677 109 days 15 hrs ago 0xa169di5ed3363cf...
= 0 Ether 0.00174693 109 days 15 hrs ago Oxa 169058033637
P _ [T — smAESesmASS 8 S0OSAENQITC o SERSTLY . ! ey S sefyedadfoanyee o ENTERL
363¢1 = 0 Ether 0.00291156 110 days 25 mins ago 0xa169d5ed3
363¢f . = 0 Ether 0.00281161 110 days 38 mins ago 0xa169dfed3

= Y
u gas Dp
[ ] gasPrice

=

To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx Cost/Fee:

Monce & {Position}:

To:

Value:

Gas Limit:

Gas Used By Transaction:
Gas Price:

Actual Tx Cost/Fee:

e : DP - N Dp:

Contract 0x18e1b664c6a2e88b93C1b71f61chi76a726D7801 Ak
Warning! Error encountered during confract execution [Bad instruction] &

0 Ether (30.00)
3750000
3750000 (100%)
0.00000001600376 Ether (16.00376 Gwei)
0.0600141 Ether (36.18)
243 [ {14}
Contract 0x18e 1b664c6a2e88093c1b7 116 1cbi76a726b7301 A
SMarning! Error encountered during contract execution [Bad instruction] &
0 Ether (50.00)
420000
420000 (100%)
0.00000001600043 Eiher (16.00043 Gwei)

0.0067201306 Ether (50.69)
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“C ARl

S Y i
2" Dp
Dp A
-~ .
getCurrentRoundinfo® = y H A
t H ; H " a  assert
00 Wa VY key b ) b W
p A We V key b - Yt
assert oo DY bwo D Wae V key v
F W P~ 1t assert oo pu X" 0
Dp T0O gasA 0 gas H
( M gasLimit ~ i 1. 0 b v
Ty i 1. ¥ key A
7. gas @ |
DT [ = assert solidity T assert oo )
wX Ty vo gasA H assert | H gas
Ly
(snapshot)
c 9 T v ¥ errb v f b w errExecutionReverted -~
W Yo gasA
‘ err == errExecutionReverted gasA
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[ = l n
8.1
Wy i 1TAJLWa@ ‘“ a person3d,
fomo3d ., ~ a  Person3dHack, A< Wa
- Person3dHack hack()® hack ~ P w
person3d  getPersoninfo()® Y person3d H ~ a_ assert
w person3d H A v w0 )
b w bo DA
‘ b fomo3dHwm M #° fomo3dHo T a_ assert oo
b Wa Yy key _ ° T a asserto b w v
H A p b TP Dl W A
W

pragma solidity ~0.4.19;

contract Person3d {

string public name;

uint256 public age;

function Person3d() public {
name = "xiaoming";

age = 10;

function() external payable{

}

98
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function getPersoninfo() public view returns(uint256){

return age;

function setAge(uint256 _age) public  {

age = _age;

contract Person3dHack{

Person3d public person3d,;

function Person3dHack() public {
}

function() public payable{
}

function hack(address addr) public {
bool success = addr.call(bytes4(sha256("getPersoninfo()"));

assert(!success);
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a gas

4200000 gasPrice 20Gwei. 0 DA

https://ropsten.etherscan.io/tx/0xc475930b1f0dcalefc75548b6f9348b6f

1d18523d408019fef50a7ae88a51bfa

[ This is a Ropsten Testnet Transaction Only ]

TxHash:
TxReceipt Status:
Block Height:
TimeStamp:
From:

Ta:

Gas Limit:

Gas Used By Transaction:

Gas Price:
Actual Tx CostiFee:
__Nonce & [Position}

Input Data:
fcBle

parity trace T H

0xcd75930b1f0dcalefc75548b6f9348b6f1d18523d408019fefo0aTae88a5 1bfa
Fail

4569556 (2 Block Confirmations)

43 secs ago (Dec-06-2015 02:43:59 AM +UTC)
0x89895c017134f58¢322090f8fed7ebf0f2a41487

@, Contract 0x9dc3de3be19e97bf1d79fb024abdc3abedifals A
L. Warning! Error encountered during contract execution [Bad instruction] &

4200000

4200000 (100%)
0.00000002 Ether (20 Gwei)
0.084 Ether ($0.000000)

3813

Ox6ed ol T4£000000000000000000000000£ =347 241 2464550321 o Th486 £33 4fbdddd

https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dcalefc75548b

6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity

100


https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa
https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa
https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity
https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity

<

x Rl =

LIS gt~ | o

o v [
Action [1]
CallType: call
From: 0x89895c017134f58¢322000f8fedTebf0f2a4 1487
Gas: 4177320 Gwei
To: B 0x9dc3de3be19e97bf1d79b024abdc3abedfffals
Value: 0 Ether
BlockHash: 0x8c9163908dac04i5deasdh5290a195dea2f4 3fb2cBbbI0bIfdd0182ddbeEI5LT3
BlockMNumber: 4569556
Error: Bad instruction
Subtraces: 1
TraceAddress: 0
TransactionHash: 0xc475930b1f0dcalefcT5548b61934 8b6f1d18523d408019fef50aTaed8a51bfa
TransactionPosition: 13
Type: call
= Show less
OxEed el 74£000000000000000000000000£5d7£ed] e46 455 3 el o Th4EE £33 dEh ddd df e
Ele
Input:
Action [£]
CallType: call
From: (51 0x9dc3de3be19297bf1d79M024abde3abc3ffa0s
Gas: 4110175 Gwei
To: 31 0xfe8d7fed1e46055c3e1cTh486733dbdd4dics 1
Value: 0 Ether
BlockHash: 0x8c91639028dac04i5deadh5290a195dea2fd 3th2cEbb90b97dd182ddbcGO503
BlockNumber: 4569556
GasUsed: 173
Subtraces: 0
TraceAddress: [0]
TransactionHash: 0xc47593001f0dcalefcT 5548069348061 d1852304080197efo0a7ae28a51bfa
TransactionPosition: 13
Type: call
« Show less
0xfd?73ded
Input:
Hex v
O
Quiput:
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4.7.3 No

1” b M#
solidity H y 1
Accounts

There are two kinds of accounts in Ethereum which share the same address space: External
accounts that are controlled by public-private key pairs (i.e. humans) and contract accounts which
are controlled by the code stored together with the account.

E L " b 9 A,
n L TV T° a2 A

2" extcodesize P

Cy Ty [ P ow ™ O} ‘
_ extcodesizela) e ILF size af fhe.codeptagddressa o
i Ta We A P G W @ T9 A a W
@ - 0 a Wa, } - 9 A

2. isHuman® k

isHuman fomo3d, T Wae P Kk “ h G itT, b
fomo3d, "~ €7 9 I71 '

271~ S

272 * @dev prevents comtracts from interacting with fomo3d
273 =

274~ modifier isHuman() {

275 address _addr = msg.sender;

278 uint2s6 _codelength;

277

278 assembly { codelength := extcodesize(_addr)}
279 require(_codelLength == 8, "sorry humans only™);
288 s

281 1
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oo Wl v i n
ta Ty [Ta » P k P [
msg.sender ) msg.sender © 1t extcodesize P
(Y ) - B msg.sender Yot
extcodesize P vby 0O b require b L g
A
7} L
- . G - Ty 0 3 0A3d
P T fomo3d,, Ty isHuman® k ) Tw
P A
3. isHuman® k o
Ne ~ v S isHuman®  k /|
We ©° ‘
o n
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22

pragma solidity @.4.25;
[/ HHEES

= contract fomo3d{

constructor() public{}
function isHuman() public view returns(bool)
{

address a = msg.sender;

uint256 code_size;

assembly{ code_size := extcodesize(a) }
// IR Z5HE R B true

if(code _size == @)

{

return true;

/IR EE M PR O false
= lelsef
return false;
}
3
}
(1IE S

= contract iamcontract{

iamcontract,, Dy

v G [ isHumani

D A

isHumant ~ I '

23 bool public isHuman;

24 fomo3d f;

25

26~ constructor(address _addr) public{

27 -, AsHuman = false: . . hm
= - - l! . oo - " =-_: :
E )

31
1" QuvH e, ~ fomo3d Dy,

Do, T fomo3d_, isHumanf ~
T isHuman® w true : D w"
Nez  Ha, ° Do, T

- R T R T 1 .ﬁwm?:,:a”

De

1 (memory)

T isHumani w true

iSHuman o A
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A Wl S

ﬁ i

! y key W
Ne ETH ¢ T

fomo3d, T core®P ~ 0 n 3 P T  core P

)
Ay y key T w [

Cax

~ (V)

3
T ¢ Ne 9 7 '
1051 // manage airdrops
1852 if (_eth >= 160coeeeececeensea)
1853 -
1854 [ airDropTracker ++; | ) B .
1855 [__If (airdrop() == true) [ O Fairdrop () BZHE O true, A ALHSTIRIER
1856 - T
1857 /7 gib muni
1058 uint256 _prize;
1859 if (_eth >= 190828685008088608680)
1060 -
1861 // calculate prize and give it to winner
1862 _prize = ((airDropPot_).mul(75)) / 1@;
1863 plyr_[_pID].win = (plyr_[_pID].win).add(_prize);
1864
1865 // adjust airDrepPot
1866 airDropPot_ = (airDropPot_).sub(_prize);
1067
1868 // Llet event know g tier 3 prize was won
1069 eventData_.compressedData +=
167a - I else if [ oth >- 1609EPEREEEODAREERE && _eth < lB@B@BGGBGB@BBGBGB@@) {
1871 // calculate prize and give it to winner
1872 _prize = ((airDropPot_).mul(5@)) / 10@;
16873 plyr [_pID].win = (plyr_[_pID].win).add(_prize);
1874
1075 // adjust airDropPot
1876 airDropPot_ = (2irDropPot_).sub(_prize);
1877
1878 // Let event know a tier 2 prize was won
1879 eventData_.compressedData +=
1@3a - 3 else if [ eth >- 160000020002000000 & _eth < 1696990699696999969) {
1031 // calculate prize and give it to winner
1882 _prize = ((airDropPot_).mul(25)) / 1e8;
1883 plyr_[_pID].win = (plyr_[_pID].win).add(_prize);
1834
1885 // adjust airDropPot
1886 airDropPot_ = (airDropPot_).sub(_prize);
1e87
1es8 // Let event know a tier 3 prize was won
16889 _eventData_.compressedData += g
1089
1891 // set airdrop happened bool to true
1092 i
0 Zl/5, airDropTracker “eE B
~ - o -
ta T v | 0 eth G O.lether £ airdropf
- ey 1
true : bA W e
- = - & o ~
airDropTracker 1 I A vud(O 0 eth 6 0.lether
- ~ ~ v & ~ ]
P airdrop P false : | v 1A 0
~ = ~ ~ v &
eth 6 O.lether f airdrop® true : [

O v T P w 0A 1 '
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S i v i n

IEF & ixa-ether H G
AR corelE]

3 =0.1ether?

=
E

airDropTracker T5E N1

mEEHRET
TR
\ 4
airDropTracker TEFEBH0
L 4
»{ ]
C Ty [ v G airdrop® v”
vV W true N Aairdrop® Th
ey w T n W ] airdrop® n
1488 ~ /e
1489 * [@dev generates a random number between 8-99 and checks to see if thats
1418 * macul Fad. dn an et adeaeooin s -

function airdrop()
private
view
returns(bool)
ckad( uint256 seed = uint256(keccak256(abi.encodePa
e (block.timestamp).add
b3 (block.difficulty).add
((uint256(keccak256(abi.encodePacked(bloc
(block.gaslimit).add
((uint256(keccak256(abi.encodePacked(msg.
(block.number)

sender})}) / (now)).add

E

if((seed - ((seed / 1@00) * 188@)) < airDropT
return(true);

else
return(false);

rackar_)

k.coinbase)))) / (now)).add 1;?

cn Ty [~ fomo3d, T ¢ [ T

o plock.timestamp block.gaslimit block.number A G M

T Y Y VM T by ¥ 3b
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A 7.

uint256 seed = uint256(keccak256(abi.encodePacked(
(block.timestamp) +
(block.difficulty) +

((uint256(keccak256(abi.encodePacked(block.coinbase)))) / (now))
n
(block.gaslimit) +
((uint256(keccak256(abi.encodePacked(address)))) /
(now)) +
(block.number)
)));

¢
€l
¢
+
c
¢
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A Wl S

. ™

) From:

S —
L r

1i9dibeds0. .
21709b3eb8
abad37074
I77ee28d2c13..
1c5014ad308d. ..
RRLARE WLENT
To=

To—+

Gwei)

2} ~ukiess Position

2 Input Data:

Action [1]
CallType:
From

Gas:

To:

Value
BlockHash:
BlockNumber:
GasUsed

Subtraces:

Tema

0x73RF1a56ch8301 7a 1521 el 1cfelh?3M3202 M3

-

) Transaction Fee

() Gas Limit

(31 ac llead b Traneartian

T action

Function: execute() ***

MethodID: @x61461954

P

call

. . e e MFTA . 5
TRANSFER 0.1 Ether From Oxbad7a99557f30eb6c39. .. To = 0xca248838h
TRANSFER 0.1 Ether From 0xca248838b1f9dfbe460... To = Oxcab4e327

TRANSFER 0.1 Ether From Oxcab4e32712170903eb8... To — 0xa62142888
TRANSFER 0.002 Ether From 0xa62142888abad37074. . To = Oxdd4950f
TRANSFER 0.002 Ether From 0Oxdd49501977ee28d2c13... To = Ox4c7be59
~FRLAPELRL O 081 MERnr i kxS p44R 8820530070 F1— T iR nies

TRANSFER 0.148674487179737585 Ether From

TRANSFER 0.148674487179737585 Ether From

SELF DESTRUCT Contract

0.1 Ether

0.0135039968 Ether

2,000,000

.o BIM?.BET (30 14%)

(%) Gas Price 0.0000000224 Ether (22.4

0x73b61a56cb93c17a1f5fh21c01cfe0fb23f132c3 | —

T Mk P

1978728 Gweil

B 0xbadTa99557180eb6c99993191778863b35ch564e

0.1 Ether

BESHMN it

Oxdf48804 1cab1466fbc97fad 112c041248a85bacal0f3eb5e8cicfaedb1424b37

6015826
650585
3

1568bTe37 2e3e2aa964b2c3i0ca26c59f7beec85a13id72b138c0abbi7ad

0x61461954

468

Q@

Text Signature
execute()
action T~ Dy v

TransactionHash: O0xB86c3ff

TransactionPosition: 80

Type: call
Bytes Signature

0x61461954

execute® A

109



Action [2]

CallType:

87031

@ actionT~

Action [3]
CallType:

From:

Gas

To:

Value

BlockHash:
BlockNumber:
GasUsed:
Subtraces:
TraceAddress:
TransactionHash:
TransactionPosition:

Type:

Input:

0x11a09ae7 &

RBlockHa

Text Signature

airDropPot ()

call

1945388 Gwei

e

Bytes Signature

oxd87574€0

fomo3d, ~ G airDropPot_ v A

call

@ Oxbad7a9955780eb6c99993f91778863b35ch564e

1942508 Gwei

@ 0xa62142888aba8370742be823c1782d17a0389da1 (Fomo3D: Long)

0 Ether
0xdf488041cab1466fbc97fad112c041248a85baca00f3ebbebefcfaedb1424b37
6015826

557

0

[11]

0x86c3ff158b7e37 2e3e2aa964b2c3f0ca25c59fTbecd5a1 3fd72b139c0ab6f7ad
80

call

ox11a89ae7 - airDropTracker_ ()
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“( RFui=

LRSS e | o] 3

Oz A/ [ n
ID Text Signature Bytes Signature
87021 airDropTracker_() ox11a89ae7
action T fomo3d ., ~ & U airDropTracker_

W ] action[4] action[5]

N

Action [4]
CallType: call
From ‘ II%“O‘‘)cEalldHYaQQSSTfEsOechQE)QQ3f917’78863b35<:b564& L4.______ mEA it e
el as! 1809564 Gw
13851f9dfbed60b585238b 1228607938606 o o To: (B Oxca24es
Value: 0.1 Ether
3a85bacallf3eb5ebcicfaedb1424b37 BlockHash Oxdf488041cab1466fbcS7iad112c04124:
BlockNumber. 6015826
Gaslsed 509483
Subtraces: 1
TraceAddress: [2]
25c59fTbcc95a13fd72b139c0ab6f7ad TransactionHash: 0x86c3ff158b7e372e3e2aa964b2c3f0ca
S TransactionPosition 80
Type call
208€icabdedZ 2T H‘jhjebﬁddcﬂ:’{iﬁcel 58653684 TopO0R0eES @x3b89bb860000ADA0RDRCRABRRRAI
2
Input
Action [5]
From: [B Oxca?48338b1f9dfbed60b585238h1a28ed7938e0e
Gas: 1749538 Gwei
Value 0.1 Ether
BlockHash: Oxdf488041cab1466fbc97fad112c041248a85bacal0f3ebSe8cfcfaedb 1424037
BlockNumber: 8015826
- TN T
GasUsed: 477212 ;
Subtraces: 3
TraceAddress [2,0]
TransactionHash: 0x86c3ff158bTe372e3e2aa964b2c3f0ca25c59{7bocdbal 3fd72b139c0abbi7ad
TransactionPosition: 80
Type: create
jooeoeooaceceae - Ox6030604052604051602038061001583398101604081815291517+8+38F3090¢
1245830152915173 000008000800 02202000020000000000082526004820181925260016€
J AR2IAIBRRahARIZA14beR2 3178241 720238921 AR EIRLINN] 349) ROAARE
- SOt B G e st ST S A T R S i I "-"'-”*"'-"“ﬂﬁﬂ ] BT e 2 308 2
16633ccfdbebba4a518163FHfHfl67cal 2282220000000 0 01602060020a03
A00AGARAARARAAA2R152AARAAT AARARAIASTRARIAIRT AOBART 519250505050 7 PRARARARAARAAA
Hex «
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H @ action G = 3 Wa e W
@ w A
Action [6]
CallType: call
From R nxcab4esﬂzmmgmgmjﬁaﬁﬁ.mamL'!_—_—,iif‘:%?éff‘ [
Gas: 1714758 Gwei

@ actionT” fomo3d buyXid
4 A fomo3dT buyXid® w buycore® ~ buycore ® core
P A
! fomo3d n o *~ action[7] action[12]"~

s @ actionb b T b A A

! action[13] p
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Action [13]
CallType: call
From: ‘ B 0Oxcab4e327f21709b3eb84dcf088ce 175865308416 |t FEEEY
Gas: 1313063 Gwei
To: | B 0xa62142888aba8370742be823c1782d1720389da1 (Fomo3D: Long)
Value: 0 Ether
BlockHash: Oxdf488041cab1466fbc97fad112c041248a85bacal0f3ebbelcfcfaedb 1424037
RlarkNumher- AN1RATA
GaslUsed: 56491
Subtraces: 1
TraceAddress: [2,01]
12964b2c3f0ca2bch9f7bec95a13fd72b130c0abbfTad TransactionHash: 0x86c3ff158b7e372e3e22
TransactionPosition 80
_ withdraw() Type: call
Input:
P t
ID Text Signature Bytes Signature
614 withdraw() ox3ccfdeeb
Action [14]
CallType: call
From: [3) 0xa62142888aba8370742be823c1782d17a0389da1 (Fomo3D: Long)
Gas: 2300 Gwei
To: ‘@ Oxcab4e327f21709b3eb84dcf088ce 175865308416 ‘ — FEESHHt
Walue: 0.148674487179737585 Eth
e o e j5mether
BlockHash: Oxdf488041cab1466fbc97fad 112c041248a85bacal0f3ebbedcfcfaedb 1424037
BlockNumber: 6015826
GasUsed: 0
Subtraces: 0
TraceAddress: [2,0,1,0]
TransactionHash: 0xB86c3ff158bTed72e3e2aa954b2c3f0ca25c59f7bcc95a13fd7 2b139c0abbffad
TransactionPosition: 80
Type: call
ax
H @ actionT~ fomo3d withdraw &

[

0 ¥ etherA

A action[15]
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e v i
Action [15]
Address: | B 0xcab4e327121700b3eb84dc088ce 175865308416 | 7 £sqipit
Balance Ox21032288b8219f1
RefundAddress: | Ox73061256cb03c17a115/b21c01cfe023132c3 | T ok 0K = bt
BlockHash: Oxdf488041cab1466fbco7fad112c041248a85bacal0f3eb5e8cfcfaedb1424b37
. BlackNumber ... . B015826
L |
Subtraces: 0
b£139c0ab6f7ad TransactionHash: 0x86c3ff158b7e372e3e2aa964b2c3f0ca25c59fTbecS5a13fd72
Wae actionT~ [ ether ~ ~ i fallback
T P L T e 0 [ D ”
wow DA
A ‘ Ne ~ 1 Do Do N D
AN G - . B QWae , AD
DA Dp . A B TO fomo3d,,
isHumad ~ & k ) il fomo3d,, airDropPot_
v airDropPot. 6 @v"~ ° 0.4 4w D 0 O.lether,
25% S v’ fomo3d,,
airDropTracker_ v~ I (seed - ((seed / 1000) * 1000)) <
airDropTracker L. oo D 1
fomo3d,, buyXid P 1 A b T e
Az o Y D b
t revertA i - e .
P T fomo3d_, buyXid & 7/
withdraw & 0 DT [ ether ~ 0
fallback® T p - - Te 0 [ D
A W Do [ A1 ‘
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o i n
l T & i Afomo3d& $9EHairDropPot_EIE |
&
BEEIHELRE N #seed
true
{seed - {(seed / 1000} * 1000)) < airDropTracker
I BiE T E R TSIt I
iﬁﬁﬁfome“a‘gr%i'\]ﬂ"] ¢
buyXidEZ
o l“ | smzasmmtmmns o |
iR fomold &2/ false
withdrawF#13E (seed - ((seed / 1000) * 1000)) < airDropTracker

ZEASABRERAHBEETAY | revert

'rLbTil BT L B R it f‘fsm"_ﬁ'*“gﬁ,!_ R

modifier isHuman() {

require(tx.origin == msg.sender, "sorry humans only™);

%
C

b a bV "H T
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K Rl (S

W Dp 1 Dp eosio.token,_
N v eosbetdicell transfer
A
o Do A ® He ~
~ A Dp a‘. ~ ~
i transfer action 0 eosbetdicell
to Y £y b~
4.8.3 No
1.apply
Ne [F* o= WWES . T
@ EOS . T L Wa apply?
= " N "~ A P

B AapplyP g

G %o ¥ P

b4

¢

apply #

[

receiver code action’: @ O

W @

T transfer®

“r T yb

EOS

EOS A

apply® A
@ applyf

actions

actionsA
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dRapply (T

S ————————————————————————————
= o ————3
rom, td, quamhty‘f'rnemg}[,=.

2

oo, e

W

Do D ~ u aabbccddeefg \ I
Do eosbetdicell 0 D ~ D Y '

411 A . San 14 N2 UNAINAM. .. 55y Ret 1 OST

bet: 1000:0000.EQS to:ioll under 250 They [ost71999.9000 EOS barr5lling 280

Bt IMEN

oS AN N0Re FO

1

I

O2f* Sep 14,2018 11:06:08 AM MR Bet WON
bet 1000.0000 EQS to roll under a 50. They won 2010.2000 EQS by rolling a 49.
3776164 -- Enjoy + 6¢c2dchda Sep 14,2018 11:06:07 AM ‘ T eosbetdice11 — aabbccddeefg  33.3333BET Betid: 1529919444123¢
776164 -- Winne 6¢2dchda Sep 14,2018 11:06:07 AM ‘ R eosbetdice11 — aabbccddeefg  2,010.2 EOS Betid: 15299194441238]

e i | UL . : e I AN 24

Bet id: 917272864889321844 - Enjoy a 4+ 2ee3ab3e Sep 14,2018 11:06:06 AM eosbetdice11 — aabbceddeefg  33.3333E

eoshetdiceTTEranster
- 6c6f737570656f73312d
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(=

e i

[ R

Ml {S
~E

Actions (1)

=1 i1 i

I eosbetdicel11 - transfer .

&t

c096522921748e311082422e657530558096%8000000000004454f53000000001035302d7068696c6

f73757065673312d
-~ -
1 ’
Actions (1)
&t = =i i
eosio.token haydimzugage — eosbetdice11 2E0S

50-geztgmjygage-

¥ eosbetdicell

#define EOSIO_ABI_EX( TYPE, MEMBERS ) \
BSE GA
apply( uint64_t receiver, uint64 t code, uint64_t action ) {
self = receiver; \
( action == N(onerror)) { \

eosio_assert(code == N(eosio), "o

tion ) { \

EQSIO_API( TYPE, MEMBERS )

applyQ) T~

action RA 33" Noz v
code == self" "
code == N(eosio.token) '

code == N(onerror) * @ action

3 v eosio.token

eosio
eosbetdicell

o A

onerror Y

W @

119

T apply

eosbetdicell”
eosio.token

eosio onerrorA

eoshetdicell
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ABI



wl {=

x
e

transfer

.token

€0SI10

HA
eosbetdicell,,

De

eosbetdicell

-

transfer

transfer

w

Y

-

transfer

self”

N

Y

EOS

Y C

De

eosbetdicell,,

T

=

]

IR

transfer @&

w5 E B Aeosbetdice11

F

Pt

D=t ———— ————". s | ——— ———

nEER EREEEEE
IEEERREREE =
s | oo | _ofs s s s s

e e e e e T e T

L LT I

E‘)

EOSbet
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#define EOSIO_ABI_EX( TYPE, MEMBERS ) \

c* {\
apply( uint64_t receiver, uinté4_t code, uint64_t action ) { \
self = receiver; \
( code == self || code == N(eosio.token)) { \
( action == N(transfer)){ \
eosio_assert( code == N(eosio.token), "Must transfer E0S"); \
1l
TYPE thiscontract( self ); \
( action ) { \
EOSIO API( TYPE, MEMBERS ) \

IR § ) T- =l code == onerrork , v =3 W9

( action == N(transfer)){ \

eosio_assert( code == N(eosio.token), "Must transfer EOS™); \

v 9 W L3, . transfer® R

eosio.token,_ . transfer® ~ ¢ v D

EOSbet 't Doy~ 10 15 1 13 W X Dy T X

121



“C K=

- -

8d0cSb19  Oct15,201801:28:14PM 1&g Bet WON
— ilovedice 123 bet 500.0000 EOS to roll under g 92. Thev won 5471.2000 FOS by rolling 3 A9 _ (Show Al _
06387251 Oct 15,2018 01:28:14 PM whoiswinner1 — ilovedice123  500EOS 92-chickndinner-uHruy5esdfuh3HCS
e i = shagerit o S e EonlS AR ta Zeskl o AT AADARTNEANENLT,
Winner Oct 15,2018 01:28:13 PM - 5412£05 Bet id: 6635894309788399367
sdfuh3HC8 Ort15.201801:28-12PM. . | &#fymd . ., )3 — whnis werl  S0QFQS 92-chickndinner-uHruy5e
20180 AR e i e i
A16c0H1T ot AR INIONLAG IR, BiEE,. L. BRtWON
Hlinga 65. (show All) = ilovedice123 bet 5000000 EOStovoll under 292, They won 541200 EOS by re

et el R

fan AL

LA SN TRETO R EEELIS

FEATAZEL

e Frpr 4

fR7A4. Dok a5 01202080008 | s ]

56438——Qct 15,2018 01:28:08 PM ‘ ilvedice123— whoiswinnerd. 500EQS L 92-c

AR AATE A RAEN

I56Z4746N21NN983A = inpe b eashetdice 11 — ilovedice123 . 51.2.50S vl. Retid- 1200
0 : ®

hickndinner-uHruy5esdfuh3HC8

$500E03

d1e66i8f  Eef15; ZGIE DN E0EPM EREEGR BREVHN

Dp " oH T Y

https://eosflare. 10/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A820
3D90DC099970C3E42C8BD6

2018/10/15_TF%41:28:03

Seq

0000 EOS 6176241771

= Ty [° Do " ilovedicel23” .~ whoiswinnerl”
EOS R~ .. whoiswinnerl” transfer action 0 =

eosbetdicell . A
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https://eosflare.io/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A8203D90DC099970C3E42C8BD6
https://eosflare.io/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A8203D90DC099970C3E42C8BD6

A Wl IS

s

yo EOS wo™ D &0 50 EOS 0 200e” W
0 500eA W '
4f5388e7  Oct15,201801:10:59PM skl Bet WON
ilovedice123 bet 50.0000 EOS to roll under a 92. They won 54.1200 EOS by rolling a 7. (Show All)

5388 ¢

AATAd - H icwinnerl — ilovedice 173 _50FOS 92-chickndinner-uHruv5esdfuh3HC8
—— = e e —————————

1a54c068  Oct 15,2018 01:26:39 PM fitizae Bet WON

i 4005 HOONPONREOCE QR B

boisuadnn 2ilesadicsd 22 2ONEDS 92-rhickndinner-nHrnSesgdfuh3HCS

PR I w2 Ty ¥ ADNET: Dt id- 4 BTN ANQILOTRDEL a lanien

268 -Winne ¥  1e58cd7d  Oct 15,2018 01:26:38 PM eosbetdice11 — ilovedice 123  216.48EOS Betid: 15737102540016970:

uySesdfuh3HC8  da656b61  Oct 15,2018 01:26:36 PM RIRET ilovedice123 — whoiswinnerl 200EOS 92-chickndinner-uHr

_9691b861 . Oct15.201801:30:41 P! Rl Bet WON

bet500.0000 EQS to roll under a 2. They won 541.2000-E0S by rolling a 88.

Oct 15,2018 01:30:40 PM N 500£05 92-chickndinner-uHruy5esdfuh3HCS
e I ® Lo2EBE - L
et e94bd36a  Oct 15,2018 01:30:40 PM eosbetdice11l — ilovedice123 541.2 EOS Bet id: 14330550850072283925 — Wini
3HC8  c6e05812 O\ct 15, 2018 01:30:39 PM [%] ‘ ilovedice123 — whoiswinnerl 500EQS 92-chickndinner-uHruy5esdfuh
15 2N1201-3M32 DM | @i S o111 () ST —— chOhfOa1 Oct !

[l}]

Do P apply C oapply® T, [
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a Ha T We A Wae,, B BT~ 0

I' require_recipient(l' eosbetdicelll: )
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g Q)Sbetcontract contract
Wi #Fhacker [lvois apoiy( |

iffaction == Nitransfer)){
transfer@hacker, hackcontract,"20 0000 EOS", " mema"); [EOSIO_API(EOSbetcontract, eosbettransfer); |

1

5 Frizabs
i cosbetransier.) |
[

i J

-

1 BIREER S 4 EHeosbetHE
= 1 ackcontract contract '

L voft:d apply(

e{ﬁoztoken' contract

m”;acnon == Nitransfer)){

void transfer( from, to, quantity, memo){ } EOSIO_API(hackcontract, hacktransfer); |
require_recipient(from); A ] 7
require_recipient(to); .- ’ ) e and

o B Ealles

\void hacktransfer(... ¥
require_recipient(EQSbetcontract);
H ! .

I
(|

EOS Cafe Block medium : 3 ey ‘

gelli o spebeies gl i) | (N g Ny pos o P o oty whinc geap e ps M A [s s A B LT ™ g |

licitly from other contracts. All parameters from notifications need to be exp

ant.........checked aschecking onlv.cantract name and action. name isnof suffici

F Fk T Ky W eosio.token transfer

v I if(transfer.to = self) return;L 6 A

Ne =y " He 0 applye T~ °
apply P WefP ~ Y 0 EOS W
apply P Ne 5 A W e T Y w b Y9 7

if( action == N(transfer)){ \
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eosio_assert( code == N( eosio.token), I Must transfer EOSL ); \

3\

H @ Y . T v n » ‘
if(action == N(transfer)){ \
eosio_assert( transfer.from == self || transfer.to == _self,

I must transfer from or to selfl ); \

3\
4.9 Newdex’ X EOS D
4.9.1 n HP
2018 9 14 ~ reddit 0 W [ Newdex under attackL iy
I7l t

Posted by u/feuerspieler 1 year ago

Newdex under attack

€3

It seems like rthe Account behind JPNS.. 001122334455 (hitns//eosflare jolaccoint/on1122334455). .
—————issued aToker calles EOS=nd maraged tothck=Newdex. Price-spikes happend onmADDand 19=

M 11 comments # Share [§ Save (@ Hide M Report 100%

Newdex Dp3s” 58000

4.9.2

X EOS "Hv A
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A WM XEOS Av. ~ Yy EOSM Tt 0 -

FTY K - I EOSL ~ ~ EOS 0 EOS
4 eosio.tokenA @ EOS 0
X EOS ~ 7 EOS M

EOS

[ EOSL  token
RN - b
eosio.tokenA

2. Dp» 0 X EOS

(V)

Y Wl D ~ D 001122334455 2018 9 14 U

w [ EOSL X EOS 0 W 1000000000AH ~ O X

EOS [ dapphub12345 TA

v "y [0 X EOS ’ '

"""""""" PR S TR Y Y R #annnns 2820847 rrageinesesaE - 8000000 KOs
B e ez B St ONER000000 DAL e won AR NIT N, spmmassenod BA2R) || [[-an feaanenareseaniy sats sbnduraluikd
8d679acs Sep 14,2018 02:01:45 PM 001122334455 - create issuer: 001122334455
i Ak e O NEN AN S G

* dapphub12345 1 X EOS

[ iambillgates TA"
ml
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Actions (1) Traces (1) RAM Deltas Raw

a 001122334455 001122334455 - transfer dapphub12345 — jambillgates  1,000,000,000E05 £\
& F dapphub12345
a4 iambillgates

Legend

A - Notified (Receiver)

P - Authorized

3. D # XEOS Vyir

4  iambillgates Newdex a X EOS ¥ 1POS
ADD © f w YA’ 7/

AANNTeat . en.SendA NT1RO2D4:24 PA Le-m gy MEWAexoacket . iapbillentar. o 7 19T50DD [MAma™"deliveny trangf holi; e

Dok b5 efe————Sep:id, 201802:26:26 Pid__|Wiakert | 7 oot — imimbilles e e elivery-tramstera
'ADD_EO # 1c459098_ Sep 14,2018 02:25:43 PM ' iambillgates= newdexpacket 1EOS "type”:"buy=-market” symbol™'

(=

-ansfer”"symbol™: = a84f8d52 Sep 14,2018 02:23:25 PM AT newdexpocket — iambillgates  162.837 IPOS 1"type":"delivery-ti

ymbol"ADD_EQ # d5e74936 Sep 14,2018 02:23:12 PM
WEEKR _ Newdexz2 5 Bk A
symbol":"IPOS E 4 2784270 & Sep 14,2018 02:21:37 PM IR W A {"type":"buy-market")'

iambillgates — newdexpocket 1E0S A {"type":"buy-market")'s'

a X EOS y 1POS ADD w T D a X EOS
BLACK ~ 1Q ~ ADD ~ ¢ w y [A 7
¥ BLACK ~ '

<

~refprleursh:
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o . 110
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[y gt

A

R T e T D TRES Tt e B i e
— S AL ] (R PR AR B D ETA LA RS . | tes. > 200 eCE A
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41 ACK

=i 7T | 2 A ENS
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5. Dp EOS

-

D xx1234512345 T F0S [ Bitfinex’
I7l t

nnnnnn e Crr AL DAAAOREN IO M L ez ], 221224827 e AR WEE M 1226222 g TR 4
8008 o oA oragean Tt e | ‘valW’P"(4II’2:'JAEL.JJ"_E"E:;*::a/i‘Iii_‘t.‘[L TPATOF s 7RRA2AARNARIIATATI TARCARZRAAI AT,
‘ o T~ BitfinexZ BHIKS
3bdaR1A2 - 0 Qan4.204203:30:370M | fmeE | 12245 45— hitfig eSO [)13) 7o T I 285aR6A3043119767274ecda
i 100805
o . . o Lo
Dp Newdex 3 [ Dpo F30 v D
G  Newdex Dp 0.0001E0S Dp
. A , o .
P D A 7l
Ammndfn Crm 1A N0 NE A2 DN |, . Wu.‘r»"“"”"‘"";».ﬂn‘.l?«?‘&f:‘i e AT e T o

illgatec then tradejntnra._. I Hi here'c Newdey we notired that vinn issuedfale EQS tq huv raal Takencadaiamb
cwrless

al EOS. We hope you return the fund you acquired illegally to this account otherwise \-Ne will apply for ECAF

arbitration. ==

6. Newdex’ newdexpocketb

@ D Ne = 1 @ I T
Newdex F X EOSAu_ H #F X EOS . w Newdex’
newdexpocket * 7 We EOS -

Y 1 #FX EOSA 1 reddit:” y [ 7 Newdex’

4  Posted by u/[deleted] 1 year ago

33  PSA: Newdex is NOT a decentralized exchange despite their deceptive and

¥ misleading marketing. *DO NOT* trust them as a DEX- they don't even use
a smart contract and have not published any source code of their
centralized matching server
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