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ѿ̈  

1.1  

ѿ № Ữȁ ᴰ ȁ῍ └ȁⱴ

Ȃ ҉ ѿҩ Ҭ ̆ ѿұᶏ

֟ ῏ ̆ ҩ Ҭ ԅѿ ֜ Ḥ ̆ ԍ ῒ

Ḥ Ҋѿҩ Ȃ 

ӈ҉ ̆ ѿ ץ

ѿ ̆ ץ Ḡ Ҍ Ҍ ᴺ № ׆̈

ӈ҉ ̆ ≠ ҍ Ữ ȁ≠ №

῍ └ ≠̆ Ḡ ᴰ ῃ ≠̆ ꜚ

ף ᵬ ѿ ῃ № ҍ

Ȃ 

ѿ ȁ ȁ̓̀ ȁ ꞉ ȁ Ȃ

ῒҬ̆ ԅ ץ ῏ ⱴ

̕ № └ȁ ᴰ └ └ ̕῍

Һ ԅ ̕ ꞉ ⌠ ᵣ

Ҭ̆Һ ꞉ └ № └ ̕ Һ ȁ

̆ ̕ ↕ ԅ

ᶛȂ 

ᵬҹѿ ῒ̆ Ҍ Ȃ ױֲ ᵬ

̆Ḇ ̆ ꜚ ᴪ Ȃ 

2019 10 24 ̆Ҭ῍Ҭ ל

ῇ ᵣ ӟȂҬ῍Ҭ ӥ ӟ Һ ӟ ̆

֟ҙ Ҭ ᵬ Ȃ ױ ᵬҹ

Һ⇔ ̆ Һ ̆ⱴ ῀ⱬ ̆ ⱬ ᾥѿ ῏

̆ⱴ ꜚ ֟ҙ⇔ Ȃ 
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1.2  

Ҭ ̆ ԍ ᶏ № Ữ̆r Ҍ Ҭ

ᴆ ᴋ̆ ≠ ӈⱵ ̆ Ҭ

ҩ Ҭΐ ⱳ ῍ Ȃ 

̆ ԅ֜ Ḥ ⱴ ̆ Ҭ

ֲῈ ̆ᴋᵥֲ ץ Ὲ

̆ ҩ Ḥ Ȃ 

ѿ ̂ ѿ Ὲ ᶏ̃ ҩ Ҭ

Ḥᴋ Ҭ ῃ ֜ ᴋ̆ᵥֲҹ Ҍ ᵬ

Ȃ 

Ҭ ѿ̆ Ḥ ⱴ ̆ ᴪ ӄ Ữ ̆

└ 51˿ ⱬ̆ ↕ ҩ ҉ ḱ ̆

̈ 

ԍ ӊ ֜ ῒ̆ ֜ԑ Ḥᴋ ̂ Ҭ

↕ᴪ ∞ ꜚ ̃̆ ֜ Ὲ ᴍ

֟ Ḥᴋ̆ Ḥ ꜛ̈ 

Ҭ ⌠֜ ᴍḤ ̆p

Ḡ ԅ׆ ѿҩ ֜ ̆ ѿҩ

╠ѿҩ HASHṿ̆ ҉ᴋ ѿ Ȃ 

 

1.3 №  

Ḥ ̆ Һ №ҹῈ ̆ Ȃ 

 

̋̈Ὲ  

Ὲ ҕ ҉ᴋᵥҩᵣ ᵣ ץ ֜ ғ̆֜

̆ᴋᵥֲ ץ ҍῒ῍ ȂῈ ̆
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ԋ̈ ҙ  

2.1 Ὲ  

̆ ̈ ̆ 2019 10 ῃ̆ ῍ 31172

Ὲ Ҭ ˼ ˼ Ȃ ױ Ὲ

₃  Ȃל

 

̋̔2009-2019 ľ Ŀ Ὲ  

̔  

̔2019 10  

 

҉׆ Ҭ ץ ₮̆ 2009 ̆ Ὲ ῒ̈Ҭ 2̆009

2015 ҹ ̆ ԍ ̆ №Ὲ Ҍ‗̆

Ȃ2016 ̆Ὲ ҹ 3023 2̈017

̆ Ӟ ѿ֓̆ ץ Ὲ
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ⱴ ̆Ὲ ҹ 7218 ̆ 2016 ңṐ Ȃ2018 Ὲ

̆ ⌠ 22277 ̆ ҹ 2017 3ṐȂ⌠ 2019 10 ̆ Ὲ

⌠ 31172 ̆ ץ ̆ Ὲ ᴪḠ ̆ל

ҍ ̆ Ӟ + ̆ Ȃ 

 

2.2 ֟ 

coinmarketcap ̆ 2019 12 ῃ̆ 4941 ֟̆

ṿ ҹ 13468ַᾝȂ 

̆ῃ ֟Ӟᴪ ⌠ ȂҊ

coinmarketcap ῏ԍ 2013-2019 ῃ ֟ ̆ל ̔ 

 

 

̌̔ῃ ֟ ל  

̔capmarketcap 

҉׆ Ҭ ץ ₮ ׆̆ 2013 ⌠ 2017 ῃ ṿ 2̆018

̆ ⌠ ṿ̆ Ҋ Ȃ ṿ Ҋ ̆ῒ

Ҭ ̈ 

 

2.3 ῃ  

statista ̆2016 2021 ῃ Ҋ ̔ 
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׆̔̍ 2016 2021 ῃ ῤ  ל

̔statista 

 

҉ ̆ῃ ̆2016 ҹ 2.102

ַ ᾝ̆2017 ҹ 3.395ַ ᾝ̆2018 ҹ 5.482ַ ᾝȂ

Ҍ ̆ ҙ ̆ Ḇ Ȃ

̆ל ῒ ₃ Ạ₮ Ҋ ̔

2019 ҹ 8.854ַ ᾝ̆2020 ҹ 14.30 ַ ᾝ̆2021 ⌠ 23.125

ַ ᾝȂ 

 

2.4 №  

׆ױ statista ԅ 2015-2018 ῃ ῤᶏ

̆ῒ ל Ҋ ̔ 
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 ̎̔ῃ ᶏ ֲ  

̔statista 

 

҉׆ ץ ₮ ׆̆ 2016 ᶏ̆ ֲ ⌠̆ 2019

ԅ 40000000Ȃ ץ ₮̆ ̆

ᴪ ⌠ ҙҬ ᶏ̆ ֲ Ӟᴪ Ȃ׆ ל

̆ ᴪ ̆ ᴪ ⌠ ֲ ῏

ᶏ Ȃ 

 

҈̈ ῃ ҍ№  

Ҭ ȁҌ ȁ῍ └ȁ ⱴ ⌠

ֲ ֲ̆ ⱬꜜױ ⌠ ҙҬ ҹ̆ ҙ

⇔ ⱬȂֲױ ᾣ ⌠ ᴨ ̆ ᴪ ῒ ῃ Ȃ׆

ѿ ↓ ῃԊᴆ ̆ Ȃ 

Ҋ ץ ῃ № Ȃ 
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3.1 ῃԊᴆ  

 

 ̏̔2011-2019 ῃԊᴆ  

̔BCSEC 

 

BCSEC ׆̆ 2011 ׂ ῃԊᴆ ҉ Ȃ

ץ ׆̆₮ 2011 ⌠ 2017 ̆ ῃԊᴆ ̆ᵖ ᵣ

Ҍ ̆ 10ᴆ Ȃ2018 ῃԊᴆ ̆ῃ ԅ 139 ᴆ̆

2017 9ṐȂ ╠ҹ 2019 ԅ 82ᴆ ῃԊᴆ̆

ῃ Ҥ Ȃ  
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3.2 ῃԊᴆ №  

 

 ̐̔2011-2019 ῃԊᴆ ̂҆ ᾝ̃ 

̔BCSEC 

 

ᴨל ױֲ ԅ Ḃ≠̆ᵖ ԅ ῃ

̆Ӟ ᴪ ֟ Ȃ ̆ ῃԊᴆ

100҆ ᾝ̆҉ץ ғ ᵣ҉ Ȃ Ҭ ̆2014

46568.3 ҆ ᾝ̆2017 64428҆ ᾝ̆⌠ԅ 2018

224952.65҆ ᾝ̆ 2017 4ṐȂ ╠ 2019 ԅ 73119.43 ҆

ᾝ̆ ῃ Ȃ 
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3.3 ₯  

 

 

 ̑̔ ₯  

̔BCSEC 

 

BCSEC ̆ Һ ₯ ῀᷅ ₯ȁ ȁ֜

₯ȁ ȁ ₯ ῒז ₯ Ȃ׆ ̆῀᷅ ₯

ѿ №̆ ҹ 15%̆ 12%̆ ₯ ҹ 9%̆֜

₯ ҹ 7%̆ 6%̆ῒז ₯῍ 51%Ȃ ῀᷅ ₯

Һ ₯ Ȃ 
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3.4 ₯ №  

 

 

̒̔ ₯ №  

̔BCSEC 

 

̆ ₯ ’ҹ̔῀᷅ ₯

143861.29҆ ᾝ̆ 33.19%̕ ₮ ₯ 101059.96҆ ᾝ̆

23.31%̕ 61989.8҆ ᾝ̆ 14.30%̕ 26355

҆ ᾝ̂ 6.08%̃̆ ₯ 17168.11 ҆ ᾝ̂ 3.96%)̆ῒז

₯ 83042.46 ҆ ᾝ̆ 19.16%Ȃ ץ ₮̆῀᷅ ₯

₮ ₯ Һ ₯ ң̆

57%Ȃ 
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3.5 ₯  

 

 

 9̔ ₯  

̔BCSEC 

 

҉ ץ ₮ ҙ̆Ⱶ Һ ₯ ҙ̆Ⱶ ₯

ҹ 120 ̆ ₯ 45.28%̆ ₯ ҹ 126 ̆

47.55%Ȃ ꞉ ╠ ₯ Ȃῒ҈ז ’№≢ҹ̔̓̀ ̒ ̂3.02%)̆

10 ̂3.77%̃̆ ̋ ̂0.38%̃Ȃ׆ ̆

ῃ ᵬ Һ ҙⱵ ̆ ῒז Ӟ Ὶ Ȃ 
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3.6 ’№  

 

 

 10̔ ’№ ̂҆ ᾝ̃ 

̔BCSEC 

 

׆ ₯ ’ ̆

ҙⱵ ̆ ҹ 222406.97҆ ᾝ̆ ῃ 51.31%Ȃῒ

̆ 204245.56 ҆ ᾝ̆ 47.12%Ȃ ꞉ ̆

ҹ̊ ᾝȂῒז ’№≢ҹ̔῍ 5262.1 ҆ ᾝ̂1.21%)̆ 291

҆ ᾝ̂0.07%̃̆ 1271҆ ᾝ̂0.29%̃Ȃ׆ ̆ҙⱵ

῍ ῃ 98.43%̆ ῃ ⱴ ҙⱵ

ῃ ̆ ᵌԊᴆ Ȃ 
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3.7 №  

ᵣ №ҹΈ ̆№≢ҹ ȁ ȁ ꞉ ȁ῍ ȁ

׆̆ ῃԊᴆ ῃ ̆ ѿ ѿ֓

ῃ ̆Ҋ № ׃ ῃ Ȃ 

3.7.1  

̆ ⱳ Һ ԍ Ữ ̆ Ḥ

̆֜ Ḥ Ȃ ץ ҹ ᵝ̆ ұ ѿ ӄ Ữ⌠

ҬȂ Ữ ⱴ ȁ ȁ

׆̆ Ữ ῃ Ҍ Ȃ 

₮ ԅѿ֓ ₯ Ȃ 

ԍ ҉ Ҍ ȁ ӄ Ữ ̆ ₯ ץ Ḥ ̂

ף ̃ Ữ⌠ ץ̆҉ ⌠Ҍ ֲ Ȃ ץ

֜ ̆ Ữ ̆ Ữ ̆

ῃ̆ ᴪ Ữ Ҍ ׆̆

Ҭ Ȃ 

 

ῃ ῃ ӊ҉ Ȃץ ╠ ⱬ

֓ ̆p ΐ ⱬ̆ ғ

Ӟ ԅ ̆ ₯ ≠ ₯̆

Ҭᶏ ⱴ ̆ ῃӞ Ḡ Ȃ 

 

3.7.2  

҉ ѿҩ p2p Ȃ Һ

Ҭ ӊ Ḥ ֜ ȂҺ p2p ꜚ ȁ ᴰ Ȃ ӊ
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Ḥ ѿҩ῍ ̆ ҩ ֟ץ Ӟ

Ȃ 

 

ҳ ῃ Һ ₯ȁ№◓ ₯ȁp2p ₯ȁ

₯ Ȃ 

 

₯Ȃѿ ҩ ̆ɒ bitcoin

ץ 117ҩ ̆ 8ҩ ̆ ֓ ₯

̆ Ӈ Ḥ ₯ └ ׆̆ ₯ ץ └

ҍ Ḥ̆ ₯Ȃ 

 

№◓ ₯ ₯ BGPꜝ ₯ ̆ p2p №

◓ ҩ ̆ ֓ ̆ ԑ ḤȂ ᴪ

̆ ₯ Ả BGPꜝ ₯ ̆ ᴪ ѿ⌠

ѿ ҉̆ ғῒז ҉ ֜ ᴪᵬ Ȃ 

 

₯ ѿ ԅң ң ȂΐᵣẠ҉ץ ҹ̔

₯ №◓ ₯ №ҹ ҩ ̂ 2 ҩ ѿ̆ҩ ⱬ ῃ ⱬ

20%̆ ѿҩ 80%̃̆ ₯ ץ ⱬ Ҭ ѿ

ӯ ̆ ѿҩ Ҭ ѿ ֜ Ȃ ₯ ⌠

̂ Ҭ ֜ ԅ̃̆ ₯ Ả №◓ ₯̆ ԍ

ⱬ ̆ ֟ ̆ ץ Ҭ ᵬ ̆ Ҭ ֜ Ӟ

ᵬ ̆֜ ̆ ₯ Ҭ ӯ ᴪ ⌠ ₯

ҬȂ ₯ Ҭ ֜ ⱳ ̆ ԅ ₯Ȃ ̆

₯ ѿ ῃ ⱬ̆זӞ ץ 51% ₯ ₯Ȃ 

 

 

ᴧ Ὲ Ҭ̆ №Ὲ ᴪᶏ Ὶ p2p ̆ ԍᶏ

Ὶ Ҍ̆ Ὲ ӊ ץ ԑ ̆ Ҍ Ὲ
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ӊ ԑ ̆ Ḥ ẫ Ҋ Ҥ̆ ’

Ҋᴪ № Ḥ Ȃ ̆ ѿҩ

̆ ∞ ׆̆ ⌠Ҍ Ȃ 

p2p ₯Ȃ 

 

 

3.7.3 ꞉  

꞉ ѿ ԍῈ Ҭ Һ̆ └ № └̆ ꞉ └Ȃ

꞉ └ ꞉ ҍ⌠ Ҭ̆

ῃ Ȃ ꞉ └ ꞉ ↕ ̆ Ҍ ↕ ׆̆

̆ᶏ ⌠ẫ Ȃ 

꞉ ѿ ῃ Ȃɒ ̆ ̆ Ӟ ᵞ̆

Ӈ ᴪױ ҹ Ҍ Ҋ ̆ ῃ ⱬ ̆ ⌠ 51% ₯Ȃ 

 

 

3.7.4 ῍  

῍ Һ ԅѿ֓῍ ̆ ᵬ └̂pow̃ȁ

└̂pos̃ȁ ᴍ └̂DPOS̃ Ȃ ֓῍ ᵬ ‗ №

Ҭ̆ ᵥᶏ ҩ ῍ Ȃ 

 

῍ ҳ ῃ Һ ֓῍ └̆ᶛ ₯ȁ51% ₯ȁ

₯ Ȃ 

₯ ѿ ₯ Ȃ ₯ ⇔ץ ҩ Ẋ

⌠ └ Ȃᶛ ̆ ꜚҬ̆ ₯ ץ └ ҩ

׆̆ ץ ₯ Ҭ ׆̆

└ Ȃ ̆ ₯ └ ז̆ ץ └ ̆

ᶛ̆ ᴰ ̆ ֜ Ȃ 
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̌̃ ̛ ̜Ȃ 

̍̃ ̜ ⌠ ῒ ₱ ̆ ₱ Ҭ ף Ῥ̆

̛ ₱ ̆ ץ Ȃ 

̎̃ ̛Ҭᵩ Ҍ ᴆҌ ̆ ₯ Ȃ 

ᶛ̔ 

2016 6 ̆ ץ Ὲ ҉ The DAO ῀ ₯̆

300 ץ҆ ̆ᴇṿ 6000 ҆ ᾝȂ 

2018 10 ̆SpankChain ⌠ ῀ ₯̆

165.38ҩ ETH̆ᴇṿ 3.8҆ ᾝ̆ ᴇṿ 4000 ᾝ BOOTY ⌠‟

Ȃ 

 

2. ֜ ᶭ ₯ 

֜ Ҍ ᴪ֟ Ҍ Ȃ 

₯ Ẋ̔ ԅѿҩ ̆ ֽ ѿҩ ֜

ֲᴪ ү ꞉ȂẊ ֲ A ֜ ֜ ̆ ֜

pending ̆ ֲ B ⌠ԅ ֜ ῤ ̂ ̃̆ ֜ѿ

֜ ғ̆ ֜ gas ̆ ץ ᴨᾢ B ֜

֜ ̆ ץ B ԅ ꞉̆ A Ȃ 

 

 

3. ṿ ₮ ₯ 
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2018 4 ̆SMT ₮ ̆Ӟ ₮ Ȃ 

2018 7 ̆EOS Fomo3D ₮ ₯̆ 60686ҩ EOSȂ 

2018 12 ̆Fountain(FTN) ₮ ̆ ₯

batchTransfers₱ ₮ ₯Ȃ 

2018 12 ̆Tronwin ⌠ ₮ ₯̆ 200҆ TRXȂ 

 

4. ₯ 

Ҭ̆ ѿ ᴪ Ҭ ѿ֓ ̆ ԍ

ᵬȂᶛ ̆owner ̆ owner ᵬ̆ ᵬ Ȃ

Ҭ̆ №῏ ף ₮ Ώ └ Ҍ ̆ ᴪ owner

Ȃ 

Ҭ ᶛ̔ 

2018 5 11 ĂTN Token ₯̆ ATN Token

1100 ҆ҩȂ 

 

5. ᴺ  

Һ ₮ DappҬȂ ↕

̆ ᵝ Ȃᵖ Dapp Ҭ̆ ֲ

ᶏ block.coinbasê ̃ȁblock.difficultŷ ̃ȁ

block.gaslimit̂gas ҉ ̃ȁblock.number̂ ̃ȁblock.timestamp

̂ ̃block.blockhasĥ hashṿ̃ȁ֜ id ᵬҹ
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 2019 4 3 ̆ ₯  EOS  EOSlots ₯̆

≠  EOS̆ ╠ Ả Ȃ 

 2019 3 5 ̆ ₯  EOS  OnePlay ₯̆

Ҍ ₃Ӎῃ  EOSȂ ₯ ף  ONĔ

≠ ҆ ף ̆ ῀ newdex ֜ Ȃ 

2018 12 22 ̆ ₯ (snowredgreen)  LuckBet 

(luckbetadmin) ₯̆ №Ҍ  EOS ≠ ֜

(huobideposit)Ȃ 

 2018 11 10 ̆  DApp EOSDice ԍ ̆ ₯

ԍᶏ ԅ ̆ 4633ҩ EOSȂ 

 

6. ֜ ₯ 

֜ ₯ ᶏ֜ ѿ ₯ ̆

֜ ⌠ Ȃ 

֜ ₯ѿ Dapp Ҭ̆

̆ ₯ ץ ╠ Ҭ ׆̆ ץ

֜ ₯Ȃ 

֜ ₯ ̔ dapp actionӊ ῀ѿҩҬ ≠

action̆ ҩ action ץ reveal action ӊ ̆

ᵩ ∞ Ҭ ≠Ȃ Ҭ ≠↕ Ҭ assert ׆

ҩ֜ ̆ ∆ Ҋ action Ӟᵬ ̆ ֜ ̆ ₯ Ҍ

ᴪ ᴋᵥ EOS̆׆ ץ ⌠ Ҍ Ȃ ₯ Ҋ ̔ 
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    function owned() public{ 

} 

 0.4.22 ץ ̆solidity ῀ԅ constructor῏ ₱ ̆ᵖ ╠

Ҍ ⱴ function̆ ↕̆Ӟᴪ ₱ ҹ ₱ ̆ Ҋ ̔ 

 contract Owned { 

      function constructor() public { 

} 

 

 

9. selfdestruct ₱  

 

selfdestruct()₱ solidity Ҭѿҩ ₱ ̆ ԍ
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} 

 

ף׆ Ҭ ץ ⌠̆ send₱ ̆msg.sender ᵩ ⁞

ԅ̆ᵖ ⌠ tokenȂ 

 

 

11.  ∆ Ữ  

 

solidity Ύ ̆ Ҭ ᵣ̆

storage Ҭ Ȃ ֓ ₱ ῤ ∆ ̆

∆ Ữ Ȃ 

Ҋ struct ∆ ף ̔ 

 

ף׆ Ҭ ץ ⌠̆struct ₱ Ҭ ᵖ ∆ ̆ғ

Ữ storageҬ̆ ∆ Ữ ̆ pᴪ

ѿҩ ̆ғ slot[0] slot[1]̆ ҹ slot[0] slot[1]

Ữԅῃ testA testB̆ ץ p.name  p.mappedAddress ṿ

Ṝ̆ᴪ testA testB ṿȂ 

 

̆ Ӟ ̆ Ҋ ̔ 
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12.  Ҍ ether 

 

Ҭ ѿ̆֓ Ҭᶏ this.balancê

ᵩ ̃ᵬҹ∞ ᴆ̆ᵖ this.balance Ҍ ̆ ᶏ ⇔

’Ҋ̆ ᵩ Ӟ 0. 

this.balance Ҍ ңҩ̆ Ҋ̔ 

1̃solidityҬ ѿҩ selfdestruct(address)₱ ̆ ҩ₱ ԍ

̆ ᴪ ᵩ └ ⌠ selfdestruct ₱

ҬȂ 

2̃ ⇔ ̆ ̆ ץ ₯ ץ ⇔

̆ ╠ ₮ ̆ ῒ tokenȂ 

ң ץ this.balance Ҍ ׆̆ ץ this.balance

ᵬҹ∞ ᴆ Ȃ 

 

 

 

13.  call₱  

 

call ₱ ѿҩ ₱ ̆ ᶏ ΐ ̆ᵖҍ

Ӟᴪ Ȃ ԍѿҩ call ̆↕ ץ
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Ҋ ᴋ ₱ ̕ call ̆↕ ץ ᴋ

ᴋ ₱ Ȃ 

call ᴪḱ msg.sender ṿ̆ call Ҭ ῤ̆ msg

ṿᴪ ̆ ᴪ ῃ ̆ ̆

̔ 

contract B{ 

    function testCall(bytes data){ 

          this.call(data) ; 

    } 

    function secret() public{ 

        require(this ==msg.sender); 

        // secret operations 

    } 

} 

ף׆ Ҭ ץ ⌠̆ B ңҩ₱ ̆testCall secretȂῒҬ secret

₱ ѿҩ ₱ ̆ B Ȃp testCall

₱ Ҭ ѿҩ call ̆ ғ call Ӟ ץ └ ̆ ץ ₯

ץ ѿҩ data ̆ ҩ data ҹ secret ̆

₯ ץ testCall₱ secret₱ ׆̆ ⌠

Ȃ 

 

 

 

14.   

 

Ṝᴪ ᶫѿҩ ѿ̆

└Ҭ ף ̆ ᴪᶏ ₯ ₮ ̆ ῒז Ҍ

ף Ȃ 
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15.  ₯ 

 

ѿ ERC-20 ‰ ף ᴪ transfer ̆ ԍ ᵬȂ

transfer ҹ̔function transfer(address to, uint tokens) public 

returns (bool success); ѿҩ token ̆ ԋҩ

token Ȃ transfer₱ token ᶏ ̆֜ input

№ҹ҈ҩ №̆ Ҋ̔ 

 

1) 4ҩ ̆ a9059cbb 

2) 32 token ̆ ҹץ 20

̆ ץ ᵝ 0.ᶛ ̔

000000000000000000000000abcabcabcabcabcabcabcabcabcabcabcaaaaa

bb 

3) 32 ᴰ ף Ȃᶛ ̔

0000000000000000000000000000000000000000000000000de0b6b3a76400

00 

 

transfer ᵬ ̆ ᾛ ῀ѿҩ

῀ Ạ ̂ ֜ Ạ ̃̆  

₯Ȃ 

 

₯ Ҋ̔ 

1) ₯ ̆ Ҭ׆ ץ 0ҹ ̆ ̔

0x1234567890123456789012345678901234567800 

2) ₯ Ҭ 00̆ ̆ ᵬҹ

transfer ₱ Ȃ 

ץ (3 EVM input ̆ ̆

⌠ ԅѿҩ ̆ ץ EVM Ҋѿҩ׆ꜚ ̂

token ̃ ᵝ ѿҩ ̂00̃ ᾟ̆ token
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ҩ ѿҩ ̆ Ҭ tokenᾟ ̆ Ӈ

256 ṐȂ 

 

16.  ₮ ₯ 

 

₯ Ώ ף ̆

ᾛ ̆ Ҍ ῤ ῤ ₮Ȃ 

 

3.7.6  

Һ ֜ ȁ Ȃ֜ ӊ ̆

ҍ ӊ ֜ ̆ ֜ץ Ữԅ Ḥ Ȃ

֜ ҳ ῃ ₯ȁ ҽ ₯ȁ ȁ Ȃ 

ҳ ῃ ₯ȁ ȁ ȁ

app Ȃ 

Ҋ ֓ ׃ Ȃ 

 

1. ₯ 

 

ԍ ╠ ῃ Ҍ ̆ ᴪᶏ ̆ Ҍ

҉ᶏ פ Ȃ 

₯ ԑ ҉ Ὲ Ὲ ȁ ȁ Ḥ

₯ ҉ Ȃ 

 

 

2. ҽ ₯ 

 

Ҍ Ạ └ ᴪ̆ ₯ ץ

ҩ ṿ ⱬ ֓῏ Ḥ Ȃ 
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3.  

 

ᵣ Ҭ ̆ ₯ ץ CSRFȁXSS

ticket̆׆ Ȃ 

Һ Ҋץ ₯ ̔ 

̋̃ ᶏ HTTPS Ҭ ֲꜝ  

̌̃Jsonp ticket 

̍̃CSRF ticket 

̎̃XSS ticket 

 

 

4.  

 

ҙⱵ Ҥ ̆ ҙⱵ ף ҍף

̆ ҹ ᴰ ̆ Ṣꜛԍֲ ῒ

Ҭ ₮ Ȃ 

ҙⱵ Ҋ₃ ̔ 

̋̃  

̌̃  

̍̃ ᴆ Ԉ  

̎̃  

ᶛ̔ 

2017 7 ̆Parity Ҥ

̆ ₯ ץ ̆ 15҆ ETH̆ᴇṿ 3000

҆ ᾝȂ 

2018 5 ĔDU Ҥ ῃ ̆ ץ ᴋ

EDU TokenȂ 
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2018 5 B̆AI
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2018 7 ̆Bancor ⌠ ₯̆ 24984ҩ ETH̆3236967

ҩ BNT̆229356645ҩ NPXS̆ᴇṿ 1250҆ ᾝ ץ ̆1000҆ ᾝ Bancor

ף 100҆ ᾝ Pundixף Ȃ 

 

7.  

ѿ PC҉̆ PC ῃ ̆

Ӈ Ӟᴪ ⌠ ₯Ȃ ץ ѿҩ ῃ ̆

₯ ᴪ ׆ ῀ ѿ̆ ̆

ῃӞ Ḡ ԅ 

 

8. App  

׆ ҉Ҋ App ̆ Ҍ App ̆

֟ Ȃ ₯ ץ App ̆ ῀

ף ̆ ף֓ ץ Ḥ ̆ ꜛ ̆ Ȃ ѿ ԅ

App̆ Ȃ 

 

 

̈ ῖ ᶛ№  

4.1 BEC ṿ ₮ №  

4.1.1 ῃԊᴆ  

2018 4 22 BeautyChain̂ BEC̃ ₯̆ ₯

ⱳ 10^58ҩ BEC ̆ ֓ BEC ⌠ץҊңҩ

Ҭ̔0xb4d30cac5124b46c2df0cf3e3e1be05f42119033 

0x0e823ffe018727585eaf5bc769fa80472f76c3d7  
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4.1.2  

BEC Ҭ῏ ף ṿ ₮ Ȃ 

 

4.1.3 №  

BEC solidity ̆solidity Ҭ

ѿ ῤ ṿ̆ ̆ ₮ Ȃɒ ŭint256

ṿ 0⌠ 2^256-1̆ uint256 ṿ

2^256 ᴪ ₮̆ Ҭ Ữ ṿ 0ȂBEC Ԋ

ᴆҬ̆ ≠ ԅ Ҭ ₮ ̆ ῃ ף ׆̆ ⱳ Ȃ 

 

ף  

BEC ҹ̔

https://etherscan.io/address/0xc5d105e63711398af9bbff092d4b6769c82f79

3d#code 

̆ ױ ⌠ԅ₮ № ף ῒ̆Ҭ № ԅ

₮̆ Ҋ ̔ 

 

 

https://etherscan.io/address/0xc5d105e63711398af9bbff092d4b6769c82f793d#code
https://etherscan.io/address/0xc5d105e63711398af9bbff092d4b6769c82f793d#code
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batchTransfer Ҭ ԍ ₱ ̆ ₱ ѿץ

ҩҌ ̆ῒҬ _receivers

̆ _valueҹ uint256 ̆ ҩ Ȃ 

 

҉ Ҭ ױ ⌠ԅ uint256 ̆ ҩ solidity Ҭ ѿ

̆ ṿ 0⌠ 2^256-1̆ ₮ ҩ ᴪ ₮Ȃᶛ Ҋ

ף ̔ 

uint256  x = 2^256; 

uint256  y = 0 - 1; 

ңҩ ԅ ₮̆ῒҬ x Ữ ṿҹ 0̆y Ữ ṿҹ

2^256-1Ȃ 

 

Ҋ ѿҊ batchTransfer₱ ̔ 

ᾢ ҩ ⌠ cnt Ҭ̂ 260 ף ̃̆

ֲ ₮ amount̂ף 261 ̃̆

ҩ cnt̆ cnt ԍ 0ғҌ 20̂ ף 262 ̃̆ _value

ֲ ᵩ balances[mes.sender]̆ _value ԍ 0̆ᵩ

balances[msg.sender] ԍ amount̆Ḡ ᵩ ף̂ט 263 ׆̆̃

ֲᵩ balances[msg.sender]Ҭ ₮ amount̂ ף 265 ̃̆

̆ ҩ ᵩ ⱴ_valuê ף 267 ̃̆

Transfer₱ ֜ Ȃ 

Ҋ ̔ 
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҉ № ̆ ױ ԅ ⌠ batchTransfer ₱ Ҭľuint256 amount 

= uint256(cnt)*_valueĿ ף ԅ ₮̆ᵖ ₯ Ӈΐᵣ ₯̆

≠ ₮ ̙ҹԅ ѿ ̆ ױ ѿҊ ᵬ Ȃ ᾢ

ѿҊ ₯ batchTransfer₱ ᴰ῀ Ȃ ֓Ḥ ֜׆ץ

Ҭ ̆֜ ҹ̔

https://etherscan.io/tx/0xad89ff16fd1ebe3a0a7cf4ed282302c06626c1af332

21ebe0d3a470aba4a660f 

 

₯ ᴰ῀ Ҋ ̔ 

https://etherscan.io/tx/0xad89ff16fd1ebe3a0a7cf4ed282302c06626c1af33221ebe0d3a470aba4a660f
https://etherscan.io/tx/0xad89ff16fd1ebe3a0a7cf4ed282302c06626c1af33221ebe0d3a470aba4a660f
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҉׆ ץ ₮̆ ₯ ᴰ῀ _receivers 2ҩ ̆ᴰ῀

_valueҹ

0x8000000000000000000000000000000000000000000000000000000000000000̂ 63

ҩ 0̃Ȃ ףץ Ҭ cnt ҹ 2Ȃ_value ṿ ԅ̆Ҍ Ḃ№ ̆ ױ

ѿҊ ̔ 

 

̆_value ṿῒ 2^255Ȃ 

 

 ԅ ₯ ᴰ῀ ̆ ױ ֓ ῀ף batchTransfer ₱

ѿ ̔ 

 ᾢ cnt ҹ 2Ȃ ľuint256 amount = 

uint256(cnt)*_valueĿ̆ ₮ ֲ ₮ amountȂ ҉ ̆

cnt = 2, _value = 2^255̆ף῀ ץ ₮ amountҹ 2^256̆ᵖ amount ҹ

uint256 ̆ ṿ ҹ 0⌠ 2^256-1̆ ץ amount ṿ ₮

ҹ ף0̂ 261 ̃Ȃ Ҋ ∞ cnt > 0 && cnt <= 20̆ ԍ cnt ҹ 2̆

Ȃ∞ _value > 0 && balances[msg.sender] >= amount̆_value ҹ

2^255̆amountҹ 0̆Ῥ Ȃ׆ ֲᵩ Ҭ ₮ amount̆

ԍ amount ҹ 0̆ ץ ֲᵩ ⁞ Ȃ _valuê 2^255̃

ҩ ̆ ֜ Ȃ֜ Ҋ ̔ 
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4.1.4 ῃ  

҉ № ץ ̆ ῒ ṿ Ȃῒ

ҩ Ҍ ѿҩ ̆p ѿҩ

̆ ֟̆ Ӈ ᶛ ױ ̆ ױ ֲ

̆ ῒ Ώ №῏ ף ̆ѿ ӊ ̆ ᾧ

Ԋᴆ Ȃ ̆OpenZeppelin ԅѿҩ ҹ SafeMath ̆

ԍ ṿ ₮ Ȃ ץ ֲ ⌠ ṿ ᶏ SafeMath

̆ ̆ ҉ ╠ѿ Ạᾟ№ ῃ ̆ Ғҙ

҈ ῃ ̆ ῃ ⌠ ᵞȂ 

 

4.2 the DAO ῀ №  

4.2.1 ῃԊᴆ  

ᾢԅ ѿҊ DAŎDAÔDecentralized Autonomous Organizatioñ ѿ

ҩֲҍҩֲȁҩֲҍ ȁ ҍ ѿ

ȂThe DAO ץ Ὲ ҉ ̆ ԍ 2016 4

30 ᴧ ̆ 1.5ַ ᾝȂ2016 6 17 ̆The Dao

ץ₯̆360҆ ̆ ץ № Ȃ 

 

4.2.2  

῀  
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4.2.3 №  

1.  

№ ╠ᾢ ѿҊ ̆ call ₱ fallback₱ Ȃ 

 

1̃call ₱  

call ₱ ѿҩ ̆ ץ ԍ ӊ ԑ ̆ ᶏ call ₱

̆ ץ ľ.value()Ŀ ether̆ ľ.gas()Ŀ

gas ̆ ץ ѿ Ȃ  

 

2̃fallback ₱  

ѿҩ ѿҩ ₱ ̆ ҩ₱ fallback ₱ ̆

fallback₱ ̆ ṿȂ ѿҩ ᵖ ⌠

₱ ᴪ ҩ fallback₱ ̆ ̆ ⌠ ether ̂

̃̆Ӟᴪ fallback ₱ Ȃ ѿҩ Ҭ fallback₱ ̆ Ӈ

ҩ Ҍ etherȂ gasᾟ f̆allback ҍ

₱ ѿ ץ ᵬȂ 

 

2. ₯ ֜ №  

ױ ⌠ԅ ₯ ̆ ̆ ױ

ῒҬѿҩ № ̆ ֜ ҹ̔ 

https://etherscan.io/tx/0xa348da60799bff3ca804b3e49c96edebea44c57

28a97f64bec3e21056d42f6e3 

֜ ῤ ҹ̔ 

https://etherscan.io/tx/0xa348da60799bff3ca804b3e49c96edebea44c5728a97f64bec3e21056d42f6e3
https://etherscan.io/tx/0xa348da60799bff3ca804b3e49c96edebea44c5728a97f64bec3e21056d42f6e3


   ῃ  

 

42 

 

 

 

Ҋ ľparity traceĿҬ׆ ѿҊ֜ Ḥ ̆ ԍ ֜ Ҭ

ԅ ҩ action̆ ױ ῏ action № Ȃ 

 

ᾢ ѿҊ ֜ ѿҩ action̔ 

 

ҩ actionҬ̆ ₯ ԅ Ҭ ₱ ̆ ₱ ₯

ӈ ₱ ̆Ҍ ₱׆ Ҭ Ȃ 
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Ҋ action[3] ῤ ̆ Ҋ ̔ 

 

 

҉׆ Ҭ ץ ₮̆ action[3]Ҭ  TheDAO Token

Ҭ ₱ Ȃ ԍ ₱ input ╠ 4ҩ ‗ ̆ 4 ҩ

₱ methodID̆ ץ ⌠ ᶛҬ methodIDҹ 0x82661dc4̆

ΐ 0x82661dc4̆ ױ ⌠ ₱ ҹ splitDAO₱ ̆ Ҋ

̔ 

 

 

׆ Ҭ ⌠ splitDAO₱ ף№ ̆ Ҋ ̔ 

 

 

Ῥ ҩ action ῤ ̔ 
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createTokenProxy ₱ methodID ̔ 

 

action[4]Ҭ̆TheĽDAO Token ԅ TheDarkDAO

createTokenProxy₱ Ȃ ₱ ף ҹ̔ 

 

createTokenProxy ₱ Ҭ̆TheDarkDAO ԅ extraBalance

Ȃ ҩ action[5]Ҭ̆ Ҋ ̔ 
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6,7 ҩ action Ҭ̆TheDAO Token ԅ DaoManagedAcct

accumulatedInput ₱ Ȃ Ҋ ̔ 
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accumulatedInput ₱ methodID ҹ̔ 

 

 

8ҩ action Ҭ̆TheDAO Token ԅ DaoManagedAcct

payout ₱ ̆ Ҋ ̔ 
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payout₱ methodID ̔ 

 

 

payout ₱ ף ҹ̔ 

 

֜ ף № ץ ̆_recipient ̆

_amount ̆ῒҬ Ҭ ף _amount ҩ

etherȂ action[9]Ҭ ῤ Ȃ 

 

action[9]Ҭ D̆aoManagedAcct ῒ ̆

⌠ ether ̆ᴪ fallback₱ ̆ ῀Ҋѿ Ȃ 

 

 

̆ ѿ Ӟ ԅ̆ הױ № ֜ ῤ ף

̆ѿ splitDAO₱ ȂҊ ױ ѿҊ

splitDAO ₱ Ҭ ῏ ף Ȃ 

splitDAO ₱ Ҭ῏ ף Ҋ ̔ 
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splitDAO₱ Ҭᴰ῀ _proposalID

_newCuratorȂ 

 

 

theDark DAO ̆ῒҬף Ҭ newDAO theDark DAO Ȃ 

 

 

҉׆ ף Ҭ ̆ ף№ ᾢ ether̆ Ῥ

Ḥ Ȃ 

 

҉׆ ץ ⌠̆ splitDAO₱ Ҭ ԅ withdrawRewardFor₱ ̆Ҋ

ѿҊ withdrawRewardFor ₱ ף ̔ 

 

withdrawRewardFor₱ Ҭ ԅ rewardAccount payout₱ ̆

ῒ ̆ ҉ ֜ № r̆ewardAccount DaoManagedAcct

_̆account r̆eward Ȃpayout₱ ף Ҋ  ̔
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ף׆ Ҭ ץ ⌠̆ payout₱ Ҭ̆ call _recipient

_amountҩ etherȂ ҹ call Ҭ ᶏ .gas() gasṿ̆ ץ

ᴪ ֜ gasȂ҉׆ № ҬҌ ̆_recipient

̆ ⌠ ether̂ ̃ ̆ᴪ ꜚ fallback ₱ ̆

׆ ῀Ҋѿ Ȃ 

 

҉ № ̆ ױ ѿҊ ₯ ₯ Ȃ ₯ Ώѿҩ ̆

fallback ₱ ̆ ⌠ ether ̆ ꜚ

ῒ fallback ₱ ̆fallback₱ ᴪῬ theDAO Token splitDAO

₱ Ȃ splitDAO₱ Ҭ̆ TheDark DAO createTokenProxy ₱

etherȂ withdrawRewardFor ₱ ̆withdrawRewardFor

₱ ManagedAccount payout₱ ̆ payout₱ Ҭ̆ᶏ call

₱ ̆ ether̆ ᴪῬ

fallback₱ f̆allback ₱ Ῥ splitDAO ₱ ׆ ῀Ҋѿ

ᵬȂ Ҋ ̔ 
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4.2.4 ῃ  

῀ ̆ Ҋ₃ץ ץ ̔ 

 

ᾢ ᶏ transfer₱ ̆transfer₱ ֽ

2300gas̆ ֓ gas Ҍ ᶏץ Ῥ ѿҩ ̆ ץ ᾧԅ

῀ Ȃ 

ῒ ̆Ӟ ḱץ № ף ̆ ҹᾢ ̆

ether ᵬ̆ ᶏ gas ץ Ῥ ῒז ̆p

ԍ ԅ ᵩ ̆ ץ Ӟᴪ ҹ ₯ ᵩ Ҍ

Ȃ 

̆ ץ Ҭ ῀ԑ ̆ ף Ҭ ⱴѿҩ ̆

ԍ Ҭ ץ̆ ῀ Ȃ 
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4.3 parity └ №  

4.3.1 ῃԊᴆ  

parity ѿ ץ Ȃ2018 7 19 ̆parity

₯̆ ץ15҆ ̂ 3000҆ ᾝ̃Ȃ 

 

4.3.2  

└ Ȃ 

4.3.3 №  

1. ₃ҩ  

ᾢ ѿҊ₃ҩ ̔ 

 

1̃fallback ₱ ̔ 

fallback ₱ solidity Ҭѿҩ ₱ ̆ ѿҩ

token ̆ᴪ ꜚ fallback₱ Ȃ ѿҩ ҩ₱ ̆ᵖ

⌠ ҩ₱ ̆Ӟᴪ ꜚ fallback₱ Ȃ 

 

2̃delegatecall ₱  

delegatecall ₱ ѿ ̆ ᶏץ

delegatecall׆ Ҭⱴ ף ̆ Ҭ ̆

ғ Ҭ msg.sender msg.value ṿҌ ȂӞ ̆
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̆ ꜚץ ⱴ ғֽⱴ ף ̆ Ҭ

ף֓ Ȃ 

 

3̃₱  

solidity Ҭ ₱̆ №̆≢ҹ privateȁinternalȁ

externalȁpublicȂ 

private ̔ ֽ ╠ ץ Ȃ 

internal ̔ ֽ ╠ ῒ ץ Ȃ 

external ̔ ֽ ץ Ȃ 

public ̔ ץ ̆ Ȃ 

 

2. parity wallet ׃ 

parity ѿҩ ̆ ⱳ Һ wallet

walletLibrary Ȃwallet ף ̆ ҙⱵ

ף ̆Һ ҙⱵ walletLibrary Ҭ ̆wallet

delegatecall walletLibrary ׆ ⱳ Ȃ Ạ ̔

ף ⌠ walletLibrary Ҭ̆ ץ ҉

ѿ ̆ ץ wallet ῍ ᶏ ̆ Ҍֽ ⁞ץ

ף ̆ Ḃ ᵬ̆ ғ ץ

Gas Ȃ 

 

 

parity wallet ᵬ Ҋ ̔ 
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3. ₯ ֜  

֜ ̆ ױ ₯ ľinternal TxnsĿ Ҋ

⌠ԅ ֜  ̆ Ҋ ̔ 

 

 

ԍ ₯ ҈ҩ ₯ ѿ ̆ ץ ץױ ԋҩҹᶛ

ҩ Ȃ 

׆ ԋҩ ֜ Ҭ̆ ױ ⌠ԅ ₯ ֜ ̆ Ҋ̔ 

 

҉׆ ץ ⌠̆ ῍ ңҩ֜ ̆ѿҩ֜ ԍ owner ̆ѿ

ҩ֜ ԍ Ȃ 
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4. ₯ owner  

ᾢ№ owner ֜ ̆֜ ҹ̔ 

https://etherscan.io/tx/0x2e65274f2bcc729a1fe6c2b44138b1da3642fca

19d6419054a13ed8fa3933c2d 

 

 

parity trace ľRaw tracesĿ ץ ⌠֜ ̆ Ҋ̔ 

 

https://etherscan.io/tx/0x2e65274f2bcc729a1fe6c2b44138b1da3642fca19d6419054a13ed8fa3933c2d
https://etherscan.io/tx/0x2e65274f2bcc729a1fe6c2b44138b1da3642fca19d6419054a13ed8fa3933c2d
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҉׆ ץ ⌠̆ ֜ 2ҩ action̆ ѿҩ actionҬҺ

₯ wallet ̆ ᵬҹ ῀

̆ ԋҩ action Ҭ wallet ᶏ delegatecall

walletLibrary initWallet₱ Ȃ 

 

Ҋ ׆ ף Ҭ ѿ ̆ ⌠ wallet

walletLibrary Ȃ 

₯ ᾢ ԅ wallet initWallet ₱ ̆ᵖ wallet Ҭ

initWallet ₱ ̆ ץ ԅ wallet fallback₱ Ȃfallback
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ף׆ Ҭ ץ ⌠̆ ₱ Һ ⱳ ∆ ownerȂ ₱ Ӟ

̂public̃̆ᴋᵥ ץ Ȃ ̆ץ ₯

initMultiowned ₱ ԅ owner Ȃ 

 

҉ № ̆ ױ ѿҊ ₯ owner ҩ ̔ ₯ ᾢ

wallet ₱ ̆ wallet initWallet₱ ̆

ᵬҹ ӊѿᴰ῀Ȃᵖ wallet initWallet ₱ ̆ԍ Ḃ

ῒ fallback ₱ ̆ delegatecall walletLibrary

initWallet ₱ ̆ ԍ initWallet₱ ̆ᴋᵥֲ ץ ̆ ץ

initWallet₱ ⱳ̆ owner ҹ ₯ Ȃ 

 

Ҋ ױ ѿ ̔ 
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5. ₯ ether 

Ҋ № ₯ ֜ ̆֜ ҹ̔ 

https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fc

b9c7e61640e6ff1f633637d38 

ῤ Ҋ ̔ 

https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fcb9c7e61640e6ff1f633637d38
https://etherscan.io/tx/0x97f7662322d56e1c54bd1bab39bccf98bc736fcb9c7e61640e6ff1f633637d38
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҉׆ ץ ⌠̆ ₯ execute₱ ̆ ѿҩ ₱ ̆ ₱

ѿҩ _toҹ ̆ ԋҩ Ȃ ₯ ₯

_to ҹז ̆ ԋҩ ҹ 44055Ȃ 

 

֜ ҹ̔ 
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҉׆ Ҭ ץ ⌠̆ ֜ ҈ҩ action̆ ѿҩ actionҬ̆

₯ wallet execute₱ w̆allet execute ₱

̆ fallback ₱ ̆ ץ ԋҩ action Ҭᶏ delegatecall

walletLibrary execute₱ ̆ ⱳ ̆ ҈ҩ actionҬ wallet

₯ 44055etherȂ 

 

Ҋ ѿҊ walletLibrary Ҭ execute ₱ ף ̔ 

 

ף׆ ץ ⌠̆ execute₱ owner ̆ ₯

ѿҩ֜ Ҭ ԅ owner ̆ ץ ≠ ᵬ̆ ⱳ Ȃ 

 

₯ Ҋ ̔ 
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҉ ̆ ױ ѿҊ ₯ ̔ 

ᾢ̆ ₯ ׆ wallet Ҭ ether̆ ether

execute ₱ ̆ᵖ execute₱ owner ̆ ץ ₯ ᾢ

owner ̆ ₯ ҍ owner ῏ ₱ ̆ initWallet

₱ ̆ ץ ᴋᵥֲ ῒ̆₃זҩ₱ owner

̆ ץ ₯ initWallet₱ ̆ ҹ

ѿ owner̆ ԅ owner ̆ ≠ ԅ execute ₱ ̆

׆ ⱳȂ 
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4.3.4 ῃ ̔ 

҉ № ץ ̆ Һ Ҭ₱ Ҍ

̆ḱ Ӟ ̆ initWallet ₱ ̆ ̆ ҹ

initWallet₱ ѿҩ∆ owner ₱ ̆ ץ initWallet ₱

Ṝ ѿ ̆ѿ Ҍᾛ Ῥ Ȃ 

 

 

4.4 parity delegatecall №  

4.4.1 ῃԊᴆ  

2017 11 p̆arity Ῥ ⌠ ₯̆ѿҩ − ԅ  ̆7

20 ץ Ҭ ‟ ̆‟ 513743ҩ ETHȂ 

 

4.4.2  

delegatecall ₱ Ȃ 

4.4.3 №  

 

1. ₃ҩ  

№ ╠̆ᾢ ₃ҩ Ȃ 

 

1̃delegatecall ₱  

delegatecall solidity Ҭ ѿ s̆olidity

Ҭ delegatecall ӈ Ҋ̔ 
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׆ ӈҬ ץ ₮̆ѿҩ ץ ᶏ delegatecallⱴ ῒז

ף ̆ ף֓ ҉Ҋ Ҭ ̆

Ȃ 

 

2̃suicide ₱   

selfdestruct ≢ ̆ⱳ ѿҩ ȂҊ solidity

Ҭ ӈ̔ 

 

ץ ₮̆suicide ⱳ ╠ ̆ Ҭ ᵩ ⌠

Ȃ 

 

2. parity wallet ף  

ѿ ₯Ԋᴆ ̆parity ḱ ԅ └ Ȃḱ ף

Ҋ̔ 

 

initWallet ₱ ḱ ף ̔ 

 

 

ⱴ ף└ ҹ̔ 
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ῒז₱ Ӟ ⱴԅ └̔ 

 

initDaylimit₱ ̔ 

 

 

initMultiowned ₱ ̔ 

 

 

 

 

3. ₯ ֜  

֜ ̆ ױ ⌠ ₯ ֜ ̆֜ ҹ̔ 

https://etherscan.io/tx/0x05f71e1b2cb4f03e547739db15d080fd30c989e

da04d37ce6264c5686e0722c9 

ῤ Ҋ ̔ 

https://etherscan.io/tx/0x05f71e1b2cb4f03e547739db15d080fd30c989eda04d37ce6264c5686e0722c9
https://etherscan.io/tx/0x05f71e1b2cb4f03e547739db15d080fd30c989eda04d37ce6264c5686e0722c9
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ץ ⌠̆ ₯ ԅ initWallet ₱ Ȃ ᵬҹ

_owners ᴰ῀ initWallet ₱ ׆̆ owner Ȃ 

 

Ῥ parity trace Ҭ ľRaw tracesĿ̆ ץ ⌠ Ḥ ̔ 

 

 

ץ ⌠ ҩ֜ Ҭֽ ѿҩ action̆ ғ׆ ҩ action ῤ ҉ ץ

⌠̆ ₯ ԅ walletLibrary ₱ Ȃ 
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4. owner  

ױ ѿҊ ₯ owner ֜ ̆֜ ҹ̔ 

https://etherscan.io/tx/0x05f71e1b2cb4f03e547739db15d080fd30c989e

da04d37ce6264c5686e0722c9 

֜ ῤ Ḥ ̔ 

 

 

 

ץ ⌠̆ ₯ ԅ initWallet₱ Ȃ ᵬҹ

_owners ᴰ῀ initWallet ₱ ׆̆ owner Ȃ 

 

Ῥ parity trace Ҭ ľRaw tracesĿ̆ ץ ⌠ Ḥ ̔ 

https://etherscan.io/tx/0x05f71e1b2cb4f03e547739db15d080fd30c989eda04d37ce6264c5686e0722c9
https://etherscan.io/tx/0x05f71e1b2cb4f03e547739db15d080fd30c989eda04d37ce6264c5686e0722c9
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̆ ₯ wallet

delegatecall walletLibrary initWallet₱ ̆

walletLibrary initWallet₱ ̆ ҹ walletLibrary ѿҩ

̆ᵖῒ ҉ Ӟ ѿҩ ̆ ץ Ȃᵖ ₯

Ӈ only_uninitialized ᴆ └ ̙ ⌠ delegatecall

₱ ԅȂ 

 

ᾢ ѿҊ only_uninitialized └ ᴆף ̔ 

 

҉׆ ף Ҭ ⌠̆ ⌠ m_numOwners ̆ m_numOwners > 0 

ⱳȂ 

 

ѿҊ m_numOwners Ḥ ̔ 

 

ҹ uint ̆ ץ ₯ ⱳ initWallet₱ ̆

m_numOwners

w

,€
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҉׆ ף Ҭ ⌠̆ ₱ ∆ initMultiowned ₱ ̆

̆ץ ∆ ԅ̆ Ӈ ₱ ̆Ӟ m_numOwners

ҹ ԍ 0 Ȃ ̆ ₯ Ҍ ⱳ initWallet₱ Ȃ 

 

ѿҩ ԅ̆ ∆ ԅ̆ҹָӇ

m_numOwners 0 ̙ 

⌠ԅ delegatecall ₱ ԅȂ╠ ױ ⌠

delegatecall ᵬ ̆ ҌῬ ȂҊ №ױ ѿҊ

̆delegatecall Ӈ ᵬ Ȃ 

 

∆ ̆ wallet initWallet ₱ ̆

wallet Ҭ initWallet₱ Ḃ̆ delegatecall׆ walletLibrary

Ҭ initWallet ₱ ף ̆ wallet ҉Ҋ Ҭ

initWallet₱ ף ׆̆ wallet ̆ walletLibrary

ᵬҹѿҩ ̆ Ҍ Ȃ Ҋ : 
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wallet walletLibrary Ҭ ѿҩ m_numOwners ̆

∆ ֽ̆ initWallet₱ ԅ wallet Ҭ m_numOwners

̆ walletLibrary Ҭ m_numOwners ҹ 0Ȃ ₯ ≠

ԅ ѿ ̆ walletLibrary initWallet₱ ̆ ԍ initWallet

₱ walletLibrary ҉Ҋ Ҭ ̆ ץ ≠ ᴆ └̆

owner Ȃ 

 

 

5. walletLibrary  

owner ₯ ̆ ѿ ֜ ԅ walletLibrary Ȃ

֜ ҹ: 

https://etherscan.io/tx/0x47f7cff7a5e671884629c93b368cb18f58a993f

4b19c2a53a8662e3f1482f690 

 

https://etherscan.io/tx/0x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a8662e3f1482f690
https://etherscan.io/tx/0x47f7cff7a5e671884629c93b368cb18f58a993f4b19c2a53a8662e3f1482f690
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֜ ῤ Ҋ ̔ 

 

҉׆ Ҭ ץ ⌠̆ ₯ ԅ walletLibrary kill ₱ ̆

ᵬҹ ᴰ῀ kill₱ Ȃ 

 

ѿҊ kill ₱ ף ̔ 

 

 

ף׆ Ҭ ץ ⌠ kill₱ owner ̆ ҹ ₯ ԅ

owner ̆ғז ѿ owner̆ ץ ץ ⱳ kill₱ Ȃkill₱

ԅ suicide₱ ̆╠ Ӟױ ⌠ suicide₱ ̆ ץ kill ₱

ⱳ walletLibrary ̆ Ҭ ᵩ ⌠_to ̆Ӟ

₯ Ȃ 

 

Ῥ ѿҊ ֜ Ḥ  : 
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ץ ⌠̆ ҩ֜ 2ҩ action̆ ѿҩ action ₯

walletLibrary kill₱ ̆ ԋҩ action walletLibrary ᵩ

⌠ ₯ ̆ Ȃ 

 

 

4.4.4 ῃ ̔ 

ᾢ̆ ѿҩ ̆ ץ Ạѿҩ ⱳ ᶏ ̆ᵖ

҉Ӟ ѿҩ ̆Ӟ ץ Ȃῒ ̆ ѿ

∆ ̆ ᶏ delegatecall̆call ₱ ̆ ῀

֓₱ ᵬ ᶏ Ȃ ̆ ╠̆ Ạᾟ№

ῃ ҍ ᵀ̆ ҈ Ғҙ ῃ ῃ ̆ ῃ ⌠

ᵞȂ 

 

 

 

 



   ῃ  

 

71 

 

4.5 ETC 51% ₯̂ ₯̃ 

4.5.1 ῃԊᴆ  

 

2019 1 6 ̆ETC 51% ₯̆ 110҆ ᾝȂ 

1 7  coinbase ETC῍ 15 ₯̆ῒҬ 12

₯̆ 219500 ҩ ETCȂ ₯ coinbase ῏ ETC ֜

Ȃ ̆ Ԋᴆ Һ Biture  Gate.ioң ֜ Ȃ 

1 14 ̆ Gate.io ᴇṿ 10҆ ᾝ ETC Ȃ 

 

4.5.2  

51% ₯ ₯Ȃ 

 

4.5.3 №  

1. ₃ҩ ̔ 

 

№ ӊ╠̆ᾢ ѿҊҍ ᶛ ῏ ₃ҩ Ȃ 

1̃51% ₯ 

Ҋ bitcoin ӥҬ ѿ ῏ ᵬ ̔ 
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bitcoin ӥҬ ⌠̆ ף ֲ ‗ ̆Ӟ ⱬ

ѿҩ ̆ № ⱬ ̆ Ӈ ᴪ ̆

ғ ῒז Ԉ Ȃ ₯ ḱ ѿҩ Ṝ̆ז

ҩ ӊ╠ ѿ Ȃ ̆bitcoin ῃ

ԅ № ⱬ ӊ҉Ȃ 

ᵖ ̆ Ӈѿ ’̔ ѿҩ ԅῃ ⱬ ץ51%

҉̆ Ӈז ҹ ⱬᴨ̆ל ₮ ז̆

ᴪ ̆ ҩ ῒז ̆ ҹҺ ̆ῒז ץ

҉ ֜ ᵬ Ȃ ҩ ҉ץ51% ⱬ̆ Ӈז ץ

ҩ ҉ Ȃ 51% ₯Ȃ 

 

 

2̃ ₯ 

₯ ₯ ̂ 51% ₯̆№◓ ₯ ̃̆ Ҭ

ѿ token ң ң  Ȃ҉ץ

 

 

2. coinbase 51% ₯ 

coinbase Ҋ ̔ 
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3. gate.io ETC 51% ₯ 

gate.io Ӟ ԅ ETC 51% ₯̆ ₯ ѿ֓Ḥ ̆

̔https://www.gate.io/article/16735 

 

₯Ҭ̆gate.io ⌠ 7 ֜ ̆ῒҬ 4 ₯ ̆ 4

֜ 54200ҩ ETC̆֜ ṿ Ҋ ̔ 

 

0xb5e074866653670f93e9fd2d5f414672df9f5c21baa12b83686e13644479633

8 

0xee31dffb660484b60f66e74a51e020bc9d75311d246f4636c0eabb9fdf16157

7 

0xb9a30cee4ff91e7c6234a0aa288091939482a623b6982a37836910bb18aca65

5 

0x9ae83e6fc48f63162b54c8023c7a9a55d01b7085294fb4a6703783e76b1b492

a 

 

₯ ׆ 2019 1 7 0:40UTC ⌠ 2019 1 7 4:20UTC ̆

₯ ῍ 4ҩ Ȃ ₯ ⱬ ῃ ⱬ ̆҉ץ51% ₯

֜ ̆ ֜ ⱳ ₡Ṣ ⱬ ᶏ̆ӊ╠ ֜ ̆

֜ token ᴪ ҬȂ 

 

₯ ETC ̔ 

0xb71d9CD39b68a08660dCd27B3EAE1c13C1267B10 

0x3ccc8f7415e09bead930dc2b23617bd39ced2c06 

0x090a4a238db45d9348cb89a356ca5aba89c75256 

 

https://www.gate.io/article/16735
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4. ֜ ῤ  

ᾢ ѿҩ֜

0xb5e074866653670f93e9fd2d5f414672df9f5c21baa12b83686e136444796338̆֜

ῤ Ҋ ̔ 

 

 

֜ Ḥ ̔ 

 

 

ױ 7254646 ̆ ⌠ Ḥ Ҋ ̔ 
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֜׆ ̆

0xb5e074866653670f93e9fd2d5f414672df9f5c21baa12b83686e136444796338

ҩ֜ 0x87cfd09c483fe65352456bb26c784a0e4c4ba389

0xbc358812654331c91474d0cb0b28ad24325d0044f7d21f653990bcd258b3bc39

ҩ ̂ ҹ 7254646̃Ҭ̆ᵖ ҩ ѿҩ ̆ Ҍ

Ҭ̆ Ҭ ֜ Ӟ Ȃ Ҭ 7254646 ῤ ̆

ҩ  

0x3ccc8f7415e09bead930dc2b23617bd39ced2c06̆ ₯ Ȃ

₯ ₡Ṣ ⱬ ԅ ҩ ῤ Ȃ 

 

 

ץ ̆ №ױ ԅ ҈ ֜ ̆ ҍ ѿ ֜ ̆ ֜

ᵬ ̆ ӊף ₯ ₮ Ȃ 
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׆ .5 Ҭ ₯  

֜ Ὲ ̆ ₯֜ ̆ ₯ ̆ ױ

ԅҍ ᶛ ῏ ֜ ̆ ῤ ₯ ꜚԅ ₯̆

ғ ⱳ̆ ETC Ȃ 

 

Ҋ ѿҊ ₯ ₮ Ҭ ֜ Ḥ Ȃ 

 

₮ ̔ 7249342 7249418 Ȃ ҩ Ҭ

֜ Ḥ ̔ 

֜

 

7249357  

֜

hash 

0x1b47a700c067d285179c421ffddba5b60ce8eb4dc57a5f9568e682

43a20eabf8 

ѿ

֜

 

7249361 

ѿ

֜

hash 

0x4baa588ed6ba3eef0c15c8fb2bc5fde8b3aee0edfcf138805c7200

62f77380ae 

600ETC 
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₮ ̔ 7254419 7254472 Ȃ ҩ Ҭ

֜ Ḥ ̔ 

֜

 

7254430 

֜

hash 

0xbba16320ec10701e615db5a65d47a8714b097c1cda3d1874793ed

b9540babcd1 

ѿ

֜

 

7254435 

ѿ

֜

hash 

0xcb4c8461478b0b540f35579e64bd46665c543f45e0903aa1951f3

f4ef551ffd2 

 

4000ETC 

 

₮ ̔ 7254567 7254708 Ȃ ҩ Ҭ

֜ Ḥ ̔ 

֜

 

7254646 

0xb5e074866653670f93e9fd2d5f414672df9f5c21baa12b83686e13
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֜

hash 

6444796338 

ѿ

֜

 

7254656 

ѿ

֜

hash 

0xa8265efc66620f9c99f7f21b348cc6c9e039fc54d5182785e58916

b935c06f28 

 

5000ETC 

 

₮ ̔ 7255034 7255111 Ȃ ҩ Ҭ

֜ Ḥ ̔ 

֜

 

7255055 

֜

hash 

0xee31dffb660484b60f66e74a51e020bc9d75311d246f4636c0eabb

9fdf161577 

ѿ

֜

7255066 
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ѿ

֜

hash 

0x84508f3084e64ddefeac96b3ccdad386e75136103793d1b59c3f0e

0cea88a5db 

 

9000ETC 

 

₮ ׆̔ 7255202 7255239 Ȃ ҩ Ҭ

֜ Ḥ ̔ 

֜

 

7255212 

֜

hash 

0xfe2da37fd908edf2411b39c1ec36361246b14e551f4dd9cc95eb17

fac375cb8d 
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₮ ׆̔ 7255477 7255522 Ȃ ҩ Ҭ

֜ Ḥ ̔ 

֜

 

7255487 

֜

hash 

0xa901fcf953256c9d38854bcdf8eaf31859f9d874e8a099a5cdcbf5

859bfa66ef 

ѿ

֜

 

7255492 

ѿ

֜

hash 

0x89081164deece402f39574880c13c824ea15a77f58b2d3062f53bd

8f0fc3ac73 

 

15700ETC 
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ѿ֓ ᵌ ₯̆ Ҍ ѿѿ↓ҽȂ № ֓֜ ̆ ױ

₮ѿ֓ ̔ 

⚫ ₯ ₯ ᴪ₡Ṣ ⱬᴨל ₮ ̆₮ ↕

₃ ̆ ↕҉ Ȃ 

⚫ ₯ ₮ № ̂ Ҭ ֜ ̃Ȃ 

⚫ Ҭ̆ ֜ ῒז ғ ᵬ ̆

ѿ ֜ ↕ ₯ Ḡ ҬȂ 

 

6. ₯ №  

Ҋ ̆ ץױ ҹ 15700ETC ₯ҹᶛ̆ № ₯ Ȃ 

₯Ҭ̆ ₯ ׆ 7255477 7255522 ₮ ̆

ң ֜ ҩ ῤȂ ױ Ḃ ѿҩ ₯ ₮ ̆

ץ ⌠ ̆ Ҋ ̔ 

 

҉׆ Ҭ ץ ⌠̆ ₯ ₮ ғ̆ Ҭ ᴋᵥ

֜ Ȃ 
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Ҋ Ῥ ѿҊ Ҭ ң ֜ ̆ ᾢ ֜ ̔ 

 

ҩ ֜ Ḥ ̔ 

 

ץ ⌠̆ ᵬ ̆ ғ ₮ Ҍ ₯

Ȃ ױ ѿҊ ҩ ף ̆Ӟ Һ ҉ 7255487

Ḥ ̔ 
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҉׆ ץ ⌠̆ ₯ ₮ ғӞ ̂Ҍ ֜ ׆̆̃

ץ ⌠̆ ₮ ᵬ ѿ֓̆ ₯

╠ ₮ԅ ̆ᵖ ₮ Ȃ 

 

Ҋ Ῥ ѿ ֜ Ḥ ̔ 

 

 

֜ Ḥ ̔ 
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҉׆ ץ ⌠̆ ₯ ₮ ̆ ᵬ

ץ ̆ ₯ 2019-01-07 03:17 ₮ңҩ֜ ̆ѿ ⌠֜

̆ѿ ⌠ └ ̆ ԍ ₯Ȃ 

 

҉ № ̆ ҉ ₯ ᶛ̆ ױ ₯ ₯ Ҋ  ̔

ᾢ ₯ ԅ ETC ῃ ҉ץ51% ⱬ̆ΐ

₮ ⱬȂ ₮ Ҭ̆ ₯ ⌠ ⌠ Ҭ̆

̆ ң ֜ ̆ѿ ⌠ ҩ֜ ̆ ֜

⌠ Ҭғ ῒז ̆ ѿ ֜ ⌠ ₯ └ ѿҩ

̆ ֜ Ҍ ⌠ Ҭ̆ ₯ ₮ ҬȂ Ҋ

̔ 
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⌠֜ ֜ ̆ ₯ ῃ ╠ץ ₮ ѿ

̆ ԍ ₯ ⱬᴨז̆ל₮ ῒז ז̆

̆ ԅҺ ̆ ╠ץ Һ ᵬ ̆ҍ ̆ ₯

⌠֜ ֜ Ӟ ᵬ ̆֜ Ȃ Ҋ ̔ 
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4.5.4 ῃ  

51% ₯ ῍ ѿ ̆ ╠ ‗ ѿ ̆

‗ ҩ ̆ ֲ ₮ѿ ⱴ ῃ ῍

Ȃ Ҍ ‗̆p ױ ץ ѿ֓ ѿ ̆ ̆

֜ ץ ⱴᾟṿ Ğate.io ETC ᾟṿ

⌠ 4000 51% ₯Ȃ 
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4.6 fomo3d ₯№  

4.6.1 ῃԊᴆ  

fomo3d ѿ Team Just ԍץ Ȃ

҉ ̆ ῤ ԅ Ȃ2018 8 22 F̆omo3D

ѿ ̆ ҹ

0xa169DF5ED3363cfC4c92ac96C6C5f2A42fCCBF85 ̆ᴇṿ 2200 ҆

ֲ Ȃ ҩ ᵌẼ ̆ῒ Ȃ ҹҬ ҹԅ ᶏ ԅѿ֓

ľ ĿȂ 

 

4.6.2  

֜ ₯ 

 

4.6.3 №  

ᾢ ѿҊ fomo3d ↕̔ 

 ꜚṕ 24 ̆ ץ ӯ key ԍ№ ̆ ӯѿҩ

key̆ṕ ⱴ 30 ̆key ᴇ ӯ ⱴ̆ ӯ key ETHҬ

№ᴪ ῀ ̆ ṕ ҹ 0 ̆ ѿҩ ӯ key ֲ

Ҭ ̂ Ҭ 48% ETH̃Ȃ 

  

1.  

ѿҊ ₯Ҭ fomo3d Ȃ 
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̔0xa169DF5ED3363cfC4c92ac96C6C5f2A42fCCBF85 

 

̔10469.66 ETH 

̔ 

0xbd321d63a925b439a20aE3260F461C35cBF9b875 

5373.3356ether 

0x2c389A86A686AC7Ee98Ac2606802b5bB4a2186C1 

5000ether 

 

2.  

Ҭ Ҭ ֜ ̆Ҭ 6191896 ӯԅ key̆

Ҭ₮ ԅѿ֓ Ȃ ӯ key Ҋ ̔ 

 

 

Ҋ̔ 

1. ҩ ֜ ⁞̆ῒҬ 6191904 ̆6191906 ֽ

3 ֜ Ȃ 

2. ֓֜ ₮ט gas ̆ ғ gas ῃ Ȃ  

3. ֓֜ ҉ ԅ

0x18e1B664C6a2E88b93C1b71F61Cbf76a726B7801 Ȃ 

 

6191904 ̔ 

 

 

6191905 ̔ 
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6191906 ̔ 

 

6191907 ̔ 

 

 

6191908 ̔ 

 

 

3. Ḥ  

 

0x18e1B664C6a2E88b93C1b71F61Cbf76a726B7801 ’̔ 

⚫ ⇔ Ҭ ̂ ̃Ȃ 

ף ⚫ ̆ Ȃ 

 

̔ 

Ҭᶏ ԅ assertȂ Ҋ ̔ 
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4. ֜ Ḥ  

 

׆  Ҭ ץ ₮̔ 

1. ֓֜ Ҭ̆ ₮ ԅ ̔Warning! Error encountered during 

contract execution [Bad instruction] Ȃ 

 

2. gas ̆ 4200000gas ̆ ғῃ Ȃ 

 

֜ ΐᵣḤ ̔ 
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Ҭ ᾢ

0x18e1B664C6a2E88b93C1b71F61Cbf76a726B7801̆ Ῥ

fomo3d Ȃ ң Ҭ̆Action[1] ̆Action[2] ̆

₮ ҬȂ Ҋ ̔ 

 

 

Ҭ input data Ҋ ̔ 

 

׆ input data Ҭ ץ ⌠̆Ҭ ԅ 0xb1e29c40 ₱ ̆ ҈ҩ

̆ῒҬѿҩ

a62142888aba8370742be823c1782d17a0389da1 Ȃ 
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input data̔ 

 

ץ ₮ ĭnput data Ҭֽ ѿҩ₱ ̂0x747dff42 .̃Ӟ ֽ

ԅ 0x747dff42 ₱ Ȃ 

 

5. ₱ 0x747dff42 

₱ ₱ ̆ ̔

https://www.4byte.directory/  

 

̆ ҩ₱ Ҭ getCurrentRoundInfo()₱ Ȃ 

 

getCurrentRoundInfo()₱ ָӇᵬ ̙ 

׆ױ ᴆҬ getCurrentRoundInfỗ₱ ף ̆ Ҋ

̔ 

 

׆ ף Ҭ ץ ̆ ₱ ץ Ḥ ̆

▼ᵩ ̆ ѿҩ ӯ key Ȃ 

https://www.4byte.directory/
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׆ 6191904~6191908 Ҭ ֜ Ḥ Ҭ ץ ̆Ҭ ̂

̃  getCurrentRoundInfỗ₱ ̆ Ḥ ̆

ӯ key ̆ ғ ѿ ῤ ̆

₯̆ᶏῒֲז ӯ key ֜ Ҍ Ҭ̆׆ ԅ Ȃ 

 

6. ₯ №  

҉ ῃԊᴆ ԅ№ ,Ӟ Ԋᴆ ԅ ȂҊ ױ

⌠ Ӈ ₯ Ȃ 

 

1̃ ₯╠‰  

ᾢ̆ ⇔ ԅ ̆ ױ ז ҹԅ Ḃ ₯̆

Ȃ ῒז Ҋ ̔ 

 

 

 

 

 ₯ ⇔ ̆ ⇔ ԅѿ֓ ̔ 
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 ⇔ ԅ ̆ ₯ ̆ ₯: 

 

◼ gas ₯ Ȃ 

◼ gasPrice ₯  

 

Ҋ ̔ 
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2̃ ₯ 

 ₯ Ҋ̔ 

 ̂1̃ ̆

getCurrentRoundInfo ₱ ץ̆ Ḥ Ȃ 

̂2̃ Ḥ ̆ Ḥ ̔ᶏ assert

∞ ѿҩ ӯ key Ҍ ̆ Ҍ ѿ

ῤȂ ѿҩ ӯ key ֲҌ ̆ ̆↕

assert ∞ ᴆҹ ̆Ҍᴪ ₯̕ ѿҩ ӯ key ֲ ̆

ғ ѿ ῤ ↕̆ assert ∞ ᴆҹẊ̆

₯ ֜ Ҭ gasȂ ֜ gas ӊ ⌠

( ) gasLimit ̆ῒֲז ֜ Ҍ ̆

ץ ῒֲז ӯ key̆ Ȃ 

 

7. gas ᾣ  

₯Ҭ ⌠ԅ assert̆ solidity Ҭ ̆ assert ∞ ᴆ

ҹẊ ̆ ᴪ ▼ᵩ gasȂ Ӈ assert ⌠ Ӈ gas ̙ 

ץ׆ױ Ҭ ⌠ԅᶭ ̆ Ҋ ̔ 

 

׆ ף Ҭ ץ ₮̆ err Ҍҹ ғҌҹ errExecutionReverted ̆

ᴪ ▼ᵩ gasȂ 

̔ err == errExecutionReverted̆ ֜ ̆ gasȂ 
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8.实验 

 ҹԅ ̆ Ạԅѿҩױ ̔ᶏ person3d

fomo3d ̆ᶏ Person3dHack Ȃ⇔ ѿҩ ̂

̃ Person3dHack hack()₱ ̆ hack̂̃₱ ᴪ

person3d getPersonInfo()₱ ץ person3d Ḥ ̆ ᶏ assert

ⱳ person3d Ḥ Ạ ̆ ⱳ ₯̆

Ҍ ⱳ Ҍ ₯Ȃ 

 

̔ ҍ fomo3d Ԋᴆ ≢̔fomo3d ԊᴆҬ ᶏ assert ∞

Ҍ ѿҩ ӯ key ֲ̆ Ҭᶏ assert ∞ Ҍ ⱳ ԅ

Ḥ Ȃ ῤ Ҍ ̆ᵖ ₯ ѿ Ȃ 

 

ף  Ҋ̔ 

pragma solidity ^0.4.19; 

 

contract Person3d { 

    string public name; 

    uint256 public age; 

 

    function Person3d() public { 

        name = "xiaoming"; 

        age = 10; 

    } 

 

    function() external payable{ 

    } 
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    function getPersonInfo() public view  returns(uint256){ 

        return age; 

    } 

 

    function setAge(uint256 _age) public  { 

        age = _age; 

    } 

} 

 

contract Person3dHack{ 

 

    Person3d public person3d; 

 

    function Person3dHack() public { 

    } 

 

    function() public payable{ 

    } 

 

    function hack(address addr) public { 

        bool success = addr.call(bytes4(sha256("getPersonInfo()"))); 

        assert(!success); 

    } 

} 

  

 ₯ ̔ 
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̔gas ̔4200000̆gasPrice̔20Gwei. ₯Ȃ 

Ҋ̔ 

 https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f

1d18523d408019fef50a7ae88a51bfa  

 

  

 ֜ parity trace ҬḤ ̔ 

https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b

6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity  

https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa
https://ropsten.etherscan.io/tx/0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa
https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity
https://ropsten.etherscan.io/vmtrace?txhash=0xc475930b1f0dca0efc75548b6f9348b6f1d18523d408019fef50a7ae88a51bfa&type=parity
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׆  Ҭ ץ ⌠̆ fomo3d ₯ ѿ Ȃ֜ ̆

ғ ԅῃ gas̆ ғ gas Ȃ 

 

4.6.4 ῃ  

҉ № ױ ₮ ῃ ̔ 

ῒז Ḥ ₱ ̆ ↕Ҭ Ҍ ᶏ

ľ ѿҩҬ Ŀ ᵌ ῤ ̆ ҉ ╠ Ạᾟ№

ῃ ᵀ̆ Ғҙ ҈ ῃ ῃ ̆ ῃ

⌠ ᵞȂ 

 

 

4.7 Fomo3d  

4.7.1 ῃԊᴆ  

2018 7 23 ̆ reddit҉ ֲ ԅ fomo3d ѿ ̆

₯ ≠ץ ‰ Ҭ ꞉Ȃ 

fomo3d Ҭ῏ԍ ꞉ ↕̔ ӯ key Ṝ̆ ѿ

ѿ ꞉̆ ֓ ꞉ ׆ Ҭ Ȃ 

 

4.7.2  

ᴺ Ȃ 
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4.7.3 №  

1. ₃ҩ ̔ 

 

1̃ ҍ ≢ 

solidity ң ӈ Ҋ̔ 

 

Ὲ └ ̆ Ҍ ף Ȃ

ף └ ̆ ץ Ҭ ף Ȃ 

 

 

2̃extcodesize ₱  

ץ׆ Ҭ̆ ץ ⌠ ₱ ⱳ ̆ Ҋ ̔ 

 

ῒҬ a ѿҩ Ȃ ₱ ԍ ѿҩ Ҭף Ȃ a ѿ

ҩ ̆ 0̕ a ѿҩ ̆ ף Ȃ 

 

2. isHuman ₱ ḱ  

isHuman fomo3d Ҭ ѿҩ₱ ḱ ̆ Һ ԍ ῒז ҍ

fomo3d ֜ԑ̆ף Ҋ ̔ 
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ף׆ Ҭ ץ ⌠̆ᶏ ԅ ₱ ḱ ₱ ╠ ᴪ

msg.sender ̆ msg.sender ̆↕ extcodesize ₱

0̆ ץ ᴆ ̆ ≠ ₱ ̕ msg.sender ̆↕

extcodesize₱ ṿҌҹ 0̆Ҍ require ᴆ ׆̆ ₱

Ȃ 

 

’Ҋ̆ᶏ ̆ᵖ ̆ ԍ

⇔ ̆ ԍ⇔ ̆ ץ ף Ӟ 0ȂӞ

₱ Ҭ fomo3d ץ isHuman ₱ ḱ ᴆ ̆ ⱳ

₱ Ȃ 

 

3. isHuman ₱ ḱ ᶛ  

҉ № ̆ ױ ԅ ⌠ isHuman ₱ ḱ Ҋ̆ ᶏ

ѿҩ ᶛ ̔ 

 

ף Ҋ ̔ 
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Ώԅңҩױ ̆fomo3d ₯ ̆iamcontract ₯ Ȃ

₯ Ҭ fomo3d isHuman₱ ̆ ṿḠ ⌠ isHuman

Ҭ̆ isHuman ҹ truĕ↕ ₯ ⱳ̆ ↕̆ ₯ Ȃ 

 

№≢ ңҩ ̆ ₯ Ҭ isHuman ̆ Ҋ ̔ 

 

₯ Ҭ isHuman ҹ truĕ ₯ ⱳ̆ ԅ fomo3d

isHuman ∞ Ȃ 
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4. №  

 

↕̆ ӯ key ᴪ ѿ ̆

№ ETH ׆ Ҭ Ȃ ӯ ӯ key ̆ ᴪ ⌠

fomo3d Ҭ core ₱ ̆ ף Ӟ ₱ Ҭ c̆ore ₱

Ҭ῏ԍ № ף Ҋ ̔ 

 

ף׆ Ҭ ץ ⌠̆ eth ԍ 0.1ether ғ airdrop ₱

true ̆ ꞉ ᵬȂ ѿҩ ’

airDropTracker_ ̆ ∆ ṿҹ 0̆ eth ԍ 0.1ether̆

ᵖ airdrop ₱ false ̂ ꞉̃̆ ⱴ 1Ȃ

eth ԍ 0.1ether̆ғ airdrop₱ true ̂ ꞉̃̆

ᾢ ⱴ 1̆ Ῥ ҹ 0Ȃ Ҋ ̔ 
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׆ Ҭ ץ ⌠̆ ῏ ԍ airdrop₱ ṿ̆

ṿҹ truĕ ̆ ↕̆ Ȃairdrop₱ ҬҺ

ԅ ⱳ ̆Ҋ ѿҊ airdrop₱ ף ̔ 

 

ף׆ Ҭ ץ ⌠̆fomo3d Ҭ ԍ ׆ Ҭ

̆ᶛ block.timestamp̆block.gaslimit̆block.number Ȃ ԍ

Ҭ ̆ ץץ Ҭ ᵬҹ ₮ ӞҌ
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̆ ץ ₯ ⌠̆ ҹ ₯ ≠

₯ ̆ Ҭ Ҭ ѿҩ

֜ Ҭ ̆ ֜ ̆ ̆ ץ

Ҭ ҍ Ҭ ̆↕ Ӟ

Ȃ ף Ҋ ̔ 

 

uint256 seed = uint256(keccak256(abi.encodePacked( 

      (block.timestamp) + 

      (block.difficulty) + 

      

((uint256(keccak256(abi.encodePacked(block.coinbase)))) / (now)) 

+ 

      (block.gaslimit) + 

      ((uint256(keccak256(abi.encodePacked(address)))) / 

(now)) + 

      (block.number) 

    ))); 

 

 

Ҋ ѿҊ ₯ ֜ ̆ Ҋ ̔ 
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№ ֜ Ҭ action ῤ ̔ 

 

 

₱ Ḥ ̔ 

 

ҩ actionҬ̆ ₯ ԅ execute₱ Ȃ 
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₱ Ḥ ̔ 

 

ҩ action Ҭ̆ fomo3d ̆ ԍ airDropPot_ ṿȂ 

 

 

0x11a09ae7₱ Ḥ ̔ 
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action Ҭ̆ fomo3d ̆ ԍ airDropTracker_

ṿȂ 

 

Ҋ ѿҊ action[4] action[5]̔ 
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ңҩ action ԍ⇔ ̆ ѿҩ ⇔ ѿ

ҩ Ȃ 

 

 

ҩ actionҬ̆ fomo3d buyXid ₱

Ҋ Ȃ fomo3dҬ buyXid₱ ᴪ buycore₱ b̆uycore₱ core

₱ Ȃ 

Ҋ fomo3d Ҋ ῤ ̂action[7] action[12]̃̆

₃ҩ actionҍ ῏ Ҍ ̆ ױ ҌẠ Ȃ 

 

Ҋ action[13] ῤ ̔ 
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₱ ̔ 

 

 

ңҩ action Ҭ̆ fomo3d withdraw ₱

₮ etherȂ 

 

 

Ҋ action[15]̔ 
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ѿҩ action Ҭ̆ ⌠ ether ̆ ꜚ ῒ fallback

₱ Ҭ ₱ ̆ Ҭ ᵩ ⌠ ₯ ̆

ⱳ ѿ ₯Ȃ 

 

֜ № ̆ ױ ₯ ₯ Ҋ̔ ₯

ᾢ ╠ ԍ⇔ B̆ Ώѿҩ A

₯Ȃ ₯ A ₱ Ҭ fomo3d

isHuman̂̃₱ ḱ ᴆ ̆ fomo3d airDropPot_

ṿ̆ airDropPot_ ԍ ҩṿ̂ᶛ 0.4̆ ҹ ₯ 0.1ether ֽ

25% ꞉̃̆ ṿ̆ fomo3d

airDropTracker_ ṿ̆ ľ(seed - ((seed / 1000) * 1000)) < 

airDropTracker_Ŀ∞ ꞉̆ ̆↕

fomo3d buyXid ₱ Ҋ Ȃ Ҍ ̆↕ ⇔

Ȃ≠ ∞ ץ ꞉̆ Ҍ

↕ revertȂ ̆↕ ⇔ ̆

₱ Ҭ fomo3d buyXid₱ Ҋ ̆

withdraw ₱ ꞉̆ ⌠ ether ̆

fallback ₱ Ҭ ₱ ̆ ̆ ῒᵩ ⌠ ₯

Ȃ ̆ѿ ₯ ⌠ Ȃ Ҋ ̔ 
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4.7.4 ῃ  

҉ № ̆ ױ Ҋץ₮ ῃ ̔ 

῏ԍ ῒז ̔ 

̆ ֽ ̆ ᶏץ Ҋף ̔ 

modifier isHuman() { 

    require(tx.origin == msg.sender, "sorry humans only"); 

    _; 

} 

῏ԍ ̔ 

Ҍ̆ ᶏ ҍ ῏Ḥ ̆ ̆

̆ ̆ ׆ ῀Ȃ  
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ѿ ₯ ₯ eosio.token Ҭ transfer ₱

̆ ԅ eosbetdice11 transfer ₱ ׆̆ Ҍץ EOS

Ҋ Ȃ 

 

ԋ ₯ ᾢ ₯ ңҩ ѿ̆ҩ ѿ̆ҩ

Ȃ ₯ ᶏ EOS̆ ⌠ EOS

transfer action eosbetdice11 ̆

to ҹ ԅ ᵬ̆׆ Ҭ EOS Ȃ 

 

4.8.3 №  

1.applŷ̃  

№ ╠̆ᾢԅ ѿҊ EOS Ҭ apply₱ Ȃ 

ҩ EOS Ҭ ᶫѿҩ apply ₱ ̆ ҩ apply₱ ѿҩ

₱ ̂ № ̃Ȃ ҩ₱ ⌠ actions̆ №

₱ Ȃapply ₱ ᶏ receiver̆codĕaction҈ҩ ᵬҹ ̆

ԍ ‰ ₮ ₱ ץ̆ actionsȂ 

 

apply ₱ ᵬ Ҋ ̔ 
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2. ѿ ₯ №  

 

₯ ₯ ҹ aabbccddeefğ ̆ ױ ⌠

₯ eosbetdice11 ₯ ̆ ₯ ֜ Ҋ ̔ 

 

₯ Ҋ ֜ ̔ 
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Ҋ ֜ ̔ 

 

 

₮ eosbetdice11 apply() Ҭ̆ Ҭ applŷ ̃

ף Ҋ ̔ 

 

₮ Ҭ ף ף׆̆҉ ץ ⌠̆

action ṜẠԅ҈ №≢ҹ̔ 

 code == self ̔ ̂eosbetdice11̃ 

 code == N(eosio.token) ̔ eosio.token  

 code == N(onerror) ̔ ҩ action eosio onerrorȂ 

 

Ӟ ̆ eosio.token eosbetdice11

eosio onerror̆ ץ ₱ Ȃᵖ ̆

eosbetdice11 ѿҩ ̆ᴋᵥῒז ץ ῒῈ ABI

Ȃ 
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₯ Ӟ ӇẠ ז̆ eosio.token transfer₱

̆ eosbetdice11 transfer ₱ ̆ eosbetdice11

⌠ ҹץ̆ ̂self̃ transfer₱ ̆ ץ ⱳ transfer

₱ ₯ Ȃ ҉̆ ₯ EOS̆

ץ ₯ Ҍ ̆ ԅ̆Ӟ ָӇ ̆ ԅ̆ ׆ץ

eosbetdice11 Ҭ EOSȂ 

₯ Ҋ ̔ 

 

 

EOSbet ̆ ḱ ̆ḱ ף Ҋ ̔ 
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҉׆ ̆if ᴆ Ҭ− ԅľcode == onerrorĿ, ⱴԅ Ҋף

̔ 

 

ⱴ ף ѿ └ԅ transfer ₱ ̆ ̆

eosio.token transfer ₱ ׆̆ ԅ ₯

Ȃ 

 

 

3. ԋ ₯ №  

 

EOSbet ҉ ₯ӊ ̆ 10 15 ѿ Ẋ ₯̂ľẊ

₯Ŀ̃̆ ₯ ̆ ₯ ꜚ ₯ ֜

Ҋ ̔ 
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₯ ֜ Ḥ ̆֜ ҹ̔ 

https://eosflare.io/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A820

3D90DC099970C3E42C8BD6 

֜ Ḥ ҹ̔ 

 

҉׆ Ҭ ץ ⌠̆ ₯ ̂ilovedice123̃ ̂whoiswinner1̃

EOS Ṝ̆ ̂whoiswinner1̃ transfer action ԅ

eosbetdice11 Ȃ 

 

https://eosflare.io/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A8203D90DC099970C3E42C8BD6
https://eosflare.io/tx/0AF8D841EF6650A67B9141697FA48060D87BD4A8203D90DC099970C3E42C8BD6
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֜ ̆ ױ ⌠ ₯ ₯ ҬẠ ̆

ץ EOS ҹᶛ̆ ₯ ᾢ 50ҩ EOS̆ 200ҩ̆ ѿ

500ҩȂ Ҋ ̔ 

 

 

 

 

₯ Ῥ apply ̆ apply ₱ Ҭ̆ ⌠

eosio.token ̆ transfer from to Ȃ ₯ ץ

ᶏ ңҩ ̆ѿҩ Ăѿҩ B̆ BҬ ף

ľrequire_recipient(ľeosbetdice11Ŀ)
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EOS Cafe Block medium҉ Ӟ ԅ ̔ 

 

ғ ₮ḱ ̆ᴋᵥᶭ eosio.token transfer

ⱴľif(transfer.to != _self) return;Ŀ ԍ Ȃ 

 

4.8.4 ῃ  

҉ № ץ ң̆ҩ apply₱ Ҭ̆

apply₱ ѿҩ₱ ̆ ץ EOS ̆ѿ

apply ₱ № ף Ȃ ѿҩ ̆ ץ ⱴ ᴆ ף̆ Ҋ̔ 

if( action == N(transfer)){ \ 
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 eosio_assert( code == N( eosio.token), ľMust transfer EOSĿ); \ 

} \ 

 

ԋҩ ̆ ץ Ҭ ⱴ Ҋ ᴆ ̔ 

if(action == N(transfer)){ \ 

 eosio_assert( transfer.from == _self || transfer.to == _self, 

ľmust transfer from or to selfĿ); \ 

} \ 

 

 

 

4.9  Newdex ֜ Ẋ EOS ₯ 

4.9.1 ῃԊᴆ  

2018 9 14 ̆reddit ҹľNewdex under attackĿ ̆

Ҋ ̔ 

 

̆ ֜ Newdex ₯ԅ̆ 58000

ᾝȂ 

 

 

4.9.2  

Ẋ EOSᾟṿ Ȃ 
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₯ ѿ ҹľEOSĿ Ẋ EOS ̆ ֜ ֜ ̆Newdex֜

≢ EOS ᴺ ԅ֜ ̆ ₯ Ẋץ EOS EOSȂ 

 

4.9.3 №  

1. Ẋ EOS  

ᾢ ѿҊ Ẋ EOS Ȃᴋᵥֲ ץ EOS ҉ ̆

ғ ץ ᴋ ̂ ľEOSĿ̃ ĔOS EOS EOS

̆ ҹ eosio.tokenȂ ҩ EOS ҹľEOSĿ token

Ẋ EOS ̆ EOS ҉ѿ ̆ Ҍ

eosio.tokenȂ 

 

2. ₯ Ẋ EOS  

Ҋ ѿҊ ₯ ̆ ₯ oo1122334455 2018 9 14 ԅѿ

ҹľEOSĿ Ẋ EOS ̆ ҹ 1000000000Ȃӊ ̆ Ẋ

EOS ⌠ dapphub12345 ҬȂ 

ץ ⌠ Ẋ EOS ֜ ̔ 

 

 

̆dapphub12345 Ẋ EOS ⌠ iambillgates ҬȂ֜

Ҋ̔ 
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3. ₯ ≠ Ẋ EOS ӯῒז  

Ҋ iambillgates Newdex֜ ᶏ Ẋ EOS ӯ IPOS

ADD ̆ ғ ⱳ ӯȂ֜ Ҋ ̔ 

 

 

ᶏ Ẋ EOS ӯ IPOS ADD ⱳ ̆ ₯ ᶏ Ẋ EOS

ӯ BLACK ̆IQ ̆ADD ̆ ғ ⱳ ӯ⌠Ȃ֜ Ҋ  ̔

ӯ BLACK ֜ ̔ 
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ӯ IQ ADD ֜ ̔ 

 

₯ ADD ̔ 

 

₯ IQ ̔ 
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ӯ ⱳ ̆ ₯ IPOS B̆LACK ĬQ ĂDD ⌠ xx1234512345 

and x12345x12345 ңҩ ̆֜ Ҋ ̔ 
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newdexpocket҉ ̆ ѿҩ EOS ̆

ץ ≢₮Ẋ EOSȂ ױ reddit҉ ץ ⌠ ῏ Newdex֜
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4.9.4 ῃ  

ῃԊᴆ № ̆ EOS ̆ѿ ᾢ ≢ ⌠

EOS Ẋ̆ Ҍ eosio.token EOS̆ Ῥ EOS̆

⌠Ẋ EOS ̆ Ҍ Ȃ 
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ѿ֓ ῃ Ȃ 

 

֟ ⇔ ̆ ῀ԅ ֲⱬ ⱬ

ⱬȂ ѿ ῃ ̆ Ȃ ץ

ᾢ ῃ ̆ ῃ Ḡ ̆ Ӈᴪ

Ȃῒ ̆ ҉ ╠ѿ Ạᾟ№ ῃ ̆ └

ῃ ץ̆ Ҍ ӊ Ȃ ̆ ҉ ╠ѿ ҈
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ῃ ∆ ̆ ῃῈ Һꜚ ῃ ̆ ⌠

‗ ̆ ꜛ ȁ֜ ȁ ȁ ץ
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Ạ₮ Ȃ 
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