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ѿȁ ῃ  ל

ӊѿ̆ ױֲ ⱲῈҬ ᶏ

Ȃ Ḥ ̆ ῍֣Ҍֽ ԍḤ ῍֣̆ Ӟ

῏ ῍֣̆ ῒᵞץ ȁ ῍֣ȁ Ḃ ̆ ԅᴑ

ҙȁ ȁ ȁ ҙ̆ ᵬȁ ֟ȁ Ҭ ̆ῒ֟

20%Ȃ IDC ̆2019 Ҭ ₮

6480҆ Ȃ ̆ № ⱳ ̆

ȁ ל Ȃ׆ ῃ ̆ ԍῤ ̆

ױ ץ ⌠ ȁ Ḥ Ȃ

ᴆ Ḥ ȁ ȁ ᵬ ₯ῤ

Һ ῒזḤ ῃ Ȃ ᴑҙ ԍ

ῃ ̆ ῒ ҹԅ ῃ Ȃ Ḥ

ḤԐ Ⱶ CNVD ῏ ׆̆

ῃ № ȁ ῏ ҙ№ ȁ ῤ

ȁ ῤ ȁ ȁ ῤ

ῃ ל ԅ№ Ȃ 

1.1 ῃ №  ל

ḤԐ Ⱶ ̆ ῤ ҹ

44000 ̆ 1-1-1ȁ1-1-2 ̆ ῤ ╠ԓ ᴍ

ҹ̔ ̂31612 ȁ̃ ≢ ̂6518 ȁ̃ қ ̂937

ȁ̃ ֤ ̂890 ̃ ̂540 Ȃ̃ 
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1-1-1ῃ №  ל

 

1-1-2ῃ  
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1.2 ῏ ҙ№  ל

ῤ № ҩ ҙ̆ῒҬ῏ ҙ

ѿ῍ 1773 ̆ ҙ 946 ̆ 54.4%̕ Ḥҍԑ ҙ

503 ̆ 28.4%̕ ῤ ῏ 150 ̆ ҹ 8.5%Ȃ 

 

1-2 ῏ ҙ№  ל

1.3 ῤ  

ῤ № ̆ Һ :HTTPȁ

FTPȁHTTPSȁTELNETȁPJLȁUPNP LPDȂ 

1-3-1 ῤ ’Ȃ 

联网打印机关键基础设施行业分布态势

政府 教育 交通 能源 电信互联网 工业制造 金融 广播电视 医疗 其他
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1-3-1 ῤ  

1-3-2 ῤ ╠ ’Ȃ 

 

1-3-2 ῤ ╠  
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1.4 ῤ  

ῤ № ̆ № 1 ̆ῒ

Ҭ qianwu ̆ ̂12032 ȁ̃ ̂3354 ȁ̃ ̂2181 ȁ̃

ᾣ̂1844 ȁ̃ᾞ ̂1823 Ȃ̃ 

1 ῤ  

品牌 数量 

惠普 HP 12254 

爱普生 Epson 3354 

柯尼卡美能达 Konica Minolta 2181 

理光 Ricon 1844 

兄弟 Brother 1823 

佳能 Canon 1724 

夏普
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1.5  

CNVD Ὲ ̆ ₃

Ȃ 

 

 

1-5  

1.6 ῤ  

2̆019 CNVD ῍ 22ҩ Ȃ̆

HP̂ ȁ̃Epson̂ ȁ̃Ricoĥ ᾣ̃ ȂῒҬ HP
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ӏ̃№↓ ҈ ̆ 1-6 Ȃ 
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 1-6  2019  

ԋȁ  

2.1  

ᴋⱵ ᶭ PC ῍ ̆ᴰ ꜚ ̆

ῤ ̆ ᵬ ̆

ᴆ ῤ ᴰ ⌠⌠ ҉Ȃ 

ᵖ ᴆ҉ ᴆ҉̆ ҍᴰ ֓ Ȃ ᾢ

ᴆ҉̆ Ḥ̆ ῀

ѿ ̆ᶏ Ҍ ᵬ ̆ᶛ └ GNU/LinuxȁVxWorksȁThreadX

Windows CE ̆ ғ ѿ֓῍ ̔ΐ \פ פ ȁᶏ

ῤ ȁ ѿ֓ľ Ŀⱳ ̆ᶛ Ḡ ԅ SSHⱳ Ȃ 

ᴆ҉ ↕ ⱴ ҹ̆ԅ Ḥ̆ ⱴԅ ̆

└ (NPAPȁSNMP)ȁ ̂IPPȁLPDȁSMB̃ Ȃ 

ȁ ῀ԑ ̆ ׆

⌠ Ҭ̆ ⌠҉ ̆ ѿ ↓

0

1

2

3

4

5

6

7

8

HP EPSON Ricoh FUJI
XEROX

Canon Samsung Lenovo Lexmark Zwbra Maker
Bot

漏
洞

数
量



           ῃ №  

                                                                         Ḥ  10 

Ȃ ᴆ ̆ ׃ ᴆ ̆

ҩ 2-1 Ȃ 

 

2-1  

2.2 └  

╠ ҉ SNMP ᶏ̆ NPAP

₃Ӎ ⌠ȂSNMP ѿ ԍ UDP ̆Һ Ḥ

 MIBȁSMI Ḥ SNMP ȂῒҬ M̆IB ̆

ӈԅ Ḥ ̆Ҍ ֟ ᴪ ӈ MIBȂ 

2.3  

╠ ᶏ LPDȁIPPȁSMBȁ TCP 9100

̂RAW Ȃ̃ Ӟ ₯ ̆ LPD Ҭ

‖ ף ȁ ᵬҹ ᵬҹץ PostScript/PJL ף

ᴰ ̆ѿ֓ ׆̆ ѿ ԅ ₯ Ȃ 

ῒҬ 9100 ҍ Ḥ ̆ ҹ

̆ҍ LPDȁIPPȁSMB Ҍ ̆ Ḥ ȁ Ḥ ץ

 9100 ̆ ץ 2Ȃ 
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Ӟ ̆ ѿ֓ FTP HTTP ᴆ҉ᴰ

Ȃ 

2 ῒ  

 ׃ 

LPD LPD ѿ ԍ TCP ̆ 515 

IPP IPP ԍ HTTP ̆ ⱳ LPD ҹ  

SMB 
Windows ԍ῍֣ ᴆ/ ̆ ֓

SMB Ⱶ ̆ TCP 445 

RAW(TCP 9100)  

 

ᶏ NMAP ΐ ץ ̆ 2-2 Ȃ 

 

2-2 

׆ 8̆0/443/8080 ԍ HTTP Ⱶ L̆PD

515 ĬPP 631̆ NMAP ҹľjetdirect?Ŀ 9100 ҹ HP

Ⱶ Ȃ 

2.4 └  

└ ̂Printer Control Languagẽ ᵬҹ

ӊ ⱳ̆ ᴪ ╠ң Ȃ ԍ ╠ ᴋⱵ

̆ ȁ ȂҌ

└ ̆ 3Ҭ↓₮ Ȃ ֓ Ҭ̆PJL



           ῃ №  

                                                                         Ḥ  12 

Ὶ ̆Ҍ № ᴪ PJI ҉ Ғ  Ȃפ

3 └  

 └  

EPSON EJI 

FUJI XEROX SJCL 

Canon CPCA 

HP PMLȁPJL 

 

PJL Printer Job Language Ώ̆ ᶫԅҌ ≢ └ Ȃפ

ᶏ ץ ᵬ ̆ ’Ҋ̆ ᴪ 9100 ̆ ғ

PJL ̆פ 4 PJL פ ῒⱳ Ȃ 

4 PJL  פ

ᶏ פ  ⱳ  

COMMENT @PJL COMMENT 

[words][<CR>]<LF] 

 

DEFAULT @PJL DEFAULT [LPARM: ***] 

variable =   value [<CR>] <LF> 

ṿ 

DINQUIRE @PJL DINQUIRE [LPARM: ***] 

variable   [<CR>] <LF> 

 

ECHO @PJL ECHO [Words] [<CR>]   

<LF> 

 

ENTER @PJL ENTER LANGUAGE = *** 

[<CR>]   <LF> 

῀ 

INFO @PJL INFO read only 

variable   [<CR>] <LF> 

Ḥ  

INITIALIZE @PJL INITIALIZE 

[<CR>]   <LF> 

∆  
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INQUIRE @PJL INQUIRE [LPARM: ***] 

variable   [<CR>] <LF> 

 

RESET @PJL RESET [<CR>] <LF>  

USTATUS @PJL USTATUS variable = 

value   [<CR>] <LF> 

 

USTATUSOFF @PJL USTATUSOFF [<CR>]   

<LF> 

῏  

 

2.5  

̂Page Description Languagẽ ԍ ӈ ̆

ҹ ѿ Ҍ ≢̆ ץ ꜚ ҹ

≢ ̆ Ȃ └ ѿ ̆ Һ Ӟ

ԅ ̆ 5Ҭ↓₮Ȃ 

5  

  

Kyocera PRESCRIBE 

SAMSUNG SPL 

FUJI XEROX XES 

Canon CaPSL 

Ricoh RPCS 

EPSON ESC 

̆ ľ ‰Ŀ ↕ PostScript PCLȂ 

PostScript̂ PS̃ Adobe ̆ ғ ȂPS ⱬ Ҍ ԍ ӈ

Ȃ ̆ ₯ ≠ ̆PS ץ ԍ

₯̆ɒ Ⱶ̆ ᵬҙ Ḡ ץ ᴆ ᵬȂ 

PCL ᶫ ̆ ҹ ѿ
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ῃ Ȃ ҹ Ҍ ᴆ ̆ PS ̆

Ҍ ԍ ₯ Ȃ 

҈ȁ ₯   

╠ ⌠ ₯ № ̆ ץ ₯ ₯ №ҹ҈

̔ ₯ȁ ₯ WEB ₯̆҈ ₯ ׃ ↓ 6 Ҭ↓

₮Ȃ 

₯ ₯̆ ᵌ ̆ ҹ ҹ

̆ᵖ ԍ ֓Ὲ ᵝ ̆ ̆ ҹ

ҩ ῍֣ ̆ ῀⌠ ׆ U ꜚ ᵬҙ ₃

Ȃ 

₯ ≠ WebȁFTPȁSMBȁSNMP Ⱶ

₯Ȃṿ ѿ ̆ ҉ ῀ Ḃץ̆

Ȃ Wi-Fi ⌠ ₯ ҉ ̆p Ḥ

̆Ӟ ׆ ₯ ᶫԅ Ȃ 

WEB ₯ ѿ ҹ ̂cross-site printing̃ ῏̆

ᶏ ӊ Ӟ ץ ₯̆ ᵬҹ ₯ ׃

ᵣȂ ѿ ₯ └ ῤ ̆ Ȃ

̆ ₯ ץ JavaScript ף ᶫץ Web

Ȃ ̆ ₯ ῤ 9100 AJAX ̆

PostScript PJL  Ȃפ

6 ₯ ῒ  

№   

₯  

῀ Ữ׃ ̆ Ữ U  

USB ⌠  

└ └  
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₯  

῀᷅ WebȁFTPȁSMBȁSNMPȁLPDȁIPP 9100

Ⱶ  

ץ ₯  

Web ₯  ₯ȁ ᴆ ῀  

₃ Ὲ ₮ ₯Ԋᴆ ῃ № ̆ №

ҹԅ Ҋ 4 ̔ 

3.1 DoS ₯ 

DoS ₯ Ӟ ԍ ̆p ᴪ ₮ѿ

֓ ԍ DoS ₯̆ ױ ץ ̆ ᵣ҉ ץ

ҹץҊ 3Ҭ ̔ ᴰ ȁ ᴆ ȁ Ȃ 

3.1.1 ᴰ  

₃Ӎ ұ ᵬҙ ̆ ѿ ѿҩᵬ

ҙȂץᶏ TCP/9100 ᵬҹ ᶛ ̆ ױ Ḡ

̆ ⌠ ̆ ᶏץ ԍ Ȃ ₯

ץ ᴋᵥ ץ TCP/9100 ֲ Ȃ 3-1 ѿ ≠

netcat פ ₯ DoS ₯ Ȃ 

 

3-1≠ DoS ₯  

Ҋ ׃ ѿ DoS ₯ ̆ 3-2 Ҭ̆PJL

ṿҹ 300 ̆ᵖ ҉ PJL ṿ 15 ⌠ 2147483

ӊ Ȃ ᾢ PJL ṿ̆ ṿ̆

ץ ₯ ̆ ᵬҙ ̆

ҹ ̆ Ḡ ̆ ᶏ׆ IPP LPD ῒז
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ᵬҙӞҌᴪῬ Ȃ ⱲῈ ̆ Ҍ ҙⱵ №

̆ᵖӞ Ἕ ┘Ὲ ҙ Ȃ 

 

3-2 ѿ ⱴ DoS ₯  

3.1.2 ᴆ  

ᾛ

ᵬ̆ ֓ ᴪ ̆ RIP̂PS ̆ PostScript

ᴆ ҹ ̃ Ȃᶛ PCL ᾛ ҉ᴰ ᵣ̆

֓ ᵣ ӄ ̆ ⌠ῤ Ȃ 

3-3 ᶏ PostScriptѿ ̆ ץ PostScript

ԍ Ȃ 20 ̆ 1 10№

ӊ ̆ῒז ԍ ̆ ⌠ Ȃ 

 

3-3 

3-4 ף ᴆ ѿ ̆ ӈ PostScript

ᵬ showpage,showpage ץ └ ╠ ̆ showpage

ӈ ̆ ᵬҙׅ ᵖ Ҍᴪ ╠ᵬҙԅȂ 

 

3-4 

ѿ֓ ҉Ғ └ ̆ ḱץ ⱳ ̆ᶛ

HP ң PJL ľ@PJL SET SERVICEMODE = HPBOISEIDĿפ
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ľ@PJL DEFAULT JOBMEDIA = OFFĿ̆ ץ ῃ ⱳ Ȃ 

3.1.3  

֓ Ữ NVRAM̂ Ữ ̃Ҭ̆NVRAM Һ

EEPROM └ Ȃ ң ̆ HP LaserJets

1000-2000 ΏȂׂ ̆ ᶫ Ḡ NVRAM Ώ῀

ӊ╠ ץ 100,000 ΏȂ 

PJL PostScript ץ ̆ └

Ȃ ᴪ NVRAM Ȃ ⱳ Ҍ ̆ᵖ

ᴪ Ҍ Ȃɒ PJL ľ@PJL DEFAULT COPIES=Xפ

̂ XṿҌ Ŀ̃̆ NVRAM Ȃ 

3.2  

Ҋ ׃ ң Ḡ └ ̔ ₮ ȁAccounting Ȃ 

3.2.1 ₮  

₮ ᴪ Ḡ └̆ ץ Ҋ

└ ҉ Ȃᵖ ױ Ȃ 

ץ ̆ ױ ץ └ ₮

Ȃ ҹ̔≠  Printer MIB ӈ prtGeneralReset 

̂OID 1.3.6.1.2.1.43.5.1.1.3.1̃ ̂powerCycleReset ȁ̃ NVRAM

̂resetToNVRAM̃ ₮ ̂resetToFactoryDefaults ,̃  SNMP

₮ ̆פ  PML ץ ᴋⱵ

Ȃ ѿ ̆ ᴪᶏ IP ҡ ̆

DHCP Ⱶ ̆ ₯ ⌠ Ȃ 

3-5 ѿ ᶏ SNMP פ ₮ Ȃ 
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3-5 

’Ҋ̆ ԍ ̆ SNMP Ȃפ HP

҉̆ ץ SNMP ҹ PML ̆ ῒ ῀⌠ ᵬҙҬ̆ ץ

₮ Ȃ 3-6 ҉ SNMP פ PML Ȃ 

 

3-6 

3.2.1 Accounting  

Accounting ץ ᾧ ̆ ᵬҙ ѿ

Ⱶ ̆ Ⱶ CUPS LPDRng ᴆ Ȃ ֓

ᴆᶏ IPPȁLPDȁSMB ᵬҙ ↓Ȃ ԑ

̆ ₯ ץ Ⱶ Ȃ ң ץ ̔ῳᾟ

ῒז ȁ Ȃ 

ῳᾟῒז └̆LPRng CUPS ᶫԅ ԍ SSL ⱴ

Kerberos PGPȁHTTP ῃ └Ȃ ̆ ₯

̆ Ӈ ῳᾟῒז Ȃᵖ ֓ ῃ ̆

ԍ Ȃ ֓ Ⱶ Ҭ Ȃ ᵬҹ LPD IPP

ץ ҹᴋ ṿȂ Ⱶ ’

Ҋ̆ ᶏץ ľlp -U nobody test.psĿפ ᴍ Ȃ 

̆ ץ ῤ ѿҩ

̆ HP ץ  PJL פ Ȃ

ץ ̆ Һ פ ľ@ PJL SET SE̬ VICEMODE = 

HPBOISEIDĿȁľ@ PJL DEFAULT PAGES = XXĿȁľ@ PJL SET PAGES = XXĿ̆

̆ ץ  HP5200  Ȃ 

3.3 Ḥ  
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Ҭ ԅ ᵬҙ ̆ Ḥ ̆

ȁ Ȃ Ḥ ҹң№ץ ῤ̔ ȁ

ᴆ Ȃ 

3.3.1 ῤ  

₯ ץ ῤ NVRAM̆

Ȃ ῤ Ώ ף Ȃ 

֓ Xerox ῤ ԅҒ PostScript ĺĺvxmemfetch̆

ᾛ ₯ ᴋ ῤ Ȃᶏ PostScript ̆ ⱳ ץ

ԍ Ữ ҩῤ ̆ 3-7 Ȃ 

 

3-7 ᶏ PostScript Ữ ҩῤ  

3.3.2 ᴆ  

₯ ץ ᴆ ̆ Ӈז ץ ⌠ ᴆ

ᵬҙ Ḥ Ȃ Ώ ᵬ ף ̆ɒ Ώ

ᴆ Ҭ ԋ └ ᴆȂ Ҍ ᾛ ᴆ

̆ᵖ PostScript PJL ץ ѿ Ȃ 

ԍ PostScript ̆ῒ ᴆ I/O ᶏ ᴆ

ҹ ̆ ╠̆ ץ ≠ PostScript ₱

ᴆ Ȃ 3-8Ҭ ₮ԅᶏ HP LaserJet 4200N ҉ PostScript ᴆ

ᶛף Ȃ 
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3-8 HP LaserJet 4200N ᴆ  

 

3.3.3 ₡  

ҹ ∆ ȂPJL PostScript

ץ ⱬ Ȃ 

PJL Ḡ └ 2 ҩ Ữ ᵝ Ữ̆2 ҩ ҹ 16 ҩ bit  

65536 ̆ ץ 0 ⌠ 65535 ӊ ̆ ץ ⱬ ₯̆

׆ ⌠ ῃ Ȃ 

9100 ̆ ҉ PJL פ

⌠ ̆ ץ ̆ ῃ

PHENOELIT Ώ ԅ ≠ ̆ ῒҬ Һ ף № ̆ ⌠Ҋ

̔1. IP ̕2. 9100 Socket ̕3. ⱳ PJL

פ 4̕. PJL פ 4̕. ⱬ

₯̕5. ⱳ PJL .6̕פ ҉ᴰҊ ᵬȂ 

3-9 № ף Ȃ 
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3-9 

connection.sendbuf.set() PJL Ȃᶏ ₯

ӊ ץ פ ᴋ ᵬԅȂ 

Nmap HP LaserJet ̆Nmap Һ Ҍᵖ

ԅ 9100 ̆80̆443̆23 Ӟ Ȃ 

 

3-10 

ᶏױ  PHENOELIT PFT ΐ ȂPFT ΐҒ

PLJ ̆ ȁ ᴆ ᴆȂ 

3-11 ’Ȃ 
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3-11 

ץ PFT ᶫ ⱬ ⱳ  PJL Ḡ Ȃ 

 

3-12 

ⱳ̆ᶏ  ls פ ҉ ᴆ̔ 

 

3-13 

ץ Ҭ қ Ȃ ԅ ᴆ̆

Ӟ ץ ⌠ Ȃ ῀ѿҩ ѿҩ ᴆҊ ⌠ Ȃ 

 

3-14 

3-15 ᴆῤ Ȃ 
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3-15 

3.4 RCE  

ᴋᵥ ף ̆ ӞҌᶛ ̆ ץ ף

̔ ‖ ₮ȁ ᴆ ȁ └ ᴆ Ȃ 

3.4.1 ‖ ₮ 

‖ ₮ ᴧ ̆ Ҍֽ ԍ ̆ᵖ ҹ

ᶫ Ⱶ̆ ץ ₯Ȃ≠ ᴪ

Ⱶ ף Ȃ ‖ ₮ ῀ ҉ ῒ ̆ ҹ

῀ ASLRȁNX Ḡ └̆ ף ץ root

ᴍ ̆Ҋ ׃ ѿҩ LPD ‖ ₮ ᶛ Ȃ 

LPD ѿҩ UNIX Ⱶ ҉ Ȃ ⱳ

ᶏ ̂LPR̃ ᴰ ᵬҙȂ LPD ⌠ѿҩ ᴋ

Ⱶ ̆ ᾢ ᴋⱵ ԍ ↓Ҭ̆ ̆LPD ׆ ↓

Ҭ ₮ ᴋⱵ ᴰ Ȃ 

LPD ῀ ᵬҙ ȁ ȁҺ ӎ ̆ ᴪ

‖ ₮Ȃᶛ ῀ 150ҩ ̆ᴪ Ȃ

HP LaserJet 1200ȁthe HP LaserJet 4200Nȁthe 

HP LaserJet 4250Nȁthe Dell 3110cnȁthe Kyocera FS-C5200DN  Samsung 

MultiPress 6345N Ȃ 3-16ҹ ῀ ұӊ ̆LPD ῤ Ҭ №
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Ȃ 

 

3-16 

3.4.2 ᴆ  

ᴆ ᴧ ̆ ҍῒז ̆

ᴆ Ạ ᵬҙ̆ ҹ ₯ ԅѿҩ ̆ ҹ

Ȃ Ҍ ῃ ̆ ҹ :

Ȃ ̆ ῃ Ҍ Ӈ ԅ̆ ף ῀ԑ ̆ Ӈ

ᴆ ₮ Ȃ 

3.4.3 └ ᴆ  

֓ ̆ ҉ └ ᴆ̆

Ғ ̆SDK Ҍ Ȃ └ ᴆѿ Ώ̆

ץ Ὲ ҙⱵ ̆ ױז⌠ ᴆҬȂ

ᶛ NSĭ ץ MFPs ҉̆ ꜚ҉ᴰ └ ⌠ ӈ

ᵝ Ȃ ̆ ҉ ף└ ѿҩ ῃ Ȃ

̆ ᴆ ᴆ ̆ ҹ ᴆҌֽ └ Ώ̆

ғ ᴧ ֲ Ώ̆ ֓ ֲ ᴆ Ȃ ̆
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SDKҬ Ӎ Ȃ HP ᾣ ҉̆ ץ ᴋ Java

Ȃ ԍ ῀ web Ⱶ ̆ ץ PostScript ⌠̆

Ӟ ץ ṿ Ȃ 

ȁ ᶛ 

4.1DoS ₯ ᶛ 

4.1.1Brother DoS ₯  

̆Trustwave ֲ Brother ѿ

ῃ ̆ᾛ ₯ Ⱶ ₯Ȃ ╠ Shodan

ῃ̆ 14989 Brother ԍῈ Ҭ ᴪ ⌠

ѿ Ȃ Trustwave ԅ BrotherῈ ̆p ⌠

╠ҹ ̆BrotherῈ ׅ ₮ᴋᵥ ҀȂ 

ԍ Debut ῀ http ⱵҬ̆ ҉ ᶫ Poc̆

̆ ₯ ̆ HTTP POST ̆ ᴪ ₯

ѿҩ 500 ̆ӊ ₯ HTTP POST

̆ ῒ֟ 500 ̆ ̆ Dos ₯Ȃ 

payload̆ ԍ HTTP POST ̆payload Ҋ ̔ 

 

HTTP POST ̆ ᴪ Dos ₯ P̆ocף Ҋ ̔ 
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4.2 ᶛ 

4.2.1HP ᴑҙ  

 

₮ ԅ ῃḠ ⱳ ᴑҙ ᾣ ̆

֓ ῃⱳ ץ ₯ ≠ ᴑҙ ҬȂ Ὲ

ױז Ⱶ ԅѿ ↓ ῃ Ȃ

Ὲ ̆ ױ ᶫ ľҕ ҉ ῃ ĿȂFoxGlove ῃ

Ὲ ֲ ѿ HP PageWide 586DN ᴑҙ ⱳ ץ ѿ HP 

M553 ᴑҙ ᾣ ԅ Ȃ 

ῃ ֲ ᾢᶏ PRET̂ ≠ ΐ ̃ ԅ ̆

ⱳ ѿҩ ₮ ѿ̆ҩ RCE Ȃ №

₮ ȂPERT ѿ ֲ

ѿ ῃ ΐ̆ ֲ ̆PERT ₮ԋ Ҍ

Ҭ ῃ ̆ᶛ ȁ ȁ҈ Ȃ 

₮ ᶏ PRET ΐ P̆RET ΐ Ҭ PJL

reset SNMP פ ľ snmpset -v1 -c public printer 

1.3.6.1.2.1.43.5.1.1.3.1 i 6Ŀ ץ ₮ ׆̆

ľAdministratorĿ ҹ Ȃ 



           ῃ №  

                                                                         Ḥ  27 

 

ԅ҉ ⌠ PJL SNMP H̆P ѿҩⱳ

ץ ױ Set Community Name public ҹ Ȃ ҩⱳ ᾛ

ꜚ DHCP BOOTP Ⱶ Ȃ ꜚ̆ ׆ DHCP

Ⱶ IP ̆ Ӟᴪ DHCP Ҭ ѿ֓ ȂῒҬѿҩ

ԅѿҩ TFTP Ⱶ ̆ ץ ᴆȂᴋᵥ ꜚ ᴨ

ᾢԍ DHCP Ȃ DHCP Ҭ ֓ ᾛ ꜚ ̆ Ҋץ

̔ ῃ ᵝ̂ Ⱶ ҉ ῃ ҹ₮ ṿ ȁ̃‛ ᵝ̂‛

ᵝ ҹ TCP/IP ₮ Ȃ̃ ѿҩ PHCP ᴆ ץ

ꜚ ׆̆ ₮ Ȃ 

ԅ ֓ └ ֲז ᵬ ̆p

ֲ ⱳ ԅ ֓Ḡ └ ⌠ԅ ᴆ ᴆȂ Ҋ ̆ ֲ

№ ԅ ᴆ ץ└ ᴆ ‗ Ȃ ᴆ ‗ ᶏ ԅ

OXP SDK ⱳ ̆ ң ‗ ץ ᴆ └

ѿҩ ѿ Bundle ᴆ̂.BDL̃ ̆ ҩ ᴆ ѿҩ

̆ ֲ ⱳ ԅ ᴆ ‗ ᶏ ᴆ └Ȃ Ӟ

ױז̆ ҉ᴰѿҩ DLL ᴆ ᴋ ף Ȃ 

4.3 Ḥ ᶛ 

4.3.1HP LaserJet Ḥ  

ῃ  c02004333̆ ԅѿҩ ̆  

PJL Ҍ ̆ PJLҌֽ ץ ̆ ץ

ῤ ᴆ Ȃ ₯ ≠ץ PJL Ҭ

҉ ᴋ ᴆȂ ZoomEye ̆ ╠
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ҹ 3625 Ȃ 

ῃ ᶫ ‗ ̆ ץ PJL ᴆ

PJL ‗ Ȃp PJL ҹ 1-65535 ̆

ⱬ ̆ ₯ ץ Ḡ ׆̆ ץ

ᴆ Ȃ 

№ҹ҈ №̆ ѿ № ID PJL ̆פ ѿ

№ ף Ҋ ̔ 

 

ԋ №̔ PJL פ ̆ 30

ѿ Ḡ PJL ̆פ Ḡ ↕ ⱳ̆

ᴪ ľpassword disabled ok!Ŀ̆ ԋ № ף Ҋ ̔ 

 

҈ №ҹ PJL ̆פ ⌠ ̆ ᴪ ľPoC 

OK!Ŀ̆ Ӈ ԅ ᴆ Ȃ ҈ ף№ Ҋ ̔ 

 

₯ ᴆ ӊ ̆ ץ ᴆ҉ᴰȁҊ ȁ−

ᵬȂ 
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4.4RCE ᶛ 

4.4.1HP Ink Printers ף  

ῖ ᶛ̆Check Point ֲ Ὲ ԅ ῒ

OfficeJet ⱳ Ҭ ᶏ ᴰ Ҭ ңҩ῏

Ὲ ȂHP № ̂HP Ink Printers̃

2ҩ ף ̆ ₯ ץ ᴆ

̆ ׆̆₮ ף ̆ ԅ ῃ └ ̆Ạᴋᵥ

Ԋ ԅȂᶏ Eternal Blue ץ ҍ PC └ ̆ ≠ PC

ᴰ ₯ Ȃ ֲ ₯ ҹ Faxploit ₯Ȃ 

ᴰ ╠ ԍ ҙ ⱳ Ҭ̆ ֓

ץ ȁWiFiȁBluetooth ⌠ῤ Ὲ ҬȂ

ⱳ PSTN ᴰ ⱳ Ȃ 

HP Ink Printers ⱳ ITU T.30 ̆Ҋ ̔ 

 

  ῒҬ Phase B ӊ ̆Phase C ᴰ Ȃ



           ῃ №  

                                                                         Ḥ  30 

ᶏ HDLC ̆ Ҋ ̔ 

 

  ᴰ Ҍֽ TIFF ᴆ̆ ᴆ̆HP Ink Printers ⱳ

ITU T.81 (JPEG) ̆ ץ ᴰ Ȃҍ tiff ᴆ

̆.jpg ᴆҬ ᴪ headerȂ ᴆҬ̆ ῤ ᴪ

’Ҋ̆ └⌠ ᴆҬ̆ ѿҩ ₯῀ Ȃ  

  ⌠ѿҩ ᴰ ̆ ᴪ ҌẠᴋᵥ ’Ҋ └ῤ

⌠ѿҩ.jpg ᴆ̂%s/jfxp_temp%d_%d.jpg̃ҬȂ ᴰ ѿ ̆

ᾢ ̆

№ ̆ңҩ ҍ JPGE№ ӊҬ̆JPEG№ ̆

ᵬ ҹ̔ ᴆ Start Of Image (SOI) marker: 0xFFD8̕ №

ҩ ̕3. ̆ ῏ Ȃ 

CVE-2018-5925 ‖ ₮ ̆ ‰̆COM maker̂ ̃

̂0xFFFẼ Ȃ Ӟ ⌠ ѿҩ ̆ ‰ᴰ

ᴪҡ maker̂ Ȃ̃Ҋ COM market ף ̔ 

 

  № ᴪ 2 № ̆ └ ᴆҬ ⌠ῃ
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ҬȂ Ҭ ҩ ҹ 2100 ̆ ҹ 64KB̆ └

₮Ȃ 

  CVE-2018-5924 № DHT marker ԍ ₮̆ ҹ ѿҩ Ҍ

‰ ̆ marker ῏ ῒז ȂDHT marker (0xFFC4)

ӈԅ Huffman ̆ ԍ ᴆ Ȃ₱ ӊ╠ COM maker

ѿ ̆DHT marker ף Ҋ ̔ 

 

ѿҩ 16 ̆ ҹ ҩ ѿҩ ̆

ⱴ ҩ ̕ѿҩῃ 0 256 ᴪ

ԍӊ ̕ ԋҩ ᴪᶏ ӊ╠ ׆̆ ᴆҬ ⌠

Ȃ 

ף Ҭ ̔16 * 255 = 4080 > 256̆ ץ ₯ ԅ ᴋᵥ

ᶏ └ ԍ ₮ԅȂ 

 

4.4.2HP PageWide HP OfficeJet Pro ᴋ ף  

ῖ ᶛ̆ Ὲ ԅѿ ῏ԍ HP PageWide Printers HP 
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OfficeJet Pro Printer ң ᴋ ף Ὲ ̆Ὲ ̔ ֓

HP ῃ ̆ ₯ ≠ ץ

₯̆ ᴋ ף ҹȂ CVSS № 9.8 №̂Ҥ ̃̆

ᶫԅ ҹ OJ8210_R1709A.exe ᴆҊ ̆ HP 

PageWide Printers HP OfficeJet Pro Printer ң ≠ PJL

Ȃ 

ῃҒ Jens M³ller ѿ ῏ԍ ῃ ̆ №

≠ PJL ̆ ᴆ ҉̆

ᶏ ../../ ../../bin ҽ̆ Ҋ ̔ 

 

̆ ../../̆֟ ԅ FILEERROR ̆../../bin ₮↓ץ

ѿ֓ᴰ Linux ᴆ̆ Ἕץ Linux ῀ ԅȂ 

FSQUERYȁFSUPLOAD FSDOWNLOAD̆ 3ҩ פ ᴪ ԇ

ᴆ Ώ̂r/w̃ ̆ᶛ ̆ ≠ץ FSQUERY FSUPLOAD פ

/etc/passwd ῤ ̔ 
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FSDOWNLOAD פ ̂ESC̃̆ ףҹԅ̆ץ Netcat

ΐ̆ Ώ Ḥ Ữ⌠ ᴆҬ̆ ⌠ѿҩ ᴆ̆ ᴆ PJL ΐ

ᴆ Ώ Ȃ 

0:/ 0̆:/../../rw/var/etc/profile.d p̆rofile.d

ԅ ꜚ ̆ ғ ̆ ץ ̆

0:/../../rw/var/etc/profile.d/ ../../var/etc/profile.d/ Ҋ ԅ

ῤ ̆ғ 0:/ ᴆ Ҭ ץ profile.d Ώ ᵬ̆

0:/../../rw/var/etc/profile.d/ ../../var/etc/profile.d/ Ҋ

̔ 

 

Ώ Python Ḥ Ữ ⌠

0:/../../rw/var/etc/profile.d/writing_test ᴆҬ̆ Ҋ ̔ 
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̆ Ώ῀⇔ ᴆ ̔ 

 

ΐ ꜚ Ώ Ȃ ῒҬΏ῀ѿҩ

̆ ᵥ ̆ ̆ ץ ꜚ ԅȂ

̆ ҩ ԇ shell Ȃ ԍ Ҭ ԅ

netcat̆ ⇔̆ ԅѿҩ ̆ ᴪ ѿҩ ⌠ 1270 shell̔ 

 

̆ ᴋ ף ԅ̆ѿ ᶏ SNMP

MIB פ ̆ SNMP פ Ҋ̔ 

 

ᴆ ₯̆ ץ ⌠ѿҩ ⌠ 1270

shell, Ҋ ̔ 

 

ⱳ ̆ Ώ₮ԅѿҩ profile.dҬΏ῀ ꜚ

̆ exploit̔ 
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ԓȁ ῃ  

5.1  

5.1.1 └ ȁᾟ№ ‰ 

╠׆ ҩ ᶛҬ ץ ̆ ῃ ӈ PJL

ῒזҒ ῀ ̆ ᶏ ֓ ̆ ̆ ᴪ

ֲᴪ ľ ⱳ Ŀ̆ ץ ̆ Ғ ԍ ȁ

ᾟ№ ץ̆‰ ῃ Ȃ 

5.1.2 ѿ  

ᴆ ᴆ ̆ Ṥҹ ѿ Ȃ

ᶏ ̆ ᵣ ᴆ ҉Ȃ 
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5.2.4 └ 

̆ ᴪ ѿҩ └↓ ̆ ץ ↓ ҉

Ḡ ᶏ IP ̆ ֓ ץ ̆

׆ ⁞ ԅ № Ȃ 

5.2.5 ῃ  

ᴆᾛ ̆ ץ ѿ֓ ῃ ̆ ԅѿ֓ᴰ

ΐ̆Printer Exploitation Toolkit̂PRET̃ ѿҩ ΐ̆

ԍ Python ̆Һ Ḇ ӊ Ḥ̆ ῀

UNIX פ P̆RET ᴪ ῒ ҹ PostScript PJL̆ ⌠ ̆ ᵀ

Ȃ ΐ ץ ꜛ ֲ ᵀ PostScript P̆JL PCLҬ ⱳ

Ȃ 

5 Ҭ̆↓₮ԅ ╠ Ҭ ⌠ № ₯ ̆ ԍ

Ȃ 

7 ₯ ῒ  

≢ ₯    

Ⱶ 

ᴰ  TCP while true; do nc printer 9100; done 

ᴆ  
PS PRET  disable, hang :פ

PJL PRET  disable, offline :פ

 
PS PRET  destroy :פ

PJL PRET  destroy :פ

 
₮  

SNMP snmpset -v1 -c public printer 

1.3.6.1.2.1.43.5.1.1.3.1 i 6 

PML PRET  reset :פ

PS PRET  reset :פ

ᴍ  TCP ⌠ ̆ Ⱶ  
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IPP ץ ᴍ  

PS PostScript ף Ⱶ ҉

ԅ  

PJL PRET  pagecount̔פ

Ḥ  

ῤ  PJL PRET  nvram dump̔פ

ᴆ  
PS PRET  ...fuzz̆ls̆get̆put̆̔פ

PJL PRET  ...fuzz̆ls̆get̆put̆̔פ

₡  
PS PRET  lock̆unlock̔פ

PJL PRET  lock̆unlock̔פ

ף  ‖ ₮ 

PJL PRET  flood̔פ

LPD ./lpdtest.py printer in "`python -c 

'print "x"*3000'`" 

5.3  

5.3.1 ῃ  

ԍ ̆ Ҍ Ḥ ῃ ̆ᵖ Ḥ ῃ

̆ԅ ₯ ̆ ῃ ̆

ᶏ ӟ Ȃ 

5.3.2 ⱴ ῃ  

ᴋᵥ ῃ ̆ ῃ

ӎ ╠ Ȃ ѿ Ȃⱴ

ῃ ̆ ӞҌ ԍ ῃ ֲ Ȃ 
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5.3.3 ᶏ ῃ Ԋ  

ֲ ᶏ ȁ ₮̆ᶛ

HTTP ̆ ҹ ױ ₯ ȁ ̆ ᶏҌ

Ӟ Ȃ 

 


