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<constant name="struts.enable.DynamicMethodIlnvocation” value="true”
/>
http //localhost/index.action?method:OGNL
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getMapping

" handle "name!method” convention.
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amation —-name_
T =(exclamation '==1)-§
‘mapping.setName(name.substring(@, exclamation)): —
if (allowDynamicMethodCalls) {
|| mapping.setMethod(name.substring(exclamation + 1)); -
}ielse{
|| mapping.setMethod(null); -
| E
[k
=
uri mapping
allowDynamicMethodCalls method
com.opensymphony.xwork2.DefaultActionlnvocation invokeAction
032 Struts2
037 rest

handleDynamicMethodInvocation(mapping, mapping.getName());

S S s R S e——m - MOABRReRE RE BN " e Ny 8
me_is—snecified - B . onlv=trv=somethineHif The_action nz
null &8 fullName.length() > @) { if (fullName

d -~fullNamersubstring(lastslashPos  +nl)s:

handleDynamicMethodInvocation(mapping,

mapping.getName());

mapping.setMethod(fullName.substring(lastSlashPos + 1));
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ActionForward forward = action.execute(mapping, actionForm,
request, response)
addActionMessage(getText(msg.getKey(),
Arrays.asList(msg.getValues()))); getText action messages

com.opensymphony.xwork?2.util.LocalizedTextUtil.getDefaultMessage

com.opensymphony.xwork2.util. TextParseUtil.translateVariables
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Struts 2.3 - Struts 2.3.34

Struts 2.5 - Struts 2.5.16

CVE-2018-11776

DefaultActionMapper parseNameAndNamespace

alwaysSelectFullNamespace true namespace URL
URL namespace
Action ServletActionRedirectResult

execute() Result
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s D y.java ¢ i i java o Ser if java o tjava
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ublic void execute(ActionInvocation invocation) throws o

° i Test.java o ActionChainResult

namespace invocation.getProxy().getNamespace()

namespace namespace ActionMapping

02 x/

ActionMapper.getUriFromActionMapping() ActionMapping

URL namespace tmplocation
_:-/: I’T Kl otation = srtivrifaoner. netilrilf rophet iontepoina i new_Actjortenoinal act inriieme  nemesnace metiot, ML) -
—] 174
Il

Ieeat:.cmt tmpLocation);- —

namespace tmplocation setLocation()

2] RO SRes s e, svadl AJFEIMEVOIN i ave -~

“punitr-vbicn SetcdtachoniSirahg” wcat1onLH- -
this.location = location;

tmpLocation StrutsResultSupport location

super.execute()

this.prependServletContext = prependServletContext,

159 - public void execute(ActionInvocat¥y#én invocation) throws Exception §
if (anchor != null) {
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