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MITRE 43996
CWE TOP 25
1 CWE-787 63.72 0
‘ 2 ‘ CWE-79 ‘ ‘ 45.54 ‘ 0
3 CWE-89 SQL
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https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/434.html
https://cwe.mitre.org/data/definitions/862.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/119.html
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18 CWE-798 4.57 -3
19 CWE-918 (SSRF) 4.56 2
20 CWE-306 3.78 -2
21 CWE-362 3.53 1
22 CWE-269 3.31 7
23 CWE-94 3.3 2
24 CWE-863 3.16 4
25 CWE-276 3.16 -5
1 CVE TOP 25 ( MITRE)
25
25

CWE-416 Use-After-Free 7 4

CWE-862 16 11

CWE-269 29 22

CWE-863 28 24

CWE-502 12 15

CWE-798 15 18

CWE-276 20 25
Top 25

CWE-269 29 22

CWE-863 28 24

17. 34



https://cwe.mitre.org/data/definitions/798.html
https://cwe.mitre.org/data/definitions/918.html
https://cwe.mitre.org/data/definitions/306.html
https://cwe.mitre.org/data/definitions/362.html
https://cwe.mitre.org/data/definitions/269.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/276.html
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Top 25

1 CWE-400 23 37

2 CWE-611 XML 24 28
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CVE-2023-21716
Microsoft
RTF
NO.1 CVE-2023-21716 | Word
CVE-2023-33246 RocketMQ
Apache NameServer Broker Controller
NO.2 CVE-2023-33246 | RocketMQ
RocketMQ
Atlassian CVE-2023-22518 Confluence
Confluence | Struts2
NO.3 CVE-2023-22518
Linux CVE-2023-3269 Linux
NO.4 CVE-2023-3269 | Kernel
ROOT
Citrix ADC Citrix ADC  Citrix Gateway
Citrix VPN ICA
NO.5 CVE-2023-3519 | Gateway CVPN RDP AAA
Apache
ActiveMQ /api/jolokia/ MBean
NO.6 CVE-2022-41678
Jolokia
CVE-2023-50164
Apache
NO.7 CVE-2023-50164 | Struts2

22.
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CVE-2023-38646 Metabase
Metabase H2
NO.8 CVE-2023-38646 H2 JDBC
Metabase
Spring Framework
Spring Security Bl
Spring
Spring Security Spring
Framework
NO.9 CVE-2023-20860 MVC mvcRequestMatcher
CVE-2023-37582 CVE-2023-
Apache 33246 RocketMQ
RocketMQ NameServer
NO.10 CVE-2023-37582
RocketMQ
2 TOP10
4.4 TOP10
Microsoft Word
CVE-2023-21716
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C-H/1:H/A:H
9.8
2023-4-7
CVE-2023-21716  Microsoft Word  RTF wwlib
RTF

23.
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Windows

RTF

Microsoft Outlook

Apache RocketMQ

CVE-2023-33246

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C-H/1 :H/AH

9.8

2023-6-5

RocketMQ 5.1.0
RocketMQ NameServer Broker Controller
RocketMQ
RocketMQ
RocketMQ 5.x 5.1.1

4.9.6

RocketMQ 4.x

Atlassian Confluence

CVE-2022-22965

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A-H

9.8

24 34
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CVE-2023-3519

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C-H/1 :H/AH

9.8

2023-7-27

Citrix ADC

Citrix Gateway Citrix ADC

SSL/TLS

CVE-2023-3519 Citrix ADC Citrix Gateway

VPN 1CA CVPN RDP AAA

Apache ActiveMQ Jolokia

CVE-2022-41678

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C-H/1 :H/AH

8.8
2023-11-30
Jolokia
ActiveMQ jetty org.jolokia.http.AgentServlet
/api/jolokia org.jolokia.http.HttpRequestHandler#handlePostRequest
JSONObject JmxRequest

org.jolokia.http.HttpRequestHandler#executeRequest

26. 34
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org.jolokia.handler.ExecHandler#doHandleRequest

Java 11 jdk.management. jfr.FlightRecorderMXBeanImpl RCE 1
newRecording 2 setConfiguration webshell 3
4 copyTo Webshell .Jsp
Jolokia Jolokia ActiveMQ
Jolokia ActiveMQ Jolokia
5.16.6 5.17.4 5.18.0 6.0.0
Apache Struts2
CVE-2023-50164
CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/1:H/A:H
9.8
2023-12-11
Apache Struts 2017 Equifax
Equifax 1.45
7 Equifax
200,000 Apache Software Foundation
Struts 2 CVE-2023-50164

Struts 2.5.33 Struts 6.3.0.2

Metabase

27. 34
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CVE-2023-37470

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C-H/1 :H/AH

9.8
2023-7-27
Metabase
Csv 0.46.6.1
Metabase 1.46.6.1 Metabase Enterprise

Spring Framework

CVE-2023-20860

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/1:H/A:N

7.5
2023-4-7
Spring Framework Java
JDBC
Hibernate
Spring Spring MVC  Spring Security Spring
Data Spring Batch
Spring Framework Java 6.0.0 - 6.0.6
5.3.0 - 5.3.25 Spring Framework mvcRequestMatcher Spring

Security ooxEn Spring Security Spring MVC

28. 34
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Apache RocketMQ

CVE-2023-37582

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H

9.8

2023-7-18

Apache RocketMQ

RocketMQ

RocketMQ NameServer
NameServer
NameServer
NameServer

RocketMQ 4.x  NameServer

RocketMQ

CVE-2023-33246

RocketMQ

RocketMQ 5.x

4.9.7

5.1.2

5.1.1

2023
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DevSecOps

IAST
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